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Typographical Conventions

This guide uses the following typographical conventions for special terms and instructions.

Convention Meaning Example

Bolding Names of selectable items in the Click Security to open the Security Rule Page
web interface

Consolas font Text that you enter and coding Enter the following command:
examples a:\setup

The show arp all command yields this output:

username@hostname> show arp

<output>
Calibri 11 pt. gray Lab step results and explanations A new zone should appear in the web
font interface.
Click Click the left mouse button Click Administrators under the Device tab
Right-click Click the right mouse button Right-click the number of a rule you want to

copy, and select Clone Rule

<> (text enclosed in | Denotes a variable parameter. Click Add again and select <Internal Interface>
angle brackets) Actual value to use is defined in the
Lab Guide document.
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How to Use This Lab Guide

The Lab Guide contains exercises that correspond to modules in the Student Guide. Each lab
exercise consists of step-by-step, task-based labs. The final lab is based on a scenario that you
will interpret and use to configure a comprehensive firewall solution.

The following diagram provides a basic overview of the lab environment:
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Lab Guidance
There are two sections for each lab in this guide:

e High-Level Lab Steps
e Detailed Lab Steps

The High-Level Lab Steps section provides only general guidance and information about how to
accomplish the lab objectives. This section is more challenging and is suited for students who
have a working knowledge of Palo Alto Networks firewalls. If you have never worked with a
Palo Alto Networks firewall, we strongly encourage you to use the Detailed Lab Steps section.
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The instructions in the Detailed Lab Steps section provide guided, detailed steps and screenshots
to accomplish the lab objectives.

If you decide to use the High-Level Lab Guide and get stuck, switch to the Detailed Lab Guide
for guidance.

You do not need to complete both the High-Level Lab Guide and the Detailed Lab Guide for
each lab. Use either one or the other.

Browsers
You will use two different browsers for these lab exercises:

e Configuration Browser - use this application to configure the firewall.
e Testing Browser - use this application to test features once you have configured the
firewall.

There are three browsers available in the lab environment:

e Chromium
e Firefox

Note: For all lab exercises, we recommend always using the Chromium browser as the
configuration browser when accessing the FireWall WebUI and Firefox as the testing browser.
Chromium has been shown to produce fewer errors than other browsers like Firefox when
navigating the FireWall WebUI. Please note that the FireWall WebUI requires a lot of memory,
and having more than three browser windows or tabs open at the same time can consume the
client’s entire memory and consequently slow down the lab. We also recommend you restart
your browser at least once a day.

The detailed lab guide sections will let you know which browser to use for each task. In some
tasks it instruct you to use a specific browser if necessary.
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Lab 1: Palo Alto Networks Portfolio and
Architecture

No lab exercise is associated with this module.
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Lab 2: Configuring Initial Firewall Settings

Your organization has just received a new Palo Alto Networks firewall, and you have been
tasked with deploying it. The first steps will be to connect to the firewall’s management interface
address and configure basic settings to provide the firewall with network access.

I 192.168.1.254
|
|

1 192.168.1.0/24

192.168.1.20

Lab Objectives

e Connect to the firewall web interface

e Load a starting lab configuration

e Set DNS servers for the firewall

e Set NTP servers for the firewall

e Configure a login banner for the firewall

e Set Latitude and Longitude for the firewall

e Configure permitted IP addresses for firewall management
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High-Level Lab Steps

Use the information in the sections below to complete the objectives for this lab. We suggest that
you use this section only if you have extensive experience working with Palo Alto Networks
firewalls.

If you need more detailed guidance for the objectives, use the Detailed-Lab Steps section.

Connect to Your Student Firewall

e Use the configuration browser to connect to the firewall web interface

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-02.xml - to the Firewall

Configure the DNS and NTP Servers

e Set the Primary DNS Server to 8.8.8.8 and the Secondary DNS Server to
192.168.50.53
e Set the Primary NTP Server to @.pool.ntp.org and the Secondary NTP Server to
1.pool.ntp.org
Configure General Settings

e Set the Domain to panw. lab
e Create a Login Banner that says Authorized Access Only
e Set the Latitude and Longitude to reflect the firewall's geographical location in Santa
Clara, CA, USA
Modify Management Interface

e Verify that the default gateway for the firewall management interface is set to
192.168.1.1
» Allow access to the management interface only from the 192.168.0.0/16 network

Commit the configuration

e Commit the changes to the firewall before proceeding

Check for New PAN-OS Software
e Check for new PAN-OS software (but do not upgrade the firewall)

© 2024 Palo Alto Networks, Inc. Page 25



Detailed Lab Steps

Use this section if you prefer detailed guidance to complete the objectives for this lab. We
strongly recommend that you use this section if you do not have extensive experience working
with Palo Alto Networks firewalls.

Connect to Your Student Firewall
1. Launch the configuration browser and connect to https://192.168.1.254.

Move past any security warnings until you see the web interface login window.

2. Log in to the Palo Alto Networks firewall using the following credentials:

Parameter Value
Username admin
Password PaloAlto!

Apply a Baseline configuration to the Firewall
To start this lab exercise, you will load a preconfigured firewall configuration file.
3. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
4. Click Load named configuration snapshot:

DEVICE

= High Availability
B nfig i H i
‘_j Config Audit Device Operations
= Password Profiles
Administrators
) Admin Roles

Authentication Profile Save Save ed configuratior

- o -
Authentication Seguence Save candidate confizuration

EE] User Identification [Load Load na nfiguration snapshot
2. Data Redistribution Load ration versior D
' ' Miscellaneous

[2 Device Quarantine Export Export named configuration snapshot
El VM Information Sources

. “ustom Log

= Export configuration version . i
4% Troubleshooting ; %8 SNMP Set
xport device state

& Certificate Management
B Certificates
K= Certificate Profile

Import Import named configuration snapshc

A Load Named configuration dialog box opens.

5. Click the drop-down arrow next to the Name field and select edu-210-11.1a-02.xml.
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Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Load Named Configuration @

Mame | edu-210-11.13-02.xml

Decryption | ssss
Key

|_ Regenerate Rule UUIDs for selected named configuration

| | Skip Validation

n cance'

6. Click OK to close the Load Named configuration window.

A window should open that confirms that the configuration is being loaded.

7. Click Close to close the Loading configuration window.

Loading Configuration

Configuration is being loaded. Please check the Task Manager for its
status.

You should reload the page when the task is completed.

Close

8. Click the Commit button at the upper right corner of the web interface:

A Commit window should open.

9. Leave the remaining settings unchanged and click Commit.
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Commit @B

Only a full commit is available at the current time. You may preview changes or validate the configuration or add a description
to the commit.

© Commit All Changes () Commit Changes Made By:

LOCATION OBJECT

COMMIT SCOPE TYPE TYPE ENTITIES ADMINS

&2] Preview Changes @ Change Summary % Validate Commit

Note: T

10. Wait until the Commit process is complete.
A Commit Status window should open that confirms the configuration was committed

successfully.
If you receive a message regarding the deprecated algorithm used to generate the

O AP| KeyGen, ignore it. This message will have no effect on the labs.
- There is a Bonus Lab at the end of this guide that will show you how to address this
-

issue.
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11.

Commit Status @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully
Local configuration size: 10 KB
Predefined configuration size: 16 MB
Merged configuration size(local, panorama pushed, predefined): 17 MB
Maximum recommended merged configuration size: 17 MB (100% configured)

Commit

The latest APl KeyGen was executed on Mon Oct 16 13:44:22 2023 with the deprecated algorithm. You are advised to
configure the more secure APl key infrastructure by web interface: Setup -> Management -> Authentiation Settings -> API
Key Certificate, or by CLI: set deviceconfig setting management api key certificate

Close

Click Close to continue.

Configure the DNS and NTP Servers

The DNS server configuration settings are used for all DNS queries that the firewall initiates
in support of FQDN Address objects, logging, and firewall management.

12.

13.
14.
15.
16.

In the web interface, select Device > Setup > Services.

Click the Services gear icon o to open the Services window.

Verify that the Primary DNS Server is set to 8.8.8.8.

Set the Secondary DNS Server to 192.168.50.53.

Verify that the Update Server is set to updates.paloaltonetworks.com.
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Services

Services NTP

Update Server  updates.paloaltonetworks.com

Verify Update Server Identity
DMS Settings

DNS o Servers ) DNS Proxy Object

Primary DMS Server | 8.8.8.8

|5econdnr~; DMS Server [ 192.168.50.53 I

rinimum FQDM Refresh Time (sec) | 30

FQDMN Stale Entry Timeout (min) | 1440

Proxv Server

The DNS server settings that you configure do not have to be public servers, but the
firewall needs to be able to resolve hostnames such as
updates.paloaltonetworks.com and wildfire.paloaltonetworks.com to provide

various services such as WildFire® or URL filtering.

17. Select the NTP tab.
18. Set the Primary NTP Server to @.pool.ntp.org.
19. Set the Secondary NTP Server to 1.pool.ntp.org.

Services ©)
Services NTP
Primary NTP Server Secondary NTP Server
NTP Server Address | O.pool.ntp.org NTP Server Address = 1.pool.ntp.org
Authentication Type  None ’ Authentication Type None

20. Leave the remaining settings unchanged and click OK to close the Services window.

Configure General Settings
21. Select Device > Setup > Management.
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22. Click the General Settings gear icon o to open the General Settings window.
23. In the Domain field, enter panw. 1ab.

24. Inthe Login Banner area, enter Authorized Access Only.

25. Inthe Latitude field, enter 37.00.

26. In the Longitude field, enter 122.00.

General Settings @

Hostname | firewall-a

Domain | panw.lab

Login Banner Authorized Access Only

| | Force Admins to Acknowledge Login Banner

SSL/TLS Service Profile | None
Time Zone | UTC
Locale | en
Date | 2023/10/19
Time | 16:26:00
Latitude | 37.00 A
Longitude | 122,00

|| Automatically Acauire Commit Lock

O These coordinates are for Santa Clara, California — headquarters of Palo Alto
pe Networks, Inc.
L]
-

27. Leave the remaining settings unchanged and click OK to close the General Settings
window.

Modify Management Interface
28. Select Device > Setup > Interfaces.
29. Click the link for Management.
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DEVICE

. S Interfaces
& High Availability

EJ Config Audit INTERFACE NAME ENABLED SPEED IP ADDRESS SERVICES ENABLED

= Password Profiles auto-negotiate 192.168.1.254 Ping HTTPS,SSH

30. Set the Default Gateway t0 192.168.1.1.
31. Leave the remaining settings unchanged.

Management Interface Settings

Speed | auto-negohiate

MTU | 1500
IPV4 IPV6
Type | Static
IP Address | 192.168.1.254
Netmask | 255.255.255.0
Default Gateway | 192.168.1.1

Administrative Management Services

32. At the bottom of the Permitted IP Addresses area, click Add.
33. In the Permitted IP Addresses field, enter 192.168.0.0/16.
34. Inthe Description field, enter Mgt access from these hosts only.

©

[ ]| PERMITTED IP ADDRESSES DESCRIPTION

r r
.168.0. gt access from these hosts only.
192.168.0.0/16 Mgt from these hosts onl

Addresses field. If you make a mistake and enter the wrong information, you can

Verify that you have entered the correct address range in the Permitted IP
A lose network connectivity to your firewall.

35. Leave the remaining settings unchanged.
36. Click OK.
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Check for New PAN-OS Software
37. Select Device > Software.

| & Certificate Management
[%, Response Pages

. VERSION | SIZE RELEASE DATE AVAILABLE CURRENTLY INSTALLED ACTION
L3 Log Settings
(F Server Profiles 11.0.0 1037 MB 2022/11/17 08:45:28 Downloaded & \E/:g(oi:rm Release Notes
Local User Database IRnesltrfs“taH
‘13 Scheduled Log Export s
9.1.15 402 MB 2022/10/21 11:47:55 Validate Release Notes
(s Software Download
@, GlobalProtect Client 10.1.8 461 MB 2022/10/20 12:52:05 Validate Release Notes
Download

@ Dynamic Updates

38. Uncheck Preferred Releases and Base Releases to see all available softwares.

¥ Check Now L Upload [ ]Include Patch [ ] Preferred Releases [ | Base Releases

39. Select Yes on the following Warning:

Warning

Your choice of Release Type directly impacts your experience in terms of performance, stability,
and security.

Preferred releases undergo rigorous testing to ensure stability and optimal performance. By
using software versions that are not Preferred. you may miss out on the latest and most
advanced capabilities, and potentially have a subpar software experience

Your satisfaction and security of your systems are our top priorities. We appreciate your

cooperation in adhering to our recommendations. By doing so, you can fully enjoy the range of
capabilities, stability, and security that our software has to offer.

Do you want to Continue?

Yes No
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40. At the bottom of the window, click the Check Now button.

¥ 5 Check Now

Upload

41. The firewall will perform a software check with the Palo Alto Networks update servers:

Contacting Update Server

Checking for new software ...

42. When the process is complete, the firewall displays an updated list of available software

1 -h9
11

1 h3
1 2-h1
1111

1 1-h1
1 0-h3

43.
44,
45.
46.

versions:

728 MB

586 MB

677 MB

677 MB

586 MB

585 MB

586 MB

559 MB

565 MB

446 MB

439 MB

1179 MB

€58427b247e5db9c10aéa...

4faaee165e279190c796...

3b22796e5232e358db93...

f5f6b106b6f7e6b0a38e2...

91deabf4ee40bOfB68Id3f...

c88b08469c28103acd98c...

2e21da966c0f075a479ce...

456b1bfb38f7e3b713156...

76bb8a6f821baff5f6368...

40cedfebaadfdf070f1ccb7...

2e868344e90941f6cb386..

€504€70e41209f35711a4...

2024/05/14 15:14:08

2024/02/25 22:54:18

2024/09/05 09:07:23

2024/07/31 08:34:44

2024/05/09 05:24:26

2024/04/14 08:09:19

2024/03/13 07:07:45

2023/12/26 10:10:40

2024/04/16 06:17:10

2024/04/16 08:51:59

2024/01/07 16:52:41

2023/11/02 12:02:59

Downloaded

Downloaded

Release Notes

Release M

Release Notes

Release Notes

The list you see will vary from this example. Also, no newer versions of PAN-OS software may be

available at the time you carry out these steps.

A Do not upgrade your firewall!

Commit the configuration

Click the Commit button at the upper right of the web interface.
Leave the settings unchanged and click Commit.

Wait until the Commit process is complete.
Click Close to continue.
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Stop. This is the end of the lab.
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Lab 3: Managing Firewall Configurations

Now that you have set up the firewall to allow management access, you need to make certain that
you can save, load, and restore configurations to the device. You also need to familiarize
yourself with the log files available, and with searching through the logs to find specific events.

Because the firewall is not scheduled to be deployed for a few days, you can spend some time on
these tasks without worrying about affecting your production networks.

= -

I

I 192.168.1.254 ;
|
1 192.168.1.0/24 R

192.168.1.20

Lab Objectives

* Load a baseline configuration

e Save a named configuration snapshot

e Export a named configuration snapshot

e Save ongoing configuration changes before a commit
e Revert ongoing configuration changes

e Preview configuration changes

e Examine System and configuration log files

e Create a log file filter

e Use the Filter Builder
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High-Level Lab Steps

Use the information in the sections below to complete the objectives for this lab. We suggest that
you use this section only if you have extensive experience working with Palo Alto Networks
firewalls.

If you need more detailed guidance for the objectives, use the Detailed-Lab Steps section.

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-03.xml - to the Firewall

Save a Named configuration Snapshot

e Save the firewall’s current configuration file as firewall-a-<Today’s Date>.

Export a Named configuration Snapshot

e Exportthe firewall-a-<Today’s Date> configuration file to the lab host’s
Downloads folder.

Revert Ongoing configuration Changes

e Change the value for the Primary DNS Server to 88.8.8.8 (an easy mistake to make).

e Verify the mistake in the Services section

e Use the Revert Changes option to restore the Primary DNS Server to its original setting
(8.8.8.8)

Preview configuration Changes

e Modify the SNMP configuration with the following settings:
e Set the Physical Location to Santa Clara, CA, USA.
e Set the Contact to Sherlock Holmes.
e Set the SNMP Community String to paloalto42.

e Use the Preview Changes option to compare the Running configuration to the
Candidate configuration
e Do not commit changes at this stage

Modify System Log File Columns

e Hide the Object column in the System Log display
e Move the Severity column to the far left side of the System Log display
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Create a System Log File Filter
e Create and apply a filter in the System Log that displays only entries with a Severity
level of informational
Use the Filter Builder

e Use the Filter Builder to create a filter that will display all entries in the System log that
have occurred in the last 60 minutes
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Detailed Lab Steps

Use this section if you prefer detailed guidance to complete the objectives for this lab. We
strongly recommend that you use this section if you do not have extensive experience working
with Palo Alto Networks firewalls.

Apply a Baseline configuration to the Firewall

To start this lab exercise, you will load a preconfigured firewall configuration file.
1. Inthe firewall web interface, select Device > Setup > Operations.

2. Click Load named configuration snapshot.
3. Click the drop-down arrow next to the Name field and select edu-210-11.1a-03.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK to close the Load Named configuration window.
Click Close to close the Loading configuration window.

Click the Commit button at the upper right of the web interface.
Leave the remaining settings unchanged and click Commit.
Wait until the Commit process is complete.

Click Close to continue.

© o N oA

Save a Named configuration Snapshot

In this section, you will save the firewall configuration with a specific filename.
10. Select Device > Setup > Operations.
11. Click Save named configuration snapshot.

Configuration Management

Revert Revert to last sav iratior
[ Save Save named configurati pshot ]

Load | named configuratior

Export Exportr d configuratio

Import Import named configuration snag

12. In the Save Named configuration window, enter firewall-a-<Today’s Date>.xml
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Save Named Configuration @

Mame | firewall-a-September-6-2023.xml

13. Click OK.
14. Click Close in the confirmation window.

Save Named Configuration

Config saved to firewall-a-September-6-2023.xml

Close

O This process saves the configuration file to a location on the firewall itself.
-—
-—
-

Export a Named configuration Snapshot
You will now export the saved configuration file firewall-a-<Today’s Date>.xml from
the firewall to your workstation.

15. Under Device > Setup > Operations > Configuration Management, click the link for
Export named configuration snapshot.
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Configuration Management

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot
Save candidate configuration
Load Load named configuration snapst
Load configuration version
Export Export named configuration snapshot
Export configuration version
Export device state
Import Import named configuration snapshot
Import device state

16. In the Export Named configuration window, use the drop-down list to locate the
firewall-a-<Today’s Date>.xml configuration file.

Export Named Configuration

Name | firewall-a-September-6-2023.xml

Cancel

©

17. Click OK.
18. The workstation will prompt you to save the file to the Downloads folder.
19. On the workstation desktop, open the Downloads folder:

.,,

Downloads
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20. The saved file firewall-a-<Today’s Date>.xml appears in the folder.

&« A Home Q HH A = = |." x
® Recent

% Starred 5] firewall-a-September-6-2023.xml % ¢
#A Home

B Desktop

B Documents

21. Close the Downloads folder on the workstation.

Revert Ongoing configuration Changes

As you work on a firewall configuration, it is theoretically possible to make a mistake. In such a
situation, you may not remember exactly which changes you have made or where the mistake
exists in the configuration, particularly if you have made multiple changes (or multiple
mistakes).

Fortunately, you can revert the firewall to the current running configuration. This process

essentially erases any of the changes you have made to the working candidate configuration and
puts the firewall back at the starting point before you made changes.
In this section, you will change the IP address for one of the firewall’s DNS servers. You will
then use Revert Changes to reset the firewall to the running configuration and remove the
mistake.

22. In the firewall web interface, select Device > Setup > Services.
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23. Edit the Services section by clicking the gear icon.

Services

Services NTP

Update Server | updates.paloaltonetworks.com

Verify Update Server Identity
DNS Settings

DNS @ Servers DNS Proxy Object

Primary DNS Server | 88.8.8.8

Secondary DNS Server | 192.168.50.53
Minimum FQDN Refresh Time (sec) | 30

FQDN Stale Entry Timeout (min) | 1440

24. Change the value for the Primary DNS Server to 88.8.8.8 (an easy mistake to make).
25. Click OK to close the Services window.
26. You can see the mistake in place under the Services section:

Services

Update Server updates.paloaltonetworks.com
Verify Update Server |dentity
DNS Servers
Primary DNS Server 88.8.8.8 Wrong address l
Secondary DNS Server 192.168.50.53
Minimum FQDN Refresh Time (sec) 30

27. In the upper right corner of the web interface, click the Changes button and select
Revert Changes:

Save Changes

Revert Changes

© 2024 Palo Alto Networks, Inc. Page 43



28. In the Revert Changes window, leave the settings unchanged:

Revert Changes @
Changes will be reverted from candidate configuration.
° Revert All Changes Revert Changes Made By:
LOCATION OBJECT
COMMIT SCOPE TYPE TYPE ENTITIES ADMINS
> device-and-network Device and
Network
Configuration

E::j Preview Changes @ Change Summary
Revert Cancel

The Revert Changes window allows you to select specific elements of the
configuration that you can revert. In this case, because you only made a single
change, the Commit Scope shows device-and-network (which is the portion of
the configuration that contains the changes to the DNS server).

29. Click Revert.
30. Click Close in the Message window:

Message

All changes were reverted from configuration

Close

31. Inthe Services window, notice that the Primary DNS Server has been reset to the
original value before you mistakenly changed it.
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Services

Update Server updates.paloaltonetworks.com
Verify Update Server Identity
DNS _Servers
Primary DNS Server 8.8.8.8 Original value |
Secondary DNS Server 192.168.50.53
Minimum FQDN Refresh Time (sec) 30

CANNAI Céala Cntne Timmanut min) 144N

Preview configuration Changes

Before you commit changes to the firewall, you can compare the impending changes with the
current configuration settings. This process can be useful to make certain you have the right
changes in place before they are implemented on the firewall.

In this section, you will make a minor modification to the firewall and use Preview Changes to
compare the candidate config to the running config.

32. Modify the SNMP configuration by going to Device > Setup > Operations and clicking
SNMP Setup under the Miscellaneous section:

Miscellaneous

V2 SNMP Setup

33. In the SNMP Setup window, set the Physical Location to Santa Clara, CA, USA.
34. For Contact, enter Sherlock Holmes.

35. For SNMP Community String, enter paloalto42.

36. Leave the remaining settings unchanged:

SNMP Setup 6]

Physical Location | Santa Clara, CA
Contact | Sherlock Holmes

Use Event-specific Trap Definitions
Version @) V2c V3

SNMP Community String | paloalto42
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37.
38.
39.

40.

42.

Click OK.
Click the Commit button.

In the Commit window, click Preview Changes:

In the Preview Changes window, leave the Lines of Context set to 10:

Preview Changes

Lines of Context | 10

5 Preview Changes | (F| Change Summary [Ej5 Validate Commit

®

[T RSN

Click OK.

The Lines of Context setting determines how many lines are displayed before and
after a change in the configuration file.

A new browser window appears that displays a side-by-side comparison of the current

running configuration (on the left) and the proposed changes in the candidate

configuration (on the right):

Device Config Audit (firewall-a)
Tue Sep 6 15:53:49 UTC 2022

Legend: Added Modified

Local Device Changes
Running Configuration
264 secondary 192.168.50.53;
265 }
266 }
267 domain panw.lab;
268 login-banner "Authorized Access Only”;
269 permitted-ip {
192.168.0.0/16 {

&nbsp;
&nbsp;
&nbsp;
&nbsp;
&nbsp;
&nbsp;
&nbsp;

description "Mgt access from these hosts only.";

Deleted

Candidate Configuration
secondary 192.168.50.53;
}
}
domain panw.lab;
login-banner "Authorized Access Only”;
permitted-ip {
192.168.0.0/16 {
description "Mgt access from these hosts onl

}
}
snmp-sefting {
access-setting {
version {
v2c {
snmp-community-string paloalto42;
}
}

© 2024 Palo Alto Networks, Inc.

Page 46



Yellow indicates existing elements that have been modified. Red indicates existing

elements that have been deleted.

O Changes are color coded. Green indicates new elements that have been added.
-
L __J
-

43. Close the configuration comparison window by clicking the X in the upper right corner.

44. Click Cancel in the Commit window.

Modify System Log File Columns

Although the information in log files varies, the process of examining and searching log files on
the firewall is the same. In this section, you will examine and navigate the firewall System log.
You can later apply the same tasks and techniques while examining any other log file on the

firewall, such as the Traffic or Threat logs.

45. Select Monitor > Logs > System:

DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

= Logs
E2 Traffic RECEIVE TIME | TYPE SEVERITY EVENT OBJECT
ED Threat
o fhrea 09/06 15:57:10  general general
@ URL Filtering
E System
E‘iAlarms 09/06 15:57:00  general general

DESCRIPTION

Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254

User admin accessed tab: monitor

46. Hide the Object column by clicking the small drop-down arrow in the right portion of

any column header.
47. Choose Columns.
48. Uncheck Object:

OBJECT DESCRIPTION
11 Columns >| @ Type
Adjust Columns '3 Severity
Event
Object
e '
: Description

CURL ERROR: Coul :
',"I’(“l, [l e b ; Generate Time
JDIroo I( P«

Log Type

CLOUD ELECTION

49. The Object column is now hidden:
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MONITOR

v [ Logs (9
E'; Traffic RECEIVE TIME TYPE SEVERITY EVENT DESCRIPTION
5 Threat
EJ 09/06 15:57:10  general general Connection to Update server:
@ URL Filtering updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254
@ System
E Alarms 09/06 15:57:00  general general User admin accessed tab: monitor

Hiding and displaying log columns is optional but quite useful. Each log file contains
O different columns, some of which you may not need so you can hide them. There
— may be columns in certain log tables that are not shown by default, and you can
- use this process to display hidden columns that you want to view.

50. Drag and drop the Severity column to the left-most position in the table:

RECEIVE TIME TYPE SEVERITY EVENT DESCRIPTION

0 (7)) SEVERITY in i general Connection to Update server:
k- updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254
09/06 15:57:00  general i atiol general User admin accessed tab: monitor

09/06 15:56:42  general . general User admin logged in via Web from 192.168.1.20

51. The table now displays Severity as the first column:

SEVERITY RECEIVE TIME TYPE EVENT DESCRIPTION

09/06 15:57:10  general general Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initated by 192.168.1.254

09/06 15:57:00  general general User admin accessed tab: monitor
09/06 15:56:42  general general User admin logged in via Web from 192.168.1.20
using https

information in a specific log file is easier for you to analyze after you customize the

O Reordering columns is also optional; however, you may discover that the
- columns.
-
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Create a System Log File Filter

Scanning through log files row-by-row is tedious. If you are looking for specific information,

you can create filters quickly to display only entries that match certain criteria. All log files
support filters.

52. In the System log file, click any entry under the Severity column that contains

informational:
SEVERITY RECEIVE TIME TYPE EVENT DESCRIPTION

09/06 15:57:10  general general Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254

< Cllck Here }al general User admin accessed tab: monitor

09/06 15:56:42  general general User admin logged in via Web from 192.168.1.20

using https

53. The web interface will automatically build a filter statement with the appropriate syntax
to search for all entries that contain informational in the Severity field:

( severity eq informational ) Filter Statement |
SEVERITY RECEIVE TIM TYPE EVENT DESCRIPTION
09/06 15:57:10  general general Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254
09/06 15:57:00  general general User admin accessed tab: monitor
09/06 15:56:42  general general User admin logged in via Web from 192.168.1.20

using httns

54. Click the Apply Filter button in the upper right corner of the window:

Apply Filter

55. The System log display will update to show only those entries that contain
informational as the Severity level.

Note that your firewall may only have informational entries in the System log at this point.

56. Under the Type column, click any entry that contains the word general:
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( _ ) ( severity eq informational )

SEVERITY RECEIVE TIME TYPE EVENT DESCRIPTION

09/06 16:12:29  general general Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254

09/06 16:08:01 | general general Auto update agent found no new loT updates

09/06 16:08:01  general general Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254

09/06 16:02:11  ntpd restart NTP restart synchronization performed

57. The interface will update the syntax to create a combined filter:

(] (severity eq informational ) and ( subtype eq general ) COMbiﬂed Filter Statement |
SEVERITY RECEIVE TIME TYPE EVENT DESCRIPTION
09/06 16:12:29  general general Connection to Update server:

updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254

09/06 16:08:01  general general Auto update agent found no new loT updates

09/06 16:08:01  general general Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254

09/06 16:02:11  ntod restart NTP restart svnchronization performed

58. Click the Apply Filter button in the upper right corner of the window:

Apply Filter

59. The interface will update the log file to display only those entries that match both
conditions:
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() | [ severity eq informational ) and ( subtype eq general )

SEVERITY RECEIVE TIME

09/06 16:12:29

09/06 16:08:01
09/06 16:08:01

09/06 15:57:10

09/06 15:57:00

TYPE

general

general

general

general

general

EVENT

general

general

general

general

general

DESCRIPTION

Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254

Auto update agent found no new loT updates
Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254
Connection to Update server:
updates.paloaltonetworks.com completed
successfully, initiated by 192.168.1.254

User admin accessed tab: monitor

60. Remove the filter by clicking the Clear Filter button in the upper right corner of the
window:

Clear Filter

portions of the web interface. The next time you examine the same log, it will

O A good practice is to clear any filters from log file displays before you move to other

display all results instead of only ones you have previously filtered.

Use the Filter Builder

Clicking the link for a specific entry in a log file will automatically create a simple filter. You
can create more complex filters by clicking multiple conditions; however, there are some
situations in which this process will not provide you with the kind of criteria you need to
complete a search. For long or sophisticated searches, you can use the Filter Builder.

In this section, you will use the Filter Builder to search the System log for all entries that have

occurred in the last 60 minutes.

61. Note the current time on the firewall by selecting the Dashboard tab.
62. Under the General Information section, scroll to the bottom and locate the Time:
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Tue Sep 6 16:17:03 2022
4 days, 1:37:32

In this example, the firewall time is 16:17:03.

63. Write the current time down so you do not forget it.

64. Select Monitor > Logs > System.

65. Clear any filters you may have in place by clicking the Clear Filter button in the upper
right corner of the window:

Add Filter

67. Inthe Add Log Filter window:

Under the Connector column, click and.

Under the Attribute column, click Severity.

Under the Operator column, click equal.

Under the Value column, click informational.

Click Add.

Note that the filter field at the top of the window updates to display the correct syntax
for this filter:

mTmoow >
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Add Log Filter (€]

(severity eq informational)

F
Connector Attribute Operator Value
Description informational
Event equal ow
Object reater than or equal medium
Receive Time less than or equal high

critical

Severity

Negate

A Do not close this window yet!

68. With the same window open, build the second part of the filter:

Under the Connector column, select and.

Under the Attribute column, select Time Generated.

Under Operator, select greater than or equal to.

Under the Value column, use the first drop-down list to select today.

Under the Value column, use the second drop-down list to select a time
approximately sixty minutes ago (round up or down if you need to).

Click Add.

moow>

m
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G. Note that the filter is updated to reflect the additional syntax:

Add Log Filter

(severity eq informational) and (time_generated geq "2022/09/06 15:15:001)

Connector

and

or

Negate

Attribute

Description
Event

Object
Receive Time

Severity

Time Generated

B

@
Operator Value
in 2022/09/06 15:15:00
greater than or equal D E
C Tess than or equal
Add Apply Close

69. Inthe Add Log Filter window, click Apply.
70. Your filter will appear in the System log syntax field:

(severity eq informational) and (time_generated geq '2022/09/06 15:15:00')

SEVERITY RECEIVE TIME TYPE

09/06 16:17:59  general
09/06 16:17:42  url-

filtering

09/06 16:17:11  ntpd

EVENT
general

url-cloud-connection-
failure

restart

DESCRIPTION

User admin accessed tab: monitor

CURL ERROR: Could not resolve host:
s0000.urlcloud.paloaltonetworks.com

NTP restart synchronization performed

The time and date for your filter will differ from the example shown here.

71. Click the Apply Filter button in the upper right corner of the window:

Apply Filter
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72. The System log display will update to show you only entries that have been generated
after the time you specified.

Although you used the System log as the basis for this exercise, the process of
creating filters is the same throughout all Palo Alto Networks firewall log databases.

The Filter Builder is available to use in all log tables.

73. Clear the filter by clicking the Clear Filter button in the upper right corner of the
window:

74. Click the Commit button at the upper right of the web interface

Stop. This is the end of the lab.
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Lab 4: Managing Firewall Administrator

Accounts

When you deploy the firewall into your production network, you need to make sure that other
members of your team have administrative access to the device. You want to leverage an existing

LDAP server that maintains account and password information for members of your team.
However, your organization recently merged with another company whose administrative

accounts are maintained in a RADIUS database.

No one has had time yet to migrate all the accounts from RADIUS into LDAP, so you need to
configure the firewall to check both LDAP and RADIUS to authenticate an account when an

administrator logs in.

/7 Firewall ™\

Administrators

%"h.":?ﬁ!ﬂ

.y
"y

Lab Objectives

Firewall-A

e

External Systems /

e Load a baseline configuration

e Create a local firewall administrator account

e Configure an LDAP Server Profile

e Configure a RADIUS Server Profile

e Configure an LDAP Authentication Profile

e Configure a RADIUS Authentication Profile

e Configure an Authentication Sequence

e Create non-local firewall administrator accounts
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High-Level Lab Steps

Use the information in the sections below to complete the objectives for this lab. We suggest that
you use this section only if you have extensive experience working with Palo Alto Networks
firewalls.

If you need more detailed guidance for the objectives, use the Detailed-Lab Steps section.

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-04.xml to the Firewall

Create a Local Database Authentication Profile

e Create a Local Database Authentication Profile called Local-database
e Set the Allow List for the Local-database Profile to all

Create a Local User Database Account

e Create an entry in the Local User Database called adminBob with Pal@Al1t@! as the
Password

Create an Administrator Account

e Create an Administrator account using the Local Database entry for adminBob
e Set the Authentication Profile to Local-database

Commit the configuration

e Commit the changes to the firewall before proceeding

Log in With New Admin Account

» Log out of the firewall web interface and log back into the firewall with adminBob as the
Username and Pal@Alt@! as the Password.

e Use the System log to verify that the adminBob account was authenticated by the local-
database

* Log out of the firewall and log back into the firewall with the admin/PaloAlto!
credentials.

Configure LDAP Authentication

e Use the information in the table below to configure an LDAP Server Profile

Profile Name LDAP-Server-Profile

Server Name ldap.panw.lab
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LDAP Server IP Address 192.168.50.89

Port field 389

Server Settings Type Other

Base DN dc=panw,dc=1ab

Bind DN cn=admin,dc=panw,dc=1ab
Password / Confirm Password PaloAlte!

Require SSL/TLS secured connection unchecked

e Use the information in the table below to create an LDAP Authentication Profile.

Name LDAP-Auth-Profile
Type LDAP

Server Profile LDAP-Server-Profile
Allow List (Advanced Tab) all

e Use the information in the table below to create a new administrator account that will be
authenticated by LDAP

Name adminSally

Authentication Profile LDAP-Auth-Profile

Commit the configuration

e Commit the changes to the firewall before proceeding

Log in With New Admin Account

e Test LDAP Authentication by logging in with the adminSally/PalOAIt0! credentials

e Use the System log to verify that the adminSally account was authenticated using LDAP
Configure RADIUS Authentication

e Use the information in the table below to configure a RADIUS Server Profile

Profile Name RADIUS-Server-Profile
Authentication Protocol CHAP
Server Name radius.panw.lab
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RADIUS Server 192.168.560.150

Secret / Confirm Secret PaloAlto!

Port 1812

e Use the information in the table below to create an RADIUS Authentication Profile

Name RADIUS-Auth-Profile
Type RADIUS

Server Profile RADIUS-Server-Profile
Allow List (Advanced Tab) all

e Use the information in the table below to create a new administrator account that will be
authenticated by RADIUS

Name adminHelga

Authentication Profile RADIUS-Auth-Profile

Commit the configuration

e Commit the changes to the firewall before proceeding

Log in With New Admin Account

e Test RADIUS Authentication by logging in with the adminHelga/PalOAIt0! credentials
e Use the System log to verify that the adminHelga account was authenticated using
RADIUS

Configure an Authentication Sequence

e Create an authentication sequence called LDAP-then-RADIUS that uses the LDAP-
Auth-Profile first and the RADIUS-Auth-Profile second.

Commit the configuration
Commit the changes to the firewall before proceeding
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Detailed Lab Steps

Use this section if you prefer detailed guidance to complete the objectives for this lab. We
strongly recommend that you use this section if you do not have extensive experience working
with Palo Alto Networks firewalls.

Apply a Baseline configuration to the Firewall

To start this lab exercise, you will load a preconfigured firewall configuration file.
1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down arrow next to the Name field and select edu-210-11.1a-04.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK to close the Load Named configuration window.
Click Close to close the Loading configuration window.

Click the Commit button at the upper right of the web interface.
Leave the remaining settings unchanged and click Commit.
Wait until the Commit process is complete.

Click Close to continue.

© o N oA

Create a Local Database Authentication Profile

10. Create a Local Database Authentication Profile by selecting Device > Authentication
Profile.

11. Click Add at the bottom of the window.
12. Under the Authentication tab, enter Local-database for the Name.
13. For Type, use the drop-down list to select Local Database.
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14. Leave the remaining settings unchanged.

Authentication Profile @

Name | Local-database

Authentication Factors Advanced

Type Local Database

User Domain
Username Modifier | %USERINPUT%
Single Sign On
Kerberos Realm

Kerberos Keytab X Import

Cancel

15. Select the tab for Advanced.
16. In the Allow List section, click Add.
17. Select all.
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18. Leave the remaining settings unchanged.

Authentication Profile @

Name Local-database

Authentication Factors Advanced

Allow List

[ | aLLow List

D an

(+) Add |(=) Delete

Account Lockout
Failed Attempts

Lockout Time (min) | O

The Allow List entries let you to select individual members of the local database if
you wish to limit access to the firewall by specific administrators. By selecting all,
you allow any administrator accounts in the local database to access the firewall.

19. Click OK.

Create a Local User Database Account
In this section, you will create a new entry in the Local User Database on the firewall. This entry
will be for a new team member, adminBob.

20. Select Device > Local User Database > Users.

21. In the bottom left corner of the window, click Add.

22. For Name, enter adminBob.

23. Enter Pal@Alte! for Password and Confirm Password.
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24. Leave the remaining settings unchanged.

Local User

Mame adminBob

Mode o Password Password Hash

Passwortd esssssssss
~— palealte!
Confirm Password  eessessee

Enable

25. Click OK.

Create an Administrator Account

In this section, you will create an administrator account for adminBob. The adminBob

account will use the Local-database Authentication Profile.

Cancel

26. Create an Administrator Account from a Local Database user by selecting Device >

Administrators.
27. Click Add at the bottom of the window.
28. For Name, enter adminBob.
29. For Description, enter Bob F. superuser admin.

30. For Authentication Profile, use the drop-down list to select Local-database.

31. Leave the remaining settings unchanged.

Administrator

Name | adminBob

Description | Bob F. superuser admir|
Authentication Profile | Local-database
| Use only client certificate authentication (Web)
Use Public Key Authentication (SSH)
Administrator Type o Dynami Role Based

Superuser

“ Cancc.l
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When you select Local-database for the Authentication Profile, there is no option to
enter a Password for the administrator. The password information for this account

is maintained in the Local-database on the firewall.

32. Click OK.

Commit the configuration
33. Click the Commit button at the upper right of the web interface.
34. Leave the settings unchanged and click Commit.
35. Wait until the Commit process is complete.
36. Click Close to continue.

Log in With New Admin Account

37. Log out of the firewall web interface by clicking the Logout button in the bottom left
corner of the window.

38. Log back into the firewall with adminBob as the Username and Pal@A1t@! as the
Password.

39. Close any Welcome windows that appear.
40. Select Monitor > System.
41. Look for an entry with Type auth.

RECEIVE TIME TYPE SEVERITY EVENT DESCRIPTION

09/06 16:42:48  general general User adminBob logged in via Web from
192.168.1.20 using https

09/06 16:42:48  auth auth-success authenticated for user 'adminBob' auth profile
'Local-database, vsys 'shared’, From:
192.168.1.20.

for adminBob, you can create and apply a filter with ( subtype eq auth ) as

O If you do not see an entry in the System log indicating a successful authentication
— the syntax.
-

42. Note that the entry in the firewall system log indicates that adminBob was successfully
authenticated against the Local-database.

43. Log out of the firewall.
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44. Log back into the firewall with the admin/Pal@Alt@! credentials.

Configure LDAP Authentication

Your organization uses an LDAP server to maintain a database of users, including network
administrators. Your team of security personnel is growing each month and you want to
leverage the existing LDAP server to authenticate administrators when they attempt to log
into the firewall.

The first step in this process is to define an LDAP Server Profile that contains specific
information that the firewall can use when sending queries for authentication.
45. Select Device > Server Profiles > LDAP.

46. At the bottom of the window, click Add.

47. For Profile Name, enter LDAP-Server-Profile.

48. Under the Server List section, click Add.

49. In the Name field, enter 1dap.panw. lab.

50. Inthe LDAP Server field, enter 192.168.50.89.

51. Leave the Port field set to 389.

52. Under the Server Settings section, verify that the Type is set to other.
53. Enter dc=panw,dc=1ab for Base DN.

54. Enter cn=admin,dc=panw,dc=1ab for Bind DN.

55. Enter PaleAlt@! for Password and Confirm Password.

56. Uncheck the option for Require SSL/TLS secured connection.

57. Leave the remaining settings unchanged.
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LDAP Server Profile @

Profile Name | LDAP-Server-Profile

| Administrator Use Only

Server List Server Settings
NAME LDAP SERVER PORT Type | other
" |dap.panw.ab 7192.168.50.89 389 Base DN | dc=panw.dc=lab

Bind DN | cn=admin,dc=panw,dc=lab
Password eessssese 1 1t :
PaleAlte!

Confirm Password sesssssss ]

Bind Timeout | 30

(+) Add

Search Timeout | 30

Retry Interval | 60

_—| Require SSL/TLS secured connection

O Note that there are no spaces between values in the Base DN and Bind DN fields.
-
L __J
-

58. Click OK to create the LDAP Server Profile.
With your LDAP Server Profile in place, you will now create an Authentication Profile and
reference the LDAP Server Profile you just created.

59. Select Device > Authentication Profile.

60. Click the Add button at the bottom of the window.

61. For Name, enter LDAP-Auth-Profile.

62. Under the Authentication tab, use the Type drop-down list to select LDAP.
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63. Under Server Profile, use the drop-down list to select LDAP-Server-Profile.

Authentication Profile Q)

Name | LDAP-Auth-Profile

Authentication Factors Advanced

Type LDAP

Server Profile | LDAP-Server-Profile

»

Login Attribute

Password Expiry Warning | 7

User Domain
Username Modifier | %6USERINPUT%%
Single Sign On
Kerberos Realm

Kerberos Keytab X Import

Cancel

64. Select the Advanced tab.
65. Under the Allow List section, click Add.
66. Select all.
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67. Leave the remaining settings unchanged.

Authentication Profile @
Name ' LDAP-Auth-Profile
Authentication Factors Advanced
Allow List

[] | ALLow LIsT

o

= all

¥)Add |7 Delete

Account Lockout
Failed Attempts

Lockout Time (min) | 0

68. Click OK.

69. Create a new administrator by selecting Device > Administrators.

70. Click Add.

71. For Name, enter adminSally.

72. For Description, enter Sally C superuser admin.

73. For Authentication Profile, use the drop-down list to select LDAP-Auth-Profile.
74. Leave the remaining settings unchanged.
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Administrator @

Name | adminSally
yescription | Sally C superuser admin
Authentication Profile | LDAP-Auth-Profile
Use only client certificate authentication (Web)
Use Public Key Authentication (SSH)
Administrator Type o Dynamic Role Based

Superuser

“ can{el

The adminSally account is one that exists in the LDAP server.

[T RSN

75. Click OK.

Commit the configuration
76. Click the Commit button at the upper right of the web interface.
77. Leave the settings unchanged and click Commit.
78. Wait until the Commit process is complete.
79. Click Close to continue.

Log in With New Admin Account

80. Log out of the firewall by clicking the Logout button in the bottom left corner of the
window.

81. Log back into the firewall with adminSally as the Username and Pal@Alt@! as the
Password.

82. Close any Welcome windows that appear.
83. Select Monitor > System.
84. Look for an entry with Type auth.

RECEIVE TIME TYPE SEVERITY EVENT OBJECT DESCRIPTION

09/06 16:52:38  general general User adminSally logged in via Web from
192.168.1.20 using https

[09/06 16:52:38  auth auth-success LDAP-Auth- authenticated for user 'adminSally' auth proﬁle]

Profile ‘LDAP-Auth-Profile! vsys 'shared, server profile
‘LDAP-Server-Profile, server address
'192.168.50.89", From: 192.168.1.20.

09/06 16:52:38 auth auth-server-un LDAP auth server 192.168.50.89 is un !!!
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O If you do not see an entry in the System log indicating a successful authentication
el for adminSally, you can use a filter ( subtype eq auth ) asthe syntax.

85. Note that the entry in the firewall system log indicates that adminSally was
successfully authenticated against the LDAP-Auth-Profile.

86. Log out of the firewall.
87. Log back into the firewall with the admin/Pal@Alte@! credentials.

Configure RADIUS Authentication

Your organization has recently acquired another company. The newly acquired company
maintains all network administrator accounts in a RADIUS server. You need to incorporate
RADIUS authentication for the firewall so the new network administrators who have joined
your team can access the firewall for management purposes.

88. Create a RADIUS Server Profile by selecting Device > Server Profiles > RADIUS.

89. Click Add.

90. For Name, enter RADIUS-Server-Profile.

91. For Authentication Protocol, use the drop-down list to select CHAP.

using it in the lab for the sake of simplicity.

ﬁ Note: Never use CHAP in a production environment because it is not secure. We are

92. Under the Servers section, click Add.

93. For the server Name field, enter radius.panw. lab.
94. For the RADIUS Server field, enter 192.168.50.1580.
95. Enter Pal@Alte! for Secret and Confirm Secret.

96. Leave the Port set to 1812.

97. Leave the remaining settings unchanged.
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RADIUS Server Profile @

Profile Name | RADIUS-Server-Profile

[ ] Administrator Use Only
Server Settings

limeout (sec) | 3

Retries | 3

Authentication Protocol | CHAP

Servers
NAME RADIUS SERVER SECRET PORT
" radius.panw.lab "192.168.50.150 Frsssases 1812
f
+) Add
98. Click OK.
99. Create a RADIUS Authentication Profile by selecting Device > Authentication
Profile.
100. Click Add.

101.For Name, enter RADIUS-Auth-Profile.
102.For Type, select RADIUS.

103.For Server Profile, select RADIUS-Server-Profile.
104. Leave the remaining settings unchanged.
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Authentication Profile @

Name = RADIUS-Auth-Profile

Authentication Factors Advanced

Type RADIUS
Server Profile  RADIUS-Server-Profile
J

[ ] Retrieve user group from RADIUS

User Domain
Username Modifier %USERINPUT%
Single Sign On
Kerberos Realm

Kerberos Keytab - X Import

105. Select the Advanced tab.

106. Under the Allow List section, click Add.
107. Select all.

108. Leave the remaining settings unchanged.

Authentication Profile @

Name ' RADIUS-Auth-Profile

Authentication Factors Advanced

Allow List

[ | ALLow LisT

L

4 2.,

/

(* Add

Account Lockout
Failed Attempts

Lockout Time (min) | 0
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109. Click OK.

110. Create an administrator account for adminHelga (who has recently joined your team
from the acquired company) by selecting Device > Administrators.

111.Click Add.

112.For Name, enter adminHelga.

113.For Description, enter Helga R superuser admin.
114.For Authentication Profile, select RADIUS-Auth-Profile.
115. Leave the remaining settings unchanged.

Administrator @

adminHelga
scription | Helga R superuser admin
ithentication Profile | RADIUS-Auth-Profile

|| Use only client certificate authentication (Web)

Use Public Key Authentication (SSH)
Administrator Type ) Dynamic Role Based

Superuser

“ CJHC:‘l

116.Click OK.
117.Click the Commit button at the upper right of the web interface:

A Commit window should open.

118. Leave the settings unchanged and click Commit.
119. Wait until the Commit process is complete.

120. Log out of the firewall by clicking the Logout button in the bottom left corner of the
window.

121. Log back into the firewall with adminHelga as the Username and Pal@Alt@! as the
Password.

122.Close any Welcome windows that appear.
123. Select Monitor > System.
124.Look for an entry with Type auth.
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RECEIVE TIME TYPE SEVERITY EVENT OBJECT DESCRIPTION

09/06 17:01:09  general general User adminHelga logged in via Web from
192.168.1.20 using httos
09/06 17:01:09  auth auth-success RADIUS-Auth- authenticated for user "adminHelga' auth profile
Profile 'RADIUS-Auth-Profile', vsys 'shared’, server profile
'RADIUS-Server-Profile server address
'192.168.50.150" auth protocol 'CHAP' From
192.168.1.20
09/06 17:01:09 auth auth-success RADIUS-Auth- When authenticating user ‘adminHelga' from
O If you do not see an entry in the System log indicating a successful authentication
el for adminHelga, you can use a filter ( subtype eq auth ) asthe syntax.
-—
-

125. Note that the entry in the firewall system log indicates that adminHelga was
successfully authenticated against the RADIUS-Auth-Profile.

126.Log out of the firewall.
127.Log back into the firewall with the admin/Pal@Alt@! credentials.

Configure an Authentication Sequence

Since the acquisition, some administrator accounts exist in LDAP and other accounts exist in
RADIUS. With administrator accounts in these two different systems, you need to configure
the firewall so that it can check both external databases when an administrator attempts to
log in.
You will accomplish this by creating an Authentication Sequence. The sequence will instruct
the firewall to check an account against LDAP first and then against RADIUS if the account
does not exist in LDAP (or if the LDAP server is unavailable).

128. Select Device > Authentication Sequence.

129.Click Add.

130.For Name, enter LDAP-then-RADIUS.

131.Under the Authentication Profiles section, click Add.

132.Select LDAP-Auth-Profile.

133.Click Add again.

134. Select RADIUS-Auth-Profile.

135. Leave the remaining settings unchanged.
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Authentication Sequence

Esmv:- LDAP-then-RADIUQ

D Exit the sequence on failed authentication

Use domain to determine authentication profile

[ ] Use User-1D domain to determine authentication profile

D AUTHENTICATION PROFILES

[7] "LDAP-Auth-Profile
" RADIUS-Auth-Profile

(H)Add | ©Delete T MoveUp | Move Down

Note the Move Up and Move Down buttons. These allow you to change the order
of the Authentication Profiles if necessary. In this example, the firewall will use the
LDAP-Auth-Profile first when an administrator logs in to attempt authentication; if

the user account does not exist in LDAP (or if the LDAP server is unavailable), the
firewall will use the RADIUS-Auth-Profile to attempt authentication.

136.Click OK.

Commit the configuration
137.Click the Commit button at the upper right of the web interface.
138. Leave the settings unchanged and click Commit.
139. Wait until the Commit process is complete.
140.Click Close to continue.
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Stop. This is the end of the lab.
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Lab 5: Connecting the Firewall to Production

Networks with Security Zones

In preparation for deployment, you need to connect the firewall to the appropriate production
networks. You already have cabled the firewall interfaces to the appropriate switch ports in the
data center. In this section, you will configure the firewall with Layer 3 IP addresses and a
logical router. You also will create security zones that divide your network into separate logical
areas so that you have more control over traffic from one segment to another.

When you have the configuration in place on the firewall, you will use ping from different

devices to verify connectivity between all the segments.

&

203.0.1131

Y .
\ Firewall-

‘\\ Default-

\
203.0.113.20 ‘\Gatewav

192.168.1.1

192.168.1.0/24

Client-A

192.168.1.20

192.168.50.1

192.168.50.0/24
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Lab Objectives

e Load a baseline configuration
e Create Layer 3 interfaces
e Create a Logical router

e Segment your production network using security zones
e Test connectivity from firewall to hosts in each security zone

e Create Interface Management Profiles

High-Level Lab Steps

Use the information in the sections below to complete the objectives for this lab. We suggest that
you use this section only if you have extensive experience working with Palo Alto Networks

firewalls.

If you need more detailed guidance for the objectives, use the Detailed-Lab Steps section.

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-05.xml to the Firewall

Create Layer 3 Network Interfaces

Use the information in the tables below to create Layer 3 network interfaces.

Create a Layer 3 Interface on ethernetl/1

Ethernet Interface

ethernetl/1

Comment Internet connection
Type Layer 3

IPv4 Type Static

1P 203.0.113.20/24

Create a Layer 3 Interface on ethernet1/2

Ethernet Interface

ethernetl/2

Comment Users network connection
Type Layer 3

IPv4 Type Static

1P 192.168.1.1/24
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Create a Layer 3 Interface on ethernetl1/3

Ethernet Interface ethernet1/3

Comment Extranet servers connection
Type Layer 3

IPv4 Type Static

1P 192.168.50.1/24

Create a Logical Router

Use the information in the table below to create a Logical Router and a firewall default gateway.

Name LR-1
Interfaces (General Tab) ethernetl/1
ethernetl/2
ethernetl1/3
IPv4 Static Route Name Firewall-Default-Gateway
Destination 0.0.0.0/0
Interface ethernetl/1
Next Hop IP Address
Next Hop IP 203.0.113.1

Segment Your Production Network Using Security Zones

Use the information in the tables below to create three Security Zones with the appropriate
interface in each Zone.

Zone Name Internet
Type Layer 3
Interface ethernetli/1
Zone Name Users_Net
Type Layer 3
Interface ethernet1/2
Zone Name Extranet
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Type Layer 3

Interface ethernet1/3

Commit the configuration

e Commit the changes to the firewall before proceeding

Test Connectivity to Each Zone

e Use the Remmina SSH application on the Client-A desktop to connect to Firewall-A
e In the firewall CLI, use the ping command to check network connectivity from the
firewall to a host in each Security Zone.

e From 192.168.1.1 (ethernet1/2) to 192.168.1.20
e From 192.168.50.1 (ethernet1/3) to 192.168.50.150
e From 203.0.113.20 (ethernetl/1) to 8.8.8.8

Test Interface Access before Management Profiles

* Ping the firewall interface on ethernet1/2 from a terminal connection on Client-A. You
will not get a response.

e Attempt to connect to the firewall for CLI management through an SSH connection from
Client-A. The firewall will not accept the connection.

Define Interface Management Profiles

Use the information below to create two Interface Management Profiles

Name Allow-ping
Enabled Administrative Management Services None
Enabled Network Services Ping
Name Allow-mgt
Enabled Administrative Management Services HTTPS

SSH
Enabled Network Services Ping

SNMP

Response Pages
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Apply Allow-ping to ethernetl/1
e Apply the Allow-ping Interface Management Profile to ethernetl/1

Apply Allow-mgt to ethernetl/2
e Apply the Allow-mgt Interface Management Profile to ethernetl/2

Apply Allow-mgt to ethernet1/3
e Apply the Allow-mgt Interface Management Profile to ethernetl/3

Commit the configuration

e Commit the changes before testing Interface Management Profiles

Test Interface Access after Management Profiles

* Ping the firewall interface on ethernet1/2 from a terminal connection on Client-A. You
should now get a response.

e Attempt to connect to the firewall for CLI management through an SSH connection from
Client-A. The firewall will now accept the connection.
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Detailed Lab Steps

Use this section if you prefer detailed guidance to complete the objectives for this lab. We
strongly recommend that you use this section if you do not have extensive experience working
with Palo Alto Networks firewalls.

Apply a Baseline configuration to the Firewall

To start this lab exercise, you will load a preconfigured firewall configuration file.

1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down arrow next to the Name field and select edu-210-11.1a-05.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK to close the Load Named configuration window.
Click Close to close the Loading configuration window.

Click the Commit button at the upper right of the web interface.
Leave the remaining settings unchanged and click Commit.
Wait until the Commit process is complete.

Click Close to continue.

© o N oA

Create Layer 3 Network Interfaces

In the following sections, you will create Layer 3 interfaces on the firewall that will provide
basic network connectivity to your production networks. You have a network with users
(192.168.1.0/24), a network with production servers (192.168.50.0/24) and a network connecting
the firewall to an upstream internet router (203.0.113.0/24). The following diagram provides
details.
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Router

203.0.113.20/24

1]

Firewall-A
Mgt 1/2 1/3
5 192.168.1.254 192.168.1.1/24 192.168.50.1/24
Extranet Extranet
Server Server
192.168.1.20 192.168.50.150 192.168.50.80

Create a Layer 3 Interface on ethernetl/1

This interface will provide network connectivity to the Internet.
10. Select Network > Interfaces > Ethernet.
11. Click the link for ethernet1/1.

3 Interfaces Ethernet VLAN Loopback Tunne

ER Zones ——

P

o5 VLANS

EI@] Virtual Wires

@ Routi

@ Routing MANAGEMENT LINK LOGICAL

@) 1PSec Tunnels INTERFACE INTERFACE TYPE | PROFILE STATE | IP ADDRESS ROUTER T4
{ oRE Tunnels EJethernet1/1 none none u
£ DHcP

¥ DNS Proxy EPethernet1/2 none none u
= Do " fo—wl 1L

12. For Comment, enter Internet connection.
13. For Interface Type, select Layer3.
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14. Leave the other settings unchanged but do not close this window.

Ethernet Interface

Interface Mame  ethernet1/1

Comment | Internet connection.

Interface Type | Layer3

Netflow Profile  None
Config IPvd |Pvé SD-WAN

Assign Interface To
Virtual Router | None

Security Zone | None

15. Select the tab for IPv4.

16. Leave the Type set to Static.

17. Under the IP heading, click Add.
18. Enter 203.0.113.20/24

Advanced
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19. Leave the remaining settings unchanged.

Ethernet Interface

Interface Name ethernet1/1
Comment  Internet connection.
Interface Type ' Layer3

Netflow Profile ' None

Config IPv4 IPvé SD-WAN Advanced

Type @ Static PPPoE DHCP Client

[lip
[ ] 7203.0.113.20/24 ]

/

(+) Add

O Be sure to include /24 in the address!
-
L __J
-

20. Click OK.

Create a Layer 3 Interface on ethernet1/2

This interface will provide network connectivity to the Users network.

21. Select Network > Interfaces > Ethernet.
22. Click the link for ethernet1/2.
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(55 Interfaces

Ethernet | VLAN | Loopbac Tunn SD-W
BE= Zones ——
@@ VLANs
@@ Virtual Wires
> (§) Routing MANAGEMENT

I IPSec Tunnels INTERFACE INTERFACE TYPE | PROFILE
-q} GRE Tunnels EJethernet1/1 Layer3

= DHCP

' DNS Proxy (&S ethernet1/2
&= pr
= oY @ otharnet1 /3

23. For Comment, enter Users network connection.

24. For Interface Type, select Layer3.
25. Leave the other settings unchanged but do not close this window.

26.
27.
28.
29.

Ethernet Interface

Interface Name | ethernet1/2

Comment | Users network connection.

Interface Type  Layer3

Netflow Profile ' None
Config |Pv4 |Pvé SD-WAN

Assign Interface To
Virtual Router | None

Security Zone | None

Select the tab for IPv4.

Leave the Type set to Static.
Under the IP heading, click Add.
Enter 192.168.1.1/24

Advanced

LINK
STATE

()
®

=l

IP ADDRESS

203.0.113.20/24

none

none

LOGICAL

ROUTER

none

none

none
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30. Leave the remaining settings unchanged.

Ethernet Interface

Interface Name  ethernet1/2
Comment Users network connection.
Interface Type  Layer3

Netflow Profile  None

Config IPvd IPvé SD-WAN Advanced

Type @) Static PPPoE DHCP Client

1P
[ 1 "192.168.1.1/24 ]

/

(+) Add

O Be sure to include /24 in the address!
-
-

31. Click OK.

Create a Layer 3 Interface on ethernetl1/3

This interface will provide network connectivity to the Extranet network.
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32. Select Network > Interfaces > Ethernet.
33. Click the link for ethernet1/3.

MONITOR POLICIES OBJECTS NETWORK

Interf. - - N
[ ({neyreces Ethernet VLAN Loopback SD-
BE& 7ones —
@@ VLANS
El@ Virtual Wires
@ Routing
MEEEE MANAGEMENT LINK LOGICAL
I IPSec Tunnels INTERFACE INTERFACE TYPE | PROFILE STATE | IP ADDRESS ROUTER
)¢ GrRe Tunnels = cthermet/1 Layera @ 203011320/24  none
£ DHCP
¥ DNS Proxy S ethernet1/2 Layer3 @ 192.168.1.1/24 none
B Proxy
==
'{-IG!Ob.ﬂProtc-r_t (= ethernet1/3 @ none none
@ Portals A otharnat1./4 (= none none

34. For Comment, enter Extranet servers connection.
35. For Interface Type, select Layers3.
36. Leave the other settings unchanged but do not close this window.

Ethernet Interface

Interface Name  ethernet1/3

Comment Extranet servers connection.

Interface Type  Layer3

MNetflow Profile  None
Config IPv4 IPvé SD-WAN Advanced

Assign Interface To
Virtual Router | None

Security Zone | None

37. Select the tab for IPv4.

38. Leave the Type set to Static.

39. Under the IP heading, click Add.
40. Enter 192.168.50.1/24
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41. Leave the remaining settings unchanged.

Ethernet Interface

Interface Mame  ethernetl/3
Comment  Extranet servers connection.
Interface Type  Layer3

Netflow Profile None

Config IPv4d IPvé SD-WAN Advanced

Type @ Static PPPoE DHCP Client

] lip
[, 7192.168.50.1/24 ]

i

+) Add

O Be sure to include /24 in the address!

42. Click OK.
43. When complete, your Ethernet table will have three entries:

NETWORK DEVICE
(55 Interfaces Ethernet VLAN Lostha -
E& Zones R
o VLANS
E@ Virtual Wires
@ Routing
= MANAGEMENT LINK LOGICAL
([ IPSec Tunnels INTERFACE INTERFACE TYPE | PROFILE STATE IP ADDRESS ROUTER TAq
¢ crE Tunnels E=Jetherneti/1 Layer3 [{ 20s011320/24 none Un
§ DHCP
DNS Proxy EJethernet1/2 Layer3 @] 192.168.1.1/24 none Un
== Proxy
@ _GlobalProtect EJethernet1/3 Layer3 @] 192.168.50.1/24 none Uni
';_* Portals
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O Note that the Link State indicator icons will remain gray until you commit the
pe configuration.

L __J

-

Create a Logical Router

In this section, you will create a logical router and connect your Layer 3 interfaces to it. You also
will define a default gateway for the logical router itself.

44. Select Network > Routing > Logical Routers.

45. Click Add.

46. For Name, enter LR-1.

47. Under the Interface section, click the Add button at the bottom.

48. Select ethernetl/1.

Logical Router

General Name | LR-1
Static Admi ‘ i
Interface =~ Administrative Distances E(
OSPF
INTERFACE
OSPFv3 B
|
RIPv2 1
ethernet1/1
BGP
ethernet1/2
Multicast ethernet1/3
loopback
sdwan
tunnel
vian
.+ Add () Delete

49. Click Add again.
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50. Select ethernetl/2.

51. Click Add again.

52. Select ethernetl/3.

53. Leave this window open.

54. When complete all three interfaces should be listed under the Interface tab:

Logical Router
General Narme | LR-1
Static . . .
Interface Administrative Distanc
OSPF
INTERFACE
OSPFv3 [:l i
[ ] ethernet1/1
R|Pﬁ.'2 . F
[ ] ethernet1/2
BGF [ ] IIIrf:'tlfn':\rns_-t1;".'3
Multicast

The order in which you add these interfaces to the list is not important. You could
start by adding ethernet1/3 and the result will be the same. You are simply adding
the appropriate interfaces to this logical router.

55. In the Logical Router window, click the link on the side for Static.
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56.

57.
58.
59.
60.
61.
62.

Under the tab for IPv4, click Add at the bottom of the window.

Logical Router

General
IPv4 IPvé

Static

OSPF U
OSPFv3

RIPv2

BGP
[ | name DESTINATION INTERFACE
Multicast

(+) Add

For Name, enter Firewall-Default-Gateway.
For Destination, enter ©.0.0.0/0.

For Interface, select ethernetl/1.

Set the Next Hop field to IP Address.

Below the Next Hop field, enter 203.0.113.1.
Leave the remaining settings unchanged.

Logical Router - Static Route

Name | Firewall-Default-Gateway
Destination | 0.0.0.0/0
Interface | ethernetl/1
Next Hop | IP Address

[203.0.113.1|

Admin Dist

This entry is the default route for the firewall. Like all other network hosts, the
firewall needs a default gateway in order to send traffic to unknown networks. The
firewall has local connections to 192.168.1.0, 192.168.50.0 and 203.0.113.0
networks, so it can forward packets to hosts on those networks directly. However,
for any other destination IP addresses (such as 8.8.8.8 for DNS), this route
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statement instructs the firewall to forward packets to 203.0.113.1, which is the
internet router.

63. Click OK on the Logical Router — Static Route window.
64. Click OK on the Logical Router window.
Segment Your Production Network Using Security Zones

With your network interfaces and logical router in place, you can now create security zones. You
will create three security zones:

== MGT

|

I 192.168.1.254 192.168.1.1 192.168.50.1
|
I

1 192.168.1.0/24 192.168.50.0/24

Client-A
Users Net Extranet
\ 192.168.1.20 Zone J Server Zone

e
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65. Create the Internet Zone by selecting Network > Zones.

66.
67.
68.
69.
70.
71.

&3 Interfaces
F= Zones
*;'Z e INTERFACES / ZONE ENABLE PACKET
Bg Virtual Wires VIRTUAL PROTECTION HEADER BUFFER
.-_,E.;. Routing D NAME TYPE SYSTEMS PROFILE INSPECTION PROTECTION LOG SETTI
|«}- Logical Routers
|~}—- Routing Profiles
At the bottom of the window, click the Add button.
For Name, enter Internet.
For Type, select Layer3.
Under the Interfaces section, click Add.
Select ethernetl/1.
Leave the remaining settings unchanged.
Zone
Mame | Internet User |
Log Setting | None b
miL
Type Layer3
INTERFACES
F
ethernetl/1
!ﬁ'-.l
(+) Add Delete

Zone names are case-sensitive! Make sure you are consistent throughout your

A configuration process.
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72.
73.
74.
75.
76.
77.
78.

79.

80.
81.
82.
83.
84.
85.
86.

Click OK.

In the Zones window, create the Users_Net Zone by clicking Add.
At the bottom of the window, click the Add button.

For Name, enter Users_Net.

For Type, select Layer3.

Under the Interfaces section, click Add.

Select ethernet1/2.

Notice that ethernet1/1 is no longer listed in the available interfaces. You have
assigned ethernet1/1 to another zone so the firewall will not allow you to assign
the same interface to any other zone.

Leave the remaining settings unchanged.

Zone
MName | Users_Net User Idei
Log Setting | None Enab
[] | INc
Type Layer3
[C] | INTERFACES
é IIrethlerr'ietlfié
+) Add
(+) Add Delete

Click OK.

In the Zones window, create the Extranet Zone by clicking Add.
At the bottom of the window, click the Add button.

For Name, enter Extranet.

For Type, select Layer3.

Under the Interfaces section, click Add.

Select ethernetl/3.
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O All other Layer 3 interfaces have been assigned to zones so you can choose only
el ethernet1/3.

87. Leave the remaining settings unchanged.

Zone

Name | Extranet User Idel

" | Enak
(] | INC

Log Setting | None

Type Layer3

[] | INTERFACES
F
* ethernetl/3

+) Add
(+) Add Delete

88. Click OK.
89. You should now have three security zones:

&3 Interfaces Q

= Zones

E ‘R_A\_Jc
VLANS

EQ p ) INTERFACES / ZONE

@ Virtual Wires VIRTUAL PROTECTION ENABLE HEADER | PACKET BUFFER

- Routing O | name TYPE SYSTEMS PROFILE INSPECTION PROTECTION LOG

Logical Routers [ internet layer3 ethemet1/1

> Routing Profiles ] users_Met layer3 ethemet1/2
IPSec Tunnels

IS ] Extranet layera ethemet1/3

ilII GRE Tunnels

Commit the configuration
90. Click the Commit button at the upper right of the web interface.
91. Leave the settings unchanged and click Commit.
92. Wait until the Commit process is complete.
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93. Click Close to continue.

Test Connectivity to Each Zone

To verify network connectivity from the firewall to hosts in each zone, you will use an SSH
connection and ping hosts on each network.

94. On the client desktop, open the Remmina application:

Q

Remmina

95. Double-click the entry for Firewall-A:

=
' B a Remmina Remote Desktop Client
Remote Desktop Client
SSH =
Name v Group Server Plugin Last used

Berlin-Client 192.168.1.25 SSH 2022-09-02 - 07:04:25

@ Firewall-A 192.168.1.254 SSH 2022-08-30 - 06:22:24

| @ Firewall-B 192.168.1.253 SSH 2022-08-01 - 10:40:43

| @ Panorama 192.168.1.252 SSH 2022-08-30 - 07:00:17

Q Server-Extranet 192.168.50.10 SSH 2022-06-22 - 12:39:06

The Firewall-A connection in Remmina has been pre-configured to provide login
credentials to the firewall so that you do not have to log in each time. This is for

- convenience in the lab only.
-

96. In the CLI connection to the firewall, use the ping command to check network
connectivity to a host in the Users_Net Security Zone by using the following command
at the admin@firewall-a> prompt:

admin@firewall-a> ping source 192.168.1.1 host 192.168.1.20

Note the syntax for this command. 192.168.1.1 is the IP address of ethernet1/2 on
the firewall. The command instructs the firewall to use that IP address on
ethernet1/2 to ping the host 192.168.1.20. If you do not use the source option, the
firewall uses its management interface address as the source IP.
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97. Allow the ping to continue for three or four seconds and then use Ctrl+C to interrupt the
command:

Firewall-A

M @ Firewall-A x

Number of fallec

/o

&=

98. Use the ping command to check connectivity to a host in the Extranet zone by using the
following command at the admin@firewall-a> prompt :

admin@firewall-a> ping source 192.168.50.1 host 192.168.50.150

192.168.50.1 is the IP address on ethernet1/3 that is assigned to the Extranet
security zone. 192.168.50.150 is a server in the Extranet zone.

99. Allow the ping to continue for three or four seconds and then use Ctrl+C to interrupt the
command:
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Firewall-A -

@ Firewall-A4 x

ra
H

rm
LJd

100. Use the ping command to check connectivity to a host on the Internet by using the
following command at the admin@firewall-a> prompt:

admin@firewall-a> ping source 203.0.113.20 host 8.8.8.8

203.0.113.20 is the IP address on ethernet1/1 that is assigned to the Internet
security zone. 8.8.8.8 is a DNS server on the Internet zone.

101. Allow the ping to continue for three or four seconds and then use Ctrl+C to interrupt the
command:

Firewall-A

ra irewall-£
n @ Firewall-A x

time 5ms

102. After you have successfully tested network access from the firewall to each network
segment, close the Remmina SSH connection to the firewall by typing exit <Enter>.

103. Close the Remmina Remote Desktop Client application window.
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Create Interface Management Profiles

Management Interface Profiles allow you to enable specific network services on individual
firewall interfaces.

Often, your team members need to manage the firewall but do not always have network
connectivity to the management network. In this exercise, you will define two Management
Interface Profiles. One Profile, named “allow-ping,” will be applied to the Internet interface
so that your SecOps team members can ping the external firewall interface for troubleshooting
from outside your organization’s network.

You will create a second Interface Management Profile called “Allow-mgt” that allows both
ping and secure management traffic including SSH and HTTPS. You will apply this Profile to
the Users_Net interface and to the Extranet interface. This Profile will allow your SecOps
team to manage the firewall from those networks if they need to.

; S
203.0.1131 S/ ping

Allow-mgt

Allow-ping

%s paloalto

ping ~ 1192.168.1.1 192.168.50.1

Team Client-A

192.168.1.20
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Test Interface Access before Management Profiles

To illustrate the default behavior of firewall interfaces, you will ping 192.168.1.1 from the client
workstation. You will also attempt to access the firewall CLI by SSH through 192.168.1.1.

Without any Interface Management Profiles in place, both ping and SSH will fail.
104.Open the Terminal application on the client desktop.

H_

Terminal

105. Issue the following command:

lab-user@client-a:~/Desktop/Lab-Files$ ping 192.168.1.1 <Enter>

106. You will not get a response.
107.Wait a few seconds and use Ctrl+C to stop the command.

a lab-user@client-a: ~/Desktop/Lab-Files

lab-userf@client-a:~/Desktop/Lab-Files$

108. Attempt to open an SSH connection to the firewall through 192.168.1.1 by issuing the
following command:

lab-user@client-a:~/Desktop/Lab-Files$ ssh admin@192.168.1.1 <Enter>

109. After a few seconds, use Ctrl+C to stop the connection because it will not succeed.

a lab-user@client-a: ~/Desktop/Lab-Files

lab-user@client-a:~/Desktop/Lab-Files$ ssh

110. Leave the Terminal window open on the client because you will perform these same
tests after applying an Interface Management Profile to ethernetl/2.
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Define Interface Management Profiles
111.1In the firewall web interface, select Network > Network Profiles > Interface Mgmt.
112.Click Add at the bottom of the window.
113.For Name, enter Allow-ping.
114.Under the Network Services section, check the box for Ping.
115. Leave the remaining settings unchanged.

Interface Management Profile

Name Allow-ping
Administrative Management Services
HTTP
HTTPS

] Telnet

55H

Network Services

Ping

| HTTP OCSP
SNMP

Response Pages
User-1D

| User-1D Syslog Listener-SSL
User-ID Syslog Listener-UDP

116.Click OK.
117.1In the Interface Management section, click Add again to create another entry.
118.For Name, enter Allow-mgt.

119.Under the Administrative Management Services section, check the boxes for HTTPS
and SSH.

120. Under the section for Network Services, check Ping, SNMP and Response Pages.
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121.Leave the remaining settings unchanged.

Interface Management Profile

Name Allow-mgt

Administrative Management Services

HTTP
HTTPS

Telnet

SSH

Network Services

Ping
HTTP OCSP
SNMP
Response Pages
| User-ID
| User-ID Syslog Listener-SSL
|| User-ID Syslog Listener-UDP

122.Click OK.

Apply Allow-ping to ethernetl/1
123. Select Network > Interfaces > Ethernet.
124, Edit the entry for ethernetl/1.
125. Select the tab for Advanced.

126.Under the Other Info section, use the drop-down list for Management Profile to select
Allow-ping.
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127.Leave the other settings unchanged.

Ethernet Interface

Interface Name
Comment  Internet connection.
Interface Type  Layer3

MNetflow Profile | None

Config IPv4 IPvé SD-WAN Advanced

Link Settings

Link Speed Link Duplex

Other Info ARP Entries ND Entries NDP Proxy LLDP

Management Profile | Allow-ping

MTU

Adiust TCP MSS

This action applies the Allow-ping interface management Profile to ethernetl/1. As
a result, ethernet1/1 will answer ping requests.

Note that in a production environment, you may not want an Internet-facing

A interface to reply to any type of traffic. Applying this Profile in the lab allows you to
see how different Profiles can be applied to different interfaces.

128.Click OK.

Apply Allow-mgt to ethernetl/2
129. Select Network > Interfaces > Ethernet.
130. Edit the entry for ethernet1/2.
131. Select the tab for Advanced.

132.Under the Other Info section, use the drop-down list for Management Profile to select
Allow-mgt.
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133. Leave the other settings unchanged.

Ethernet Interface

Interface Name
Comment  Users network connection.
Interface Type | Layer3

Metflow Profile  Mone

Config IPvd IPvé SD-WAN Advanced

Link Settings

Link Speed Link Duplex

Other Info ARP Entries ND Entries NDP Proxy LLDP DI

Management Profile | Allow-mgt

MTU

134.Click OK.
135. Read the Warning message and click Yes.

Warning

By attaching this interface management profile to this interface, you are potentially exposing the firewall's
administrative interface to any party that can reach this interface.

Would you like to continue with this change?

Managing the firewall by applying a management profile on a network interface has
risks and therefore should only be used if there is no other option due to the

A network topology. In a production environment you should avoid this practice when
possible.

Apply Allow-mgt to ethernet1/3
136. Select Network > Interfaces > Ethernet.
137. Edit the entry for ethernet1/3.
138. Select the tab for Advanced.

139. Under the Other Info section, use the drop-down list for Management Profile to select
Allow-mgt.
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140. Leave the other settings unchanged.
141.Click OK.
142.Click Yes on the Warning message.

143.When you complete these steps, your interface table should have an entry under the
Management Profile column for each interface.

=3 Interfaces
B8 Zones
e VLANs

Ethernet

EE] Virtual Wires
TN .
v (@) Routing MANAGEMENT
Logical Routers INTERFACE INTERFACE TYRE | PROFILE
B o e Drras .
y L;‘!") Routing Profiles &5 ethemet1/1 Layer3 Allow-ping
L |PSec Tunnels
¢ GRE Tunnels &3 ethemet1/2 Layer3 Allow-mgt
Z DHCP
& DMNS Proxy & ethernet1/3 Layer3 Allow-mgt

== Proxy
— ]

+ (&, GlobalProtect

LINK
STATE

IP ADDRESS

203.0.113.20/24

192.168.1.1/24

192.168.50.1/24

LOGICAL
ROUTER 1

LR-1

LR-1

LR-1

Commit the configuration

144.Click the Commit button at the upper right of the web interface.

145. Leave the settings unchanged and click Commit.
146. Wait until the Commit process is complete.
147.Click Close to continue.

Test Interface Access after Management Profiles

With the Allow-mgt Interface Management Profile in place on ethernet1/2, both ping and SSH

will succeed.

148.From the Terminal Emulator on the client desktop, issue the following command:

lab-user@client-a:~/Desktop/Lab-Files$ ping 192.168.1.1 <Enter>

149. The interface will now respond.
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150. Wait a few seconds and use Ctrl+C to stop the command.

a lab-user@client-a: ~/Desktop/Lab-Files

151. Attempt to open an SSH connection to the firewall through 192.168.1.1 by issuing the
following command:

lab-user@client-a:~/Desktop/Lab-Files$ ssh admin@192.168.1.1 <Enter>

If you are prompted to accept an RSA key fingerprint, type yes <ENTER>.

152.For password, enter PaloA1t0! <Enter>.
153. The firewall will present the CLI interface.

n lab-user@client-a: ~/Desktop/Lab-Files Q

154.Close the SSH connection to the firewall by typing exit <Enter>.
155. Close the Terminal window by typing exit <Enter>.
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Stop. This is the end of the lab.
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Lab 6: Creating and Managing Security Policy
Rules

You have the firewall deployed and connected to all the appropriate networks. The next step is to
begin creating Security Policy rules. You will start by creating rules that allow hosts in the
Users_Net zone to communicate with hosts in the Extranet zone. You will then create Security
Policy rules to allow hosts in the Users_Net zone to connect to hosts in the Internet zone.

You also need to allow hosts in the Extranet zone to communicate with hosts in the Internet
Zone.

|

I 192.168.1.254 192.168.1.1 192.168.50.1
|
I

: 192.168.1.0/24 192.168.50.0/24

Users_Net Extranet
K 192.168.1.20 Zone j Server Zone
K Server j
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Lab Objectives

e Configure a Security Policy rule to allow access from Users_Net to Extranet
e Test access from client to Extranet servers

e View the Traffic log

e Examine Policy Rule Hit Count

e Reset rule hit counts

e Customize Policy tables

e Enable intrazone and interzone logging

e Create Security Policy rules to Internet Zone

High-Level Lab Steps

Use the information in the sections below to complete the objectives for this lab. We suggest that
you use this section only if you have extensive experience working with Palo Alto Networks
firewalls.

If you need more detailed guidance for the objectives, use the Detailed-Lab Steps section.

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-06.xml to the Firewall

Create Security Policy Rule

e Use the information below to create a Security Policy rule that will allow traffic from the
Users_Net zone to the Extranet zone.

Rule Name Users_to_Extranet

Description Allows hosts in Users_Net zone to access
servers in Extranet zone

Source Zone Users_Net

Destination Zone Extranet

Application Any

Service application-default

URL Category Any

Action Allow

Commit the configuration

e Commit the changes before proceeding.
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Modify Security Policy Table Columns

e Hide the following columns in the Security Policy table to create more area to view
helpful information
o Type
e Source Device
o Destination Device
e Options

e Drag and drop the Action column from its current location so that it appears between the
Name column and the Tag column

Test New Security Policy Rule

e From the Client-A host, ping 192.168.50.80, which is the IP address of a web server in
the Extranet zone.

e Use the web browser on the Client-A client to connect to the Extranet web page at
192.168.50.80.

Examine Rule Hit Count

* Inthe Security Policy rule table, locate the column for Hit Count, and note the number
of Hits on this Users_to_Extranet rule.

e From the Client-A host, ping the Extranet web server - 192.168.50.80.

e Refresh the Hit Count and note any increase in the value for the Users_to_Extranet
Security Policy rule.

Reset the Rule Hit Counter

e Reset the Hit Count for the Users_to_Extranet rule

Examine the Traffic Log

e Hide the following columns in the Traffic Log.
o Type
e Source Dynamic Address Group
e Destination Dynamic Address Group
e Dynamic User Group

e From the terminal window on the Client-A host, ping 8.8.8.8

You will not get a reply

e Examine the traffic log again and use a simple filter to see if there are any entries for the
ping session that failed

e Answer the following question:
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Why there are no entries in the Traffic log for your ping session to 8.8.8.8?

e Write down your answer in the field shown or on notepaper in class.

Enable Logging for Default Interzone Rule

e Edit the Interzone Security Policy rule and enable Log at Session End

Commit the configuration

e Commit the changes before proceeding

Ping a Host on the Internet

e From the terminal window on the Client-A host, ping 8.8.8.8
You will not get a reply

» Examine the Traffic Log again and use a simple filter to see if there are any entries for

this session that failed

e The entries in the Traffic Log should show you that the ping sessions are hitting the

interzone-default rule

Create Block Rules for Known-Bad IP Addresses

e Use the information below to create a rule at top of the Security Policy to block traffic to

known bad IP addresses provided by Palo Alto Networks.

Rule Name Block-to-Known-Bad-Addresses

IP addresses

Description Blocks traffic from Users and Extranet to known bad

addresses

Source Zone Users_Net
Extranet
Destination Zone Internet
Destination Address e Palo Alto Networks - Bulletproof IP
addresses

Palo Alto Networks - High risk IP addresses
Palo Alto Networks - Known malicious IP

Application Any
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Service any

URL Category Any

Action Deny

e Use the information below to create another Security Policy rule to block traffic from
known bad IP addresses provided by Palo Alto Networks. Place this rule at the top of the
Security Policy, just below the Block-to-Known-Bad-Addresses rule.

Rule Name Block-from-Known-Bad-Addresses

Description Blocks traffic from known bad IP addresses to Users
and Extranet

Source Zone Internet
Source Address e Palo Alto Networks - Bulletproof IP
addresses

Palo Alto Networks - High risk IP addresses
Palo Alto Networks - Known malicious IP

addresses
Destination Zone Users_Net
Extranet
Application Any
Service application-default
URL Category Any
Action Deny

Create Security Rules for Internet Access

e Use the information in the tables below to create Security Policy rules.

Create Users to Internet Security Policy Rule

e Use the information below to create a Security Policy rule that will allow traffic from the
Users_Net zone to the Internet zone.

Rule Name Users_to_Internet

Description Allows hosts in Users_Net zone to access Internet
zone

Source Zone Users_Net

Destination Zone Internet

Application Any
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Service application-default

URL Category Any

Action Allow

Create Extranet to Internet Security Policy Rule

Use the information below to create a Security Policy rule that will allow traffic from the
Extranet zone to the Internet zone.

Rule Name Extranet_to_Internet

Description Allows hosts in Extranet zone to access Internet
zone

Source Zone Extranet

Destination Zone Internet

Application Any

Service application-default

URL Category Any

Action Allow

Commit the configuration

e Commit the changes before proceeding

Ping Internet Host from Client A

e From the terminal window on the Client-A host, ping 8.8.8.8
You will not get a reply

e Examine the Traffic Log again and use a simple filter to see if there are any entries for

this session that failed
e The entries in the Traffic Log should show you that the ping sessions are hitting the
Users_to_Internet rule.
e Answer the following question:

Can you explain why your ping session from the client to the Internet host did not get a reply

even though the firewall is allowing the traffic?

e Write down your answer in the field shown or on notepaper in class.
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Detailed Lab Steps

Use this section if you prefer detailed guidance to complete the objectives for this lab. We
strongly recommend that you use this section if you do not have extensive experience working
with Palo Alto Networks firewalls.

Apply a Baseline configuration to the Firewall

To start this lab exercise, you will load a preconfigured firewall configuration file.
1. Inthe firewall web interface, select Device > Setup > Operations.

2. Click Load named configuration snapshot.
3. Click the drop-down arrow next to the Name field and select edu-210-11.1a-06.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK to close the Load Named configuration window.
Click Close to close the Loading configuration window.

Click the Commit button at the upper right of the web interface.
Leave the remaining settings unchanged and click Commit.
Wait until the Commit process is complete.

Click Close to continue.

© o N oA

Create a Security Policy Rule

You need to allow network traffic from the Users_Net security zone to the Extranet security
zone so that employees can access various business applications. In this section, you will
create a Security Policy rule to allow access between these two zones.
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Security Policy Rule
Allow Users_to_Extranet

Users Net
Zone

\ /

10. Select Policies > Security.
11. Click Add at the bottom of the window.

12. Under the tab for General, in the Name field, enter Users_to_Extranet.
13. For Description, enter Al1lows hosts in Users_Net zone to access

servers in Extranet zone.
14. Leave the other settings unchanged:

Security Policy Rule

Extranet
Zone

Server

General Source Destination

Application

Name Users_to_Extranet

Rule Type universal (default)

Service/URL Category

Description Allows hosts in User_Net zone to access servers in Extranet zone.

Tags

Groun Rules Bv Tag | None

Actions
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Descriptions are optional but highly recommended. It may take you a few extra

O moments to enter an accurate Description during these labs, but if you adhere to
— the practice in the labs, you will be more likely to carry out this best practice when
-

you return to work.

15. Select the tab for Source.

16. Under the Source Zone section, click Add.
17. Select Users_Net.

18. Leave the remaining settings unchanged.

Security Policy Rule

General Source Destination Application Service/URL Category Actions
Any Any any any
[] | source zoNE [C] | sourcE ADDRESS [] | SOURCE USER [[] | source pev

r
(=] Users_Net

ey

dd (}) Delete +) Add (+) Add (+) Add

-
X

Negate

19. Select the tab for Destination.

20. Under the section for Destination Zone, click Add.
21. Select Extranet.

22. Leave the other settings unchanged.

Security Policy Rule @

General Source Destination Application Service/URL Category Actions

select Any any
D DESTINATION ZONE -~ D DESTINATION ADDRESS ~ D DESTINATION DEVICE

L3
[ Extranet

(#Add ) Delete (+) Add (+) Add

| Negate
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23. Select the tab for Application.
24. Do not make any changes to these settings but note that the Any box is checked.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

An\,i )
L] | APPLICATIONS ~ ]| oel

Later in this course, we will cover Applications and how to use them in Security
Policy rules.

25. Select the tab for Service/URL Category.

26. Do not make any changes to the settings in this tab but note that the Service is set to
application-default.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

application-default Any

]| service ~ URL CATEGORY

The application-default setting instructs the firewall to allow an application such as
web-browsing as long as that application is using the predefined service (or
destination port). For an application like web-browsing, the application default
service is TCP 80; for an application such as SSL, the application default service is

TCP 443. We will spend a great deal of time later in the course discussing
Applications and the application-default setting.

27. Select the tab for Actions.
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28. You do not need to make any changes in this section but note that the Action is set to
Allow by default.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

Action Setting Log Setting

Action | Allow

Log at Session Start
Log at Session End

Log Forwarding | None

Other Settings
Profile Setting Schedule = None
Profile Type | None QoS Marking | None

|| Disable Server Response Inspection

When you create a new Security Policy rule, the Action is automatically set to
Allow. If you are creating a rule to block traffic, make sure you select the Actions
tab and change the Action before you commit the rule.

29. Click OK on the Security Policy Rule window.
30. The new Security Policy rule appears in the table:

POLICIES

£ Security
3> NAT Source
2 QoS
__é.: Policy Based Forwarding NAME TAGS ZONE
Decryption ) _
VE 1 sk ¢ 1o Extranel NONE ﬁ_l_ r< Net
@9 Tunnel Inspection
B Application Override 2 intrazone-default g none any
17 Authentication )
- 3 interzone-default 10N any

|;} DaS Protection

@ e aAL
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The rule appears above the two preconfigured entries intrazone-default and

interzone-default. These two rules always appear at the bottom of the ruleset.

Commit the configuration

31. Click the Commit button at the upper right of the web interface.
32. Leave the settings unchanged and click Commit.

33. Wait until the Commit process is complete.

34. Click Close to continue.

Modify Security Policy Table Columns

You can customize the information presented in the Security Policy table to fit your needs. In
this section, you will hide some of the columns and display others that may be of more
interest. You will also move columns around and use the Adjust Column feature.

35. Click the small drop-down icon next to the Name column in the Security Policy table.

£ Security
3> NAT
£ QoS

&5 Policy Based Forwarding NAME 'mcs
.1 Decryption P i )

@ Tunnel Inspection

—

E8 Application Override 2 intrazone-default g n

onc

=% Authanhcabinn

O This icon is available next to all column headers.
-
L __J
-

36. Choose Columns and note the available columns that you can hide or display in this
table.
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Q
NAME TAGS TYPE
1 | Users_to_Extranet none EﬁColumns
2  intrazone-default g none Adjust Columns

3  interzone-default

® none interzone

og

SoooOooQoQooQoQQ

Name

Tags

Group

Type

Source Zone
Source Address
Source User
Source Device
Destination Zone
Destination Address
Destination Device
Application

Service

Action

URL Category
]

=

Profile

Options

Rule UUID

Rule Usage Description

3 Rule Usage Hit Count

"4 Rule Usage Last Hit

"4 Rule Usage First Hit

"4 Rule Usage Apps Seen
"3 Days with No New Apps
4 Modified

Created

Note that the column list in this image has been cropped and wrapped to make it clearer in the

lab guide.

37. Uncheck the following item:

Type

Source Device
Destination Device
Options

38. Drag and drop the Action column from its current location so that it appears between the
Name column and the Tag column.

Source Destination
NAME ACTION TAGS ZONE ZONE APPLICATION
1 Users_to_Extranet @ Allow none B Users_Net = Extranet any
2 intrazone-default g @ Allow none any (intrazone) any
3  interzone-default ® Deny none any any any

—

Note: These changes are optional. You do not have to show or hide columns or

rearrange items in any of the firewall tables. However, you may find that there are

certain columns in certain tables that you never use, and you can hide them to

provide more room in the table. You may also find that there are certain columns

that you scan frequently, and you can move those to locations that are easier to
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see. You can use these same steps to show, hide or move columns in all firewall
tables.

39. At the top of the Name column, click the drop-down icon again and choose Adjust

Columnes.
NAME }\CTIDN
1  Users_to_Extranet 1] Columns >
2  intrazone-default ® Adjust Columns
3  interzone-default == [ Naes

40. This action will resize the displayed columns to best fit in the browser window.

Test New Security Policy Rule

41. To make certain that your Security Policy rule functions, open a terminal window on the
client host.

Terminal

42. Use the following command to ping 192.168.50.80, which is the IP address of a web
server in the Extranet zone.

lab-user@client-a:~/Desktop/Lab-Files$ ping 192.168.50.80 <Enter>
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43. After several replies, use Ctrl+C to stop the ping.

a lab-user@client-a: ~/Desktop/Lab-Files

If you see a reply from 192.168.50.80, then your Security Policy rule is configured
correctly! If not, review the previous steps and try this test again.

44. On the client workstation, open the Firefox testing browser.
45. Use the bookmark bar to choose Extranet > Extranet:

@ New Tab X +

& Quizzes % Palo Alto Networks 4% Firewall-A 4% Firewall-B 4 Panorama |[J Extranet © badssl.com
@ Extranet
@ Lab Ma
@® sSyslog

@® Extranet (Secure)

Open All in Tabs
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46. You should see a webpage displayed by the server.

|l @ Extranet Lab Server x | +
& = C A Notsecure | 192.168.50.80

& Review @ Test-Phishing @ Palo Alto Netwo... [ Extranet

Hello World !

My name is www.panw.lab.
My address is 192.168.50.80.

47. Close the testing browser.
Examine Rule Hit Count

With your rule successfully in place, you can now examine hit counters in the Security Policy

rule table. These counters can be useful for troubleshooting. If a rule is not being hit, you may
need to modify it.

48. In the firewall web interface, select Policies > Security.
49. Scroll to the right and locate the column for Hit Count.

O PA-VM _ ol

£ Security @]

;

&+ NAT

£ QoS

Ei; Policy Based Forwarding
7 Decryption

NAME ACTION < HIT COUNT

1 | Users_to_Extranet @ Allow 697
15 Tunnel Inspection i

B Application Override 2 intrazone-default g @ Allow 1584
:EP Authentication

. 3  interzone-default D 43446
@ DoS Protection @ eny >

(@ SN-WAN
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Note: This image has been cropped to fit better on the page.

The Hit Count column in your firewall Security Policy rule list will be further to the
right than is displayed here and the numbers displayed will differ from those

shown.

50. Note the number of Hits on this rule.
51. Return to the terminal window on the desktop of your client.
52. Ping the server again by issuing the following command:

lab-user@client-a:~/Desktop/Lab-Files$ ping 192.168.50.80 <Enter>

53. After several replies, use Ctrl+C to stop the ping.

a lab-user@client-a: ~/Desktop/Lab-Files

54. Return to the firewall web interface and update the Security Policy rules table by
clicking the Refresh button in the upper right corner of the window.

[==a)

E™
A

Jitems | —

55. Note the increase in the Hit Count for your Security Policy rule.

Reset the Rule Hit Counter

Rule hit counts are very useful to track whether or not a rule is configured correctly. You can
reset the counters for all Security Policy rules or for a single rule. In this section, you will
reset the counters for the Users_to_Extranet rule.

56. Select Policies > Security.
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57. Highlight the entry for Users_to_Extranet but do not open it.
58. At the bottom of the window, select Reset Rule Hit Counter > Selected rules.

= All rules
=k

iZ| Selected rules

Reset Rule Hit Counter ~

O This action does not require a commit.
-
L __J
-

59. The Rule Usage Hit Count is set to 0.

Examine the Traffic Log

The Traffic Log contains information about sessions that the firewall allows or blocks. In this
section, you will examine the Traffic Log to locate entries for sessions between the Users_Net
zone and the Extranet zone.

60. Select Monitor > Logs > Traffic.

MONITOR

= Logs
[-::_i. Traffic
@I Threat -

| | PRI Ve | TE ZONE TO ZONE

@ URL Filtering
B wildFire Submissions e )3/ 47:4 7 Users_Net Extranet
@J Data Filtering E, )3/03 16:47:4 na Users Net | Extranet
‘_; HIP Match

61. Click the drop-down icon next to Receive time and choose Columns.
62. Uncheck the following items to hide their columns:

e Type

e Source Dynamic Address Group

e Destination Dynamic Address Group
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e Dynamic User Group

Receive Time

MONITOR

Type

From Zone
To Zone
Source

FROM Source User

RECEIVETI ZONE TO ZO

m

Source Dynamic Address Group

8 88808 ©

1 Columns 5 Destination

Adjust Columns Destination Dynamic Address Group
Dynamic User Group
To Port

Application

Action

Rule

Session End Reason

S0008080

Bytes

O This is not a requirement, but we will not be using information from these columns
p—rt in any lab for this course.
2

63. From the terminal window on the desktop, ping an address on the internet by issuing the
following command:

lab-user@client-a:~/Desktop/Lab-Files$ ping 8.8.8.8<Enter>

64. You will not get a reply, so after several seconds, use Ctrl+C to stop the ping.

a lab-user@client-a: ~/Desktop/Lab-Files

Lab-Files$ [
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65. Examine the traffic log again and use a simple filter to see if there are any entries for this
session that failed.

66. Select Monitor > Logs > Traffic.

67. Inthe filter field, enter the following text exactly as it appears here:

( addr.dst eq 8.8.8.8 )

DASHBOARD AC( MONITOR

(addr.dst eq 8.8.8.8 )|

= Logs
2 Traffic
Eﬂl Threat RECEIVE TIME FROM ZONE | TO ZO
[ URI Filterine = 11/04 18:54-44 | llcers Net Extran

Filters are case sensitive so be precise! Also, note that there is a space after the first
parentheses mark and right before the last parentheses mark.

68. Click the Apply filter button in the upper right corner of the window (or you can press
the Enter key).

Apply Filter

69. The Traffic log will update the display but there are no matching entries.
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DASHBOARL MONITOR POLICIES

= Logs (addr.dsteq 8.8.8.8)

E_i- Traffic

Eli Threat RECEIVE TIME FROM ZONE | TO ZONE SOURCE
@ URL Filtering

[_:% WildFire Submissions

Iirr‘_; Data Filtering
__':; HIP Match

€._GlobalProtect

70. Answer the following question:

e Why are there no entries in the Traffic log for your ping session to 8.8.8.8?

Write down your answer in the field shown or on notepaper in class.

Enable Logging for Default Interzone Rule

If you were unable to explain why the firewall did not log your ping session to an external
address, you are not alone. Most of the students in class probably did not figure it out either.

There are two reasons:

e First, you do not have a Security Policy rule in place to allow traffic from the Users_Net
zone to the Internet zone. As the firewall examines the ping session, the only rule that
matches is the interzone-default, which denies any traffic from one zone to another. The
ping session matches this rule; however, there are no entries in the Traffic log indicating
the match.

e Second, remember that traffic that hits the interzone-default rule is not automatically
logged. You must manually change a setting on this rule to see entries in the Traffic log.
You will enable this setting now and perform the test again.

71. Select Policies > Security.
72. Highlight the interzone-default entry in the Policy list but do not open it.
73. Click the Override button at the bottom of the window.

Override

74. Select the Actions tab.
75. Place a check in the box for Log at session end.
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76. Leave the remaining s ettings unchanged.

Security Policy Rule - predefined @
General Actions
Action Setting Log Setting
Action | Deny Log at Session Start
[ Log at Session E'1d]
Forwarding = None

Profile Setting

rofile Type | None

77. Click OK.

Commit the configuration
78. Click the Commit button at the upper right of the web interface.
79. Leave the settings unchanged and click Commit.
80. Wait until the Commit process is complete.
81. Click Close to continue.

Ping a Host on the Internet

82. Now that you have enabled Log at session end for the default Security Policy rules, ping
a host on the internet and examine the Traffic log to see the results.

83. From the Terminal window on the client desktop, ping an address on the Internet by
issuing the following command:

lab-user@client-a:~/Desktop/Lab-Files$ ping 8.8.8.8 <Enter>

84. You will not get a reply, so after several seconds, use Ctrl+C to stop the ping.

a lab-user@client-a: ~/Desktop/Lab-Files

lab-user@client-a:~/Desktop/Lab-Files$ []

85. Examine the traffic log again and use a simple filter to see if there are any entries for this
session that failed.
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86. Select Monitor > Logs > Traffic.

87. In the filter field, enter the following text exactly as it appears here:
( addr.dst eq 8.8.8.8 )

DASHBOARD AC( MONITOR

= Logs (addr.dst eq 8.8.8.8 )|
@ Traffic
E‘l Threat RECEIVE TIME FROM ZONE | TO ZO
[ URI Filtering = 11/04 18-5A-44 llsers Net Fxtran

O Your filter may already be in place from early.

88. Click the Apply Filter button in the upper right corner of the window (or you can press
the Enter key).

Apply Filter

89. The Traffic log will update the display and you should see entries matching the filter.
90. You can see that the sessions are hitting the interzone-default rule.

SESSION END
ER Threat RECEIVE TIME FROM ZONE | TO ZONE SOURCE DESTINATI APPLICATIO.. | ACTION | RULE REASON

EUPLH&H" E ). 16:57:58 € Int t 192.168.1.254 8 I 1y
R Data Filtering E )3/03 16:57:58  Users_Net ntemet 1921681254 8.8.8.8 t-applicable ~ deny terzone-default | policy-deny

E HIP Matct = ) Users_Net t t 192.168.1.254
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With Log at session end enabled, the firewall records hits on the internet-default
rule so that you can see information about sessions that miss all previous rules.

91. Click the X icon to clear the filter from the log filter text box.

Create Block Rules for Known-Bad IP Addresses

Palo Alto Networks provides several lists of IP addresses that are known to be malicious. As a
good practice, you should create Security Policy rules to block traffic to and from these known
addresses.

92. Under Policies > Security, click Add at the bottom of the window.
93. For Name, enter Block-to-Known-Bad-Addresses.

94. For Description, enter Blocks traffic from users and Extranet to known
bad IP addresses.

95. Select the Source tab.

96. Under the Source Zone section, click Add.

97. Select the Users_Net zone.

98. Under the Source Zone section, click Add again.
99. Select the Extranet zone.

Note that you are adding both internal zones to the Source Zone section of the rule.

100. Select the Destination tab.

101. Under the Destination Zone, click Add.

102.Select the Internet zone.

103. Under the Destination Address section of the Destination tab, click Add.
104.Select Palo Alto Networks - Bulletproof IP addresses.

105. Click Add again under the Destination Address section.

106.Select Palo Alto Networks - High risk IP addresses.
107.Click Add again under the Destination Address section.

108.Select Palo Alto Networks - Known malicious IP addresses.

When complete, you should have three Palo Alto Networks IP address lists in the Destination
Address section of the rule.

109. Select the Application tab.
110. Leave the Application set to any.
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111.Under the Service/lURL Category tab, change the Service from application-default to
any.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

application-default
any

select

When creating deny rules, Palo Alto Networks recommends setting the Service to
any instead of using application-default.

112. Select the Actions tab.
113.Change the Action to Deny.

Security Policy Rule
General Source Destination Application Service/URL Category Actions
Action Setting

Action |

Deny

Allow

Drop
Profile Setting Reset client
Profile Type = Reset server

Reset both client and server
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114.Click OK.

The new rule appears in the Security Policy table.

115. Move this new rule to the top of the Security Policy, by highlighting the entry for Block-

to-Known-Bad-Addresses (do not open it).

116. At the bottom of the window, choose Move and select Move Top.

T Mov
1 Mov
J Mo
L Mov
$ Mov
Move *

NAME

ve Top
/e Up
ve Down
e Bottom
e To Position
PDF/CSV
Source
ACTION ZONE ADDRESS
m\
m\

ZONE

P Ex

(intrazone)

Destination

ADDRESS APPLICATION
B P

B°

[ Palo Alto Networks - Knows

117.Create another rule to block traffic from known bad IP addresses.

118. In the Security Policy window, click Add.

119.For Name, enter Block-from-Known-Bad-Addresses.

120.For Description, enter Blocks traffic from known bad IP addresses to
Users and Extranet.

121.Select the Source tab.

122.Under the Source Zone section, click Add.

123.Select the Internet zone.
124.Under the Source Address section, click Add
125.Select Palo Alto Networks - Bulletproof IP addresses.

126.Click Add again under the Source Address section.

127.Select Palo Alto Networks - High risk IP addresses.
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128.Click Add again under the Source Address section.
129.Select Palo Alto Networks - Known malicious IP addresses.

When complete, you should have three Palo Alto Networks IP address lists in the Source
Address section of the rule.

130. Select the Destination tab.

131.Under the Destination Zone, click Add.
132. Select the Users_Net zone.

133.Click Add again under Destination Zone.
134.Select Extranet.

Note that you are adding both internal zones to the Destination Zone section of the
rule.

135. Select the Application tab.

136. Leave the Application set to any.

137.Under the Service/lURL Category tab, set the Service to any.

138. Select the Actions tab.

139.Change the Action to Deny.

140.Click OK.

141.The new rule appears in the Security Policy table.

142.Move the Block-to-Known-Bad-Addresses rule to the top of the Security Policy.
143. Highlight the entry for Block-from-Known-Bad-Addresses but do not open it.
144. At the bottom of the window, choose Move and select Move Top.

145.Both of the rules to block traffic to or from known bad IP addresses should be at the top
of the Security Policy.

Source Destination
NAME ACTION ZONE ADDRESS ZONE ADDRESS APPLICATION

1 Blo ym-Known-Bad-A eSS DL P Internet B .. | /A Extranet

"»*A\ High kl.. M‘

[ Palo Al
2 DL P23 Ex 3 | BF

[@ Palo Alto Networks - Known ma...

3  Users_to_Extranet Allow = = | = Extranet
4 1trazone-default ® Allow any any (intrazone)
5 [_. 5
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Create Security Policy Rules for Internet Access

In this section, you will create Security Policy rules to allow hosts in your network to access
the Internet. You need to create a rule for hosts in the Users_Net security zone to access hosts
in the Internet security zone. You also need to create a rule to allow hosts in the Extranet

security zone to access hosts in the Internet security zone.

Security Policy Rule Q Security Policy Rule
Allow Users_Net to Internet @ Allow Extranet to Internet
Internet
Zone
% paloalto

Extranet
Zone

Users_Net
Zone

\

Create Users to Internet Security Policy Rule

146. Select Policies > Security.
147.Click Add at the bottom of the window.
148.Under the tab for General, in the Name field, enter Users_to_Internet.

149. For Description, enter A1l1lows hosts in Users_Net zone to access
Internet zone.
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150. Leave the other settings unchanged:

Security Policy Rule

| General |5uk.ru Destination Application Service/URL Category Actions

Mame Users_to_Internet

Rule Type | universal (default)

Description Allows hosts in Users_Met zone to access Internet zone.

Tags

Groun Riles By Tas | Nana

151. Select the tab for Source.
152.Under the Source Zone section, click Add.

153. Select Users_Net.
154. Leave the remaining settings unchanged.

Security Policy Rule

General Source Destination Application Service/URL Category Actions
Any Any any any
[] | souRce zoNE [[] | souRCE ADDRESS [] | SOURCE USER [C] | source pDeviIcE
—
H Users_Net
+)Add (4) Delete +) Add +) Add (+) Add
MNegate

155. Select the tab for Destination.
156. Under the section for Destination Zone, click Add.

157.Select Internet.
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158. Leave the other settings unchanged.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

select Any any

[] | DESTINATION ZONE [T] | DESTINATION ADDRESS [] | DESTINATION DEVICE

-
[ B Internet

F)Add () Delete (+) Add ¥) Add

Negate

159. Select the tab for Application.
160. Do not make any changes to these settings but note that the Any box is checked.

Security Policy Rule

General Source Destination Application Service/URL Category Actions
Any )
L] | APPLICATIONS [ | e
161. Select the tab for Service/URL Category.
Page 138
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162. Do not make any changes to the settings in this tab but note that the Service is set to

application-default.

Security Policy Rule

General Source Destination Application Service/URL Category

application-default

Any

L] | servicE

163. Select the tab for Actions.
164. Make certain that the Action is set to Allow.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

Action Setting Log Setting

Action | Allow

Actions

L | URL CATEGORY

| Log at Session Start

Log at Session End

Log Forwarding | None

Other Settings
Profile Setting Schedule  None
Profile Type | None QoS Marking | None

| Disable Server Response Inspection

165. Click OK on the Security Policy Rule window.
166. The new Security Policy rule appears in the table.

Cancel

167.Highlight the new rule and use the Move > Move Bottom option to place this rule at the

end of the Security Policy.

© 2024 Palo Alto Networks, Inc.

Page 139



Source

NAME ACTION ZONE ADDRESS ZONE
1 Block-from-Known-Bad-Addresses . Deny | [& Internet @ Palo Alto Networks - Bulletproo... | [ Extranet
@ Palo Alto Networks - High risk I... = [ Users_Net
@ Palo Alto Networks - Known ma...
2 Block-to-Known-Bad-Addresses Deny [ Extranet any & Internet

B3] Users_Net

3  Users_to_Extranet Allow [ Users_Net  any P2 Extranet
4 Users_to_Internet 7)) Allow [ Users_Net any P& Internet
5 intrazone-de faul ® Allow any any “trazone)
T Move Top
6 interzone-default o Deny any any T‘ Move Up Iy
J Move Down
[ J Move Bottom ]

(¥) Add (=) Delete (@) Clone ) Enable | Disable{ Move v | (@) PDF/CSV [ ] Highligh

Create Extranet to Internet Security Policy Rule

You also need to create a Security Policy rule to allow servers in the Extranet security zone to
access hosts in the Internet security zone.

168. Select Policies > Security.

169.Click Add at the bottom of the window.

170.Under the tab for General, in the Name field, enter Extranet_to_Internet.

171.For Description, enter Allows hosts in Extranet zone to access
Internet zone.
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172.Leave the other settings unchanged:

Security Policy Rule
General Source Destination Application Service/URL Category Actions
Name Extranet_to_Internet

Rule Type | universal (default)

Description Allows hosts in the Extranet zone to access Internet zone.

Tags

Groun Pulec Ry Tao Nane

173. Select the tab for Source.

174.Under the Source Zone section, click Add.
175. Select Extranet.

176. Leave the remaining settings unchanged.

Security Policy Rule
Ge:*tralDeal‘i-‘msn Application Service/URL Category Al
Any Any
[C] | souRce zoNE [[] | souRce ADDRESS

—
= Extranet

+) Add | Delete +) Add

Negate

177.Select the tab for Destination.
178.Under the section for Destination Zone, click Add.
179.Select Internet.
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180. Leave the other settings unchanged.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

select Any any
D DESTINATION ZONE D DESTINATION ADDRESS -~ D DESTINAT

L
EA Internet

HAdd (P Delete (+) Add () Add

| | Negate

181. Select the tab for Application.
182. Do not make any changes to these settings but note that the Any box is checked.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

Arw
[L] | APPLICATIONS [ | oei

183. Select the tab for Service/lURL Category.
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184. Do not make any changes to the settings in this tab but note that the Service is set to
application-default.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

application-default

Any
] | sERVICE ] | URL CATEGORY

185. Select the tab for Actions.
186. Make certain that the Action is set to Allow.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

Action Setting Log Setting

Action | Allow | Log at Session Start

Log at Session End

Log Forwarding | None

Other Settings
Profile Setting

Schedule | None
Profile Type | None QoS Marking | None

| Disable Server Response Inspection

187.Click OK on the Security Policy Rule window.
188. The new Security Policy rule appears in the table.
189.Place the rule at the bottom of the Security Policy rule by using Move > Move Bottom.
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NAME

1  Block-from-Known-Bad-Addresses

2  Block-to-Known-Bad-Addresses

3 | Users_to_Extranet

4 Users_to_Internet v

5 Extranet_to_Internet
6  intrazone-default ®

7  interzone-default &
4

(H)Add (=) Delete (@)Clone

Commit the configuration

ACTION

Deny

Deny

/) Allow
@ Allow
@ Allow

) Allow

Deny

ZONE

A Internet

3 Extranet

& Users_Net

Source Destil
ADDRESS ZONE ADDRESS
[@ Palo Alto Netw... [P Extranet any
(@ Palo Alto Netw... [P Users_Net
@ Palo Alto Netw...
any B3 Internet @ Palo Alto Netw

[@ Palo Alto Nety

[ Palo Alto Nety

[®| Users_Net any B Extranet any
[ Users_Net any ] Internet any
4 Extranet any T Move Top any
T Move Up
Ry any J Move Down sy
any any [ 4 Move Bottom any
3: Move To Position
(¥) Enable (%) Disable | Move v | (&) PDF/CSV [_] Highlight Unuse

190. Click the Commit button at the upper right of the web interface.
191. Leave the settings unchanged and click Commit.
192. Wait until the Commit process is complete.

193.Click Close to continue.

Ping Internet Host from Client A

194.To verify that your Security Policy rule is allowing traffic, you will ping an Internet host
from the client workstation and examine the Traffic log to see the results.

195. From the Terminal window on the client desktop, ping an address on the internet by

issuing the following command:

lab-user@client-a:~/Desktop/Lab-Files$ ping 8.8.8.8 <Enter>

196. You will not get a reply, so after several seconds, use Ctrl+C to stop the ping.
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a lab-user@client-a: ~/Desktop/Lab-Files

lab-user@client-a:~/Desktop/Lab-Files$

lab-user@client-a:~/Desktop/Lab-Files$

197. Examine the traffic log again and use a filter to see if there are any entries for this
session that failed.

198. Select Monitor > Logs > Traffic.

199. In the filter field, update the syntax to include the application ping:
( addr.dst in 8.8.8.8 ) and ( app eq ping )

DASHBOARD ACC MONITOR

= Logs (addr.dstin 8.8.8.8 ) and ( app eq ping )
E’; Traffic
ER Threat RECEIVE TIME | FROM ZONE | TO ZONE
3 URL Filtering = 11/04 19:32:4¢ Users Net nterr

200.Click the Apply filter button in the upper right corner of the window (or you can press
the Enter key).

Apply Filter

201. The Traffic log will update the display and you should see entries matching the filter.
202.You can see that the sessions are hitting the Users_to_Internet rule.
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) ' (addr.dst in 8.8.8.8 ) and ( app eq ping)

FROM T0 SESSION END
RECEIVE TIME ZONE TO ZONE SOURCE DESTINATION PORT | APPLICATION ACTION RULE REASON
E} 09/08 13:59:16 Users_Net Internet 192.168.1.20 8.8.8.8 0 ping allow [ Users_to_Internet = aged-out ]

203. Answer the following question:

e Can you explain why your ping session from the client to the Internet host did not get a
reply even though the firewall is allowing the traffic?

O For a hint, look at the title of the next module.
-_—
L]
-

204. Write down your answer in the field shown or on notepaper in class.

Stop. This is the end of the lab.
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Lab 7: Creating and Managing NAT Policy Rules

You need to create Network Address Translation rules to allow hosts in the private network
spaces (192.168.1.0/24 and 192.168.50.0/24) to reach hosts on the internet. You will use an
interface IP address on the firewall as the source for outbound NAT.

You will also create a static NAT address on the firewall that represents one of the application
servers in the Extranet. When traffic reaches the static NAT address the firewall will translate
and forward packets to the web server in the Extranet zone.

After you have all these components in place, you will generate test traffic and examine firewall
logs.
Lab Objectives

e Configure source NAT
e Configure destination NAT

High-Level Lab Steps

Use the information in the sections below to complete the objectives for this lab. We suggest that
you use this section only if you have extensive experience working with Palo Alto Networks
firewalls.

If you need more detailed guidance for the objectives, use the Detailed-Lab Steps section.

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-07.xml to the Firewall

Create a Source NAT Policy Rule

e Use the Information in the tables below to create a new Destination NAT Rule.

General tab
Parameter Value
Name Inside_Nets_to_Internet
NAT Type ipvd
Description Translates traffic from Users_Net and Extranet to
203.0.113.20 outbound to Internet

Original Packet tab
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Parameter Value

Source Zone Users_Net
Extranet

Destination Zone Internet

Destination Interface ethernetl/1

Service any

Source Address Any

Destination Address Any

Translated Packet tab (Source Address Translation section)

Parameter Value

Translation Type Dynamic IP And Port
Address Type Interface Address
Interface ethernetl/1

IP Address 203.0.113.20/24

Commit the configuration

e Commit the changes before proceeding

Verify Internet Connectivity

e From the Terminal window on the client desktop, ping 8.8.8.8

You should now receive a reply

e Use the testing browser to connect to www.paloaltonetworks.com

e Browse to several other websites to verify that you can establish connectivity to the
Internet security zone

e Examine the firewall Traffic Log to verify that there is allowed traffic that matches the
Security Policy rule Users_to_Internet

Create a Destination NAT Policy

Use the information in the tables below to create a Destination NAT address on the firewall
using an IP address on the Users_Net network. The firewall will translate traffic that hits this
address to the destination IP address of the web server in the Extranet Zone.

General tab
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Parameter Value

Name Dest_NAT_To_Webserver

NAT Type ipv4

Original Packet tab

Parameter Value

Source Zone Users_Net
Destination Zone Users_Net
Destination Interface ethernetl/2
Service any
Destination Address 192.168.1.80

Translated Packet tab (Destination Address Translation section)

Parameter Value
Destination Address Static IP
Translation Translation

Type

Translated Address 192.168.50.80

Commit the configuration

e Commit the changes before proceeding

Test the Destination NAT Rule

e Use the testing browser and connect to http://192.168.1.80 to verify access to
the web page for the Extranet server

e Search the Traffic Log to locate entries with a Destination IP of 192.168.1.80

e Inthe Security Policy window, use the Log Viewer option for the Users_to_Extranet to
jump to entries in the Traffic Log that match the rule
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Detailed Lab Steps

Apply a Baseline configuration to the Firewall

To start this lab exercise, you will load a preconfigured firewall configuration file.

1. Inthe firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down arrow next to the Name field and select edu-210-11.1a-07.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK to close the Load Named configuration window.
Click Close to close the Loading configuration window.

Click the Commit button at the upper right of the web interface.
Leave the remaining settings unchanged and click Commit.
Wait until the Commit process is complete.

Click Close to continue.

© N s

Create a Source NAT Policy Rule

You must create entries in the firewall’s NAT Policy table in order to translate traffic from
internal hosts (often on private networks) to a public, routable address (often an interface on
the firewall itself). NAT rules provide address translation and are different from Security
Policy rules, which allow and deny packets. You can configure a NAT Policy rule to match a
packet’s source and destination zone, destination interface, source and destination address,
and service.

In your previous ping test to an Internet host, the ping traffic from your client is allowed by
the Security Policy rule, but the packets leave the firewall with a non-routable source IP
address from the private network of 192.168.1.0/24.

In this section, you will create a NAT Policy rule to translate traffic from the private networks
in the Users_Net and Extranet security zones to a routable address. You will use the same
interface IP address on the firewall (203.0.113.20) as the source IP for outbound traffic from
both Users_Net and Extranet hosts.
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Internet
Zone

——

NAT Policy Rule
Inside_Nets_to_Internet
Translate to 203.0.113.20

(ethernet1/1)

=

_/

Users_Net
Zone

Extranet
Zone

10. In the web interface, select Policies > NAT.
11. Click Add to define a new source NAT Policy.

The NAT Policy Rule configuration window should open.

12. Configure the following:

Parameter Value
Name Inside_Nets_to_Internet
NAT Type Verify that ipv4 is selected
Description Translates traffic from Users_Net and Extranet to
203.0.113.20 outbound to Internet
NAT Policy Rule

Translated Packet

| General Original Packet

Name | Inside_Nets_To_Internet

Description Translates traffic from Users_Net and Extranet to 203.0.113.20 cutbound to Internet
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13. Click the Original Packet tab and configure the following:

Parameter Value
Source Zone Click Add and select the Users_Net zone
Click Add and select the Extranet zone
Destination Zone Select Internet from the drop-down list
Destination Interface Select ethernet1/1 from the drop-down list
Service Verify that the any is selected
Source Address Verify that the Any check box is selected
Destination Address Verify that the Any check box is selected
NAT Policy Rule @
General | Original Packet Translated Packet
Any Destination Zone Any Any
[[] | souRcEe zoNE Internet E] SOURCE ADDRESS [T] | DESTINATION ADDRESS
[J ' = Extranet
] 3 Users_Net
N\ Destination Interface
ethernet1/1 ]
Service
any

(#) Add

(+) Add +) Add

This section defines what the packet will look like when it reaches the firewall. Note

Add both zones ]

that we are using a single NAT rule to translate both source zones to the same
interface on the firewall. You could accomplish this same task by creating two

separate rules — one for each source zone — and using the same external firewall
interface.

14. Click the Translated Packet tab and configure the following under the section for
Source Address Translation:

Parameter Value

Translation Type Select Dynamic IP And Port from the drop-down list
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Parameter Value
Address Type Select Interface Address from the drop-down list
Interface Select ethernet1/1 from the drop-down list
IP Address Select 203.0.113.20/24 from the drop-down list. (Make sure that you
select the interface IP address from the drop-down list and do not type
it.)
NAT Policy Rule @
General Original Packe Translated Packet
Source Address Translation Destination Address Translation
/"I:mmlati[m Type Dynamic IP And Port \ Translation Type | None

Address Type | Interface Address
Interface | ethernet1/1

IP Address | 203.0.113.20/24

- J

This section defines how the firewall will translate the packet.

Note: You are configuring only the Source Address Translation part of this window.

Leave the destination address translation Translation Type set to None.

15. Click OK to close the NAT Policy Rule configuration window.
16. Verify that your configuration matches the following:

Original Packet Translated Packet
DESTINATION | SOURCE DESTINATION DESTINATION
NAME SOURCE ZONE ZONE ADDRESS ADDRESS SOURCE TRANSLATION TRANSLATION
Inside_Nets_To_Internet B= Extranet B Internet any any dynamic-ip-and-port none
E® Users_Net ethernet1/1

203.0.113.20/24
Note that some columns have been hidden in the image.

Commit the configuration
17. Click the Commit button at the upper right of the web interface.
18. Leave the settings unchanged and click Commit.
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19. Wait until the Commit process is complete.
20. Click Close to continue.

Verify Internet Connectivity

In this section, you will test the configuration of your NAT and Security policies.
21. From the Terminal window on the client desktop, ping an address on the internet by

issuing the following command:

lab-user@client-a:~/Desktop/Lab-Files$ ping 8.8.8.8 <Enter>

22.
23.
24,

25.
26.

You should now receive a reply:

a lab-user@client-a: ~/Desktop/Lab-Files

lab-user@client-a:~/Desktop/Lab-Files

-

lab-user@client-a:~/Desktop/Lab-Files$ |

After several seconds, use Ctrl+C to stop the ping.
Open the testing browser and connect to www. paloaltonetworks.com.

Browse to several other websites to verify that you can establish connectivity to the
Internet security zone.

Close the testing browser.

In the configuration browser, examine the firewall Traffic log by selecting Monitor >
Logs > Traffic.
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27. Clear any filters you have in place by clicking the Clear Filter button in the upper right
corner of the window.

Clear Filter

28. Verify that there is allowed traffic that matches the Security Policy rule
Users_to_Internet:

RECEIVE TIME FROM ZONE | TO ZONE SOURCE DESTINATION TO PORT | APPLICATION ACTION | RULE

18:36:29  Users_Net Internet 192.168.1.254 B.8.8.8 53 ins Users_to_Internet
Users_Net Extranet 192.168.1.25 192.168.50.53 53 . llow Users_to_Extran
03/03 18:36:19  Users_Net Extranet 192.168.1.25 192.168.50.53 53 ine llow Users_to_Extranet

Users Net  Intemet 192.168.1.254 B8.8.8.8 5 in: Users_to_Internet

Traffic log entries should be present based on the internet test. A minute or two
may elapse for the log files to be updated. If the entries are not present, click the
refresh icon:

Q

Create a Destination NAT Policy

In this section, you will create a NAT address on the firewall using an IP address on the
Users_Net network. The firewall will translate traffic that hits this address to the destination IP
address of the web server in the Extranet Zone.

You will connect from the client host (192.168.1.20) to the NAT IP address on the firewall
(192.168.1.80). The firewall will translate this connection to the DMZ server at 192.168.50.10.
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This exercise will help you see how to configure Destination NAT rules.

NAT Policy Rule
Dest_NAT_to_Web
Translate to 192.168.50.80
(Extranet web server)

Destination NAT IP
192.168.1.80

. Users_Net Extranet
Client-A Zone Zone

29. In the web interface, select Policies > NAT.
30. Click Add to define a new destination NAT Policy rule.
The NAT Policy Rule configuration window should open.

31. Configure the following:

Parameter Value

Name Dest_NAT_To_Webserver

Description Translates traffic to web server at 192.168.50.80
NAT Type Verify that ipv4 is selected

NAT Policy Rule

General Original Packet Translated Packet

Name | Dest_NAT_to_Webserver

Description | Translates traffic to web server at 192.168.50.80

7

Tags

Group Rules By Tag | None

NAT Type |ipv4

Audit Comment

32. Click the Original Packet tab and configure the following:
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Parameter Value
Source Zone Click Add and select Users_Net
Destination Zone Select Users_Net from the drop-down list
Destination Interface Select ethernet1/2 from the drop-down list
Service Select any from the drop-down list
Destination Address Click Add and manually enter 192.168.1.80
NAT Policy Rule @

C;me_ml[ Original Packet ]T'-_r“.uld[r(l Packet

1 Any Destination Zone Any — Any

[[] | source zoNEe Users_Net [C] | sourceE ADDRESS [C] | DESTINATION ADDRESS

r "
[ Hb»c'-.»_\r'.] % 2 192.168.1.80 ]

Destination Interface

ethernet1/2

W
]

Manually enter

any

(+) Add Delete +) Add ) Add P Delete

The Original Packet tab defines how the packet will look when it reaches the
firewall. When selecting the Destination Zone, remember that the IP address we

are using (192.168.1.80) is one that resides on the firewall in the Users_Net security
zone.

33. Click the Translated Packet tab and configure the following:

Parameter Value

Destination Address
Translation Translation

Type

Select Static IP from the drop-down list

Translated Address Type 192.168.50.80 (address of the Extranet web server)
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NAT Policy Rule

General Original Packet

Translated Packet

Source Address Translation

Translation Type None

Destination Address Translation
Translation Type | Static IP
Translated Address  192.168.50.80

- [ = T
T =T Te

[ | Enable DNS Rewrite

Leave the Source Address Translation section set to None because we are
performing only destination translation in this exercise.

34. Click OK to close the NAT Policy Rule configuration window.

A new NAT Policy rule shoul

d display in the web interface.

35. Verify that your configuration matches the following:

The Translated Packet tab defines how the firewall will translate a matching packet.

Original Packet Translated Packet
DESTINATION SOURCE DESTINATION SOURCE DESTINATION
NAME SOURCE ZONE | ZONE ADDRESS ADDRESS TRANSLATION TRANSLATION
1  Inside_Nets_to_Internet = Extranet M= Internet any dynamic-ip-and-port
= Users_Net thernet1/1
20 20/2
2| Dest_NAT_To_Webserver B’ Users_Net [ Users_Net ny @ 192.168.1.80 none ation-translatior

Commit the configuration

36. Click the Commit button at the upper right of the web interface.
37. Leave the settings unchanged and click Commit.
38. Wait until the Commit process is complete.

39. Click Close to continue.

Test the Destination NAT Rule

In this section you will test the destination NAT Policy rule by opening a browser connection to
the NAT IP address 192.168.1.80.
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40. Open the testing browser and connect to http://192.168.1.80.
41. Verify that you can view the web page for the Extranet server:

| & Extranet Lab Server X | +

€& > C A Notsecure| 192.168.1.80

& Review @ Test-Phishing @ Palo Alto Netwo... [l Extranet

Hello World !

My name is www.panw.lab.
My address is 192.168.50.80.

42. Close the testing browser window.

43. In the web interface, select Monitor > Logs > Traffic.

44. Use a filter to locate the entry for Destination IP 192.168.1.80:
( addr.dst in 192.168.1.80 )

(Q (addr.dst in 192.168.1.80 )

RECEIVETIME | FROM ZONE | TO ZONE | SOURCE DESTINATION TO PORT | APPLICATION ACTION | RULE

@ 03/03 18:41:34  Users_Net Extranet 192.168.1.20 192.168.1.80 80 web-browsing allow Users_to_Extranet

45. Note the Security Policy rule that was matched: Users_to_Extranet.

46. As an alternate method to access the Traffic log in the web interface, select Policies >
Security.
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47. Select the drop-down icon next to the rule entry for Users_to_Extranet and choose Log
Viewer:

:-_- v :4 IOW m l SOrs ; rq. t
1
4 ers_to_Internet : [ Filter | Users_Ne
|
l- & A
5 | Extr " PR -Dl 5] Log Viewer | Extranet
T Move
6 intrazone-default r{: Copy UUID v an
Global Find
4 \ 11t ,

O This process opens the Traffic log and applies a filter automatically to display only
those entries that match the Security Policy rule “Users_to_Extranet.”
L __J
-

MONITOR

= Logs | (rule eq 'Users_to_Extranet)
L:“-_-_ Traffic
@ Threat FROM
RECEIVE TIME ZONE TO ZONE SOURCE

3 URL Filtering
— - £ = = ] 19:39-0) sers Net Fxtranet 10

48. Click the X icon to clear the filter from the log filter text box.
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Stop. This is the end of the lab.
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Lab 8: Controlling Application Usage with App-ID

The old firewalls in your network only allowed you to block or allow traffic using Layer 3 and
Layer 4 characteristics. With the deployment of the new Palo Alto Networks firewall, your
control over traffic now includes which applications are allowed or blocked into and out of your

network.

The list of applications that Palo Alto Networks maintains is long, but you already know some of
the applications that you must allow from and to your security zones. You will create an
Application Group and include individual applications that the Palo Alto Networks devices use.
You will then use this Application Group as part of a Security Policy rule. This process will give
you practice in creating Security Policy rules that take advantage of applications instead of
simply Layer 3 and Layer 4 traffic characteristics.

Lab Objectives

e Load a baseline configuration

e Generate application traffic

e Configure an application group

e Configure a Security Policy to allow update traffic
e Test the Allow-PANW-Apps Security Policy rule
e Identify shadowed rules

e Modify the Security Policy to function properly

e Test the modified Security Policy rule

High-Level Lab Steps

Use the information in the sections below to complete the objectives for this lab. We suggest that
you use this section only if you have extensive experience working with Palo Alto Networks
firewalls.

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-08.xml to the Firewall.

Configure an Application Group

e Use the information below to create an Application Group

Parameter Value
Name paloalto-apps
Applications paloalto-dns-security
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Parameter

Value

paloalto-updates
paloalto-wildfire-cloud

pan-db-cloud

Configure a Security Policy Rule to Allow Update Traffic

Use the information below to create a Security Policy rule to allow Palo Alto Networks

update traffic.
Parameter Value
Name Allow-PANW-Apps
Description Allows PANW apps for firewall

Source Zone Users_Net

Source Address 192.168.1.254

Destination Zone Internet

Destination Address Any

Applications paloalto-apps
Service application-default
URL Category Any

Action Allow

Log At Session End Enabled

Commit the configuration

e Commit the changes before proceeding

Test the Allow-PANW-Apps Security Policy Rule

e On the firewall, use the Check Now option for Dynamic Updates to test the Security
Policy rule — Allow-PANW-Apps.

e Create and apply a filter to search for log entries that contain the application paloalto-
updates

* Note which rule allowed the application traffic to pass through the firewall

e Determine why the firewall traffic did not hit the Allow-PANW-Apps rule
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Identify Shadowed Rules

e Use the Tasks Manager — All Tasks window to locate the most recent entry for Commit
under Type

e Use the information in the Rule Shadow tab to determine why firewall traffic did not hit
the Allow-PANW-Apps rule

Modify the Security Policy to Function Properly

e Use the information below to update the Users_to_Internet Security Policy rule to allow
only specific applications (instead of any).

Parameter Value
Applications dns
ping

ssl

web-browsing

Commit the configuration

e Commit the changes before proceeding and verify that you do not get any commit
warnings about Rule Shadowing

Test the Modified Security Policy Rule

e On the firewall, use the Check Now option for Dynamic Updates to test the Security
Policy rule — Allow-PANW-Apps.

e Create and apply a filter to search for log entries that contain the application paloalto-
updates

» Note which rule allowed the application traffic to pass through the firewall

Generate Application Traffic

e Generate application traffic by double-clicking on the icon for App Generator on the
Client-A desktop

e Allow the script to complete

e Examine the Traffic Log and note the entries under the Application column for the
Client-A host

e Use the information in the columns for Application, Action and Rule to answer the
following questions.

e Are there any applications that you should not allow from the Users_Net zone to
the Extranet zone?
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e Are there any applications being denied from the Users_Net zone that you should
allow?
Research Applications

e Use the Application database on the firewall to research one of the three applications
below:

e dailymotion
e yammer-base
e scribd-base

e Answer the following questions about the application you have chosen to research:
* What category does the application fall into?

e What risk level has Palo Alto Networks assigned to the application?

e What are some of the characteristics of this application that might make you want
to block its use on your network?

e Should you allow this application on your company’s production network?

Update Security Policy Rules

o Edit the Users_to_Extranet Security Policy rule and allow only the following

applications:
e web-browsing
e ssl
e ssh
* ping
e dns
e 1ldap
e radius

e Edit the Users_to_Internet Security Policy rule and allow only the following
applications and their dependencies.

e dns

* ping

e ssl

e web-browsing
e yelp

e dropbox
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e ms-office365

Commit the configuration

e Commit the changes before proceeding

Test the Updated Security Policy Rules

e Run the Traffic Generator script again on the Client-A desktop (App Generator)

» Create and apply a filter in the Traffic log to display sessions that the firewall has
blocked

* Note the applications that are now being blocked.

Enable the Application Block Page

e To see the kind of behavior a user will experience without the Application Block Page
enabled, open the testing browser and attempt to connect to http://www.shutterfly.com.

* Note how the browser responds.

e Enable the Application Block Page under Device > Response Pages.

Commit the configuration

e Commit the changes before proceeding

Test the Application Block Page

» To see the kind of behavior a user will experience with the Application Block Page
enabled, open the testing browser and attempt to connect to http://www.shutterfly.com.
* Note how the browser responds.
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Detailed Lab Steps

Apply a Baseline configuration to the Firewall

To start this lab exercise, load a preconfigured firewall configuration file.
1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down list next to the Name text box and select edu-210-11.1a-08.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK.

A window should open that confirms that the configuration is being loaded.
Click Close.

Click the Commit link at the upper right of the web interface:

Click Commit again and wait until the commit process is complete.

Click Close to continue.

© N s

Configure an Application Group

In this section, you will configure an application group called paloalto-apps that includes
some Palo Alto Networks applications. The firewall uses these applications to label and
control access to the content update network and other Palo Alto Networks products and
features. You will add the application group to a Security Policy rule later in this lab exercise.

Application
Group

/ paloalto-apps

/] paloalto-dns-security

L~ paloalto-updates

Applications

paloalto-wildfire-cloud

\ pan-db-cloud /

10. Inthe web interface, select Objects > Application Groups.

© 2024 Palo Alto Networks, Inc. Page 167



11. Click Add and configure the following:

Parameter Value
Name paloalto-apps
Applications paloalto-dns-security

paloalto-updates

paloalto-wildfire-cloud

pan-db-cloud

Application Group 6]

Mame | paloalto-apps

IS
A~

4 items % ol

O

APPLICATIONS
paloalto-dns-security
paloalto-updates

paloalto-wildfire-cloud

pan-db-cloud

E\Q Browse @ Add

Note that we are only adding a few of the Palo Alto Networks entries to this group
as an example of how to create an Application Group. The list you are building here

O is not necessarily inclusive of all Palo Alto Networks applications that you might
need to allow in a production environment.
=

You can also use the Browse button in the Application Group window to add these
entries.

12. Click OK to close the Application Group window.

Configure a Security Policy Rule to Allow Firewall Update Traffic

In this section, you will create a specific Security Policy rule to allow the firewall to use Palo
Alto Networks applications, including content updates.
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13. Select Policies > Security.

14. Click Add to create a new Security Policy rule.

15. On the General tab, type A11low-PANW-Apps as the Name.
16. For Description, enter Allows PANW apps for firewall.
17. Click the Source tab and configure the following:

Parameter

Value

Source Zone

Users_Net

Source Address

192.168.1.254

O Note that 192.168.1.254 is the IP address of the management interface on the
firewall.
L __J
-

18. Click the Destination tab and configure the following:

Parameter Value
Destination Zone Internet
Destination Address Any

19. Click the Application tab and configure the following:

Parameter

Value

Applications

paloalto-apps

letters of the group name, and the interface will display only those entries that

match. Application Groups appear at the very end of the Application list.

O To locate your paloalto-apps Application Group, start typing in the first few
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Security Policy Rule

General Source Destination Application Service/URL Catej

Any

[] | ApPLICATIONS

r
& Paloalto-apps

: .l':'.dfi l- Dvh'tq_'

20. Click the Service/lURL Category tab and verify that application-default and Any are

selected.
21. Click the Actions tab and verify the following:

Parameter Value
Action Allow
Log Setting Log at Session End

22. Click OK to close the Security Policy Rule window.

The “Allow-PANW-Apps” rule should be listed just above the “intrazone-default” rule in the

Security Policy rule list.
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Source Destination
URL
NAME ACTION | ZONE ZONE APPLICATION CATEGORY PROFILE
1  Block-Known-Bad-IPs @l Deny [ Extranet | [ Internet = any any none
= Users_Net

2  migrated-ftp-rule-port-based (@ Allow [ Users_Net [ Extranet any any none

3  Users_to_Extranet (@) Allow [ Users_Net [ Extranet any any none

4  Users_to_Internet (@ Allow [ Users_Net [ Internet | any any m@
| 5 | Extranet_to_Internet () Allow === Extranet | Internet | any any none

6 | Allow-PANW-Apps @ Allow [ Users Net [ Internet [ paloalto-apps  any none

7  intrazone-default ® @ Allow = any (intrazone) any any none

8 interzone-default {’; Deny any any any any none

Some of the columns in the Security Policy table shown here have been hidden or rearranged.

Commit the configuration

23. Click the Commit button at the upper right of the web interface.
24. Leave the settings unchanged and click Commit.
25. Wait until the Commit process is complete.

26. When the commit process completes, notice that there is an additional tab available for

Rule Shadow.

Commit Status

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully
Local configuration size: 32 KB
Predefined configuration size: 16 MB

Commit Rule Shadow

Merged configuration size{local, panorama pushed, predefined): 17 MB
Maximurn recommended merged configuration size: 17 MB (100% confipured)
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This tab only appears when you have a rule that shadows other rules. You will fix
the rule shadow issue in a later section of the lab.

27. Close the Commit window.

Test the Allow-PANW-Apps Security Policy Rule

In this section, you will test the new Security Policy rule for Allow-PANW-Apps to see how
it is working.

28. In the web interface, select Device > Software.

29. Click Check Now:

¥ 3 Check Now| - Upload

r

This action instructs the firewall to check for new versions of the PAN-OS software.
A The application used for this task by the firewall is called paloalto-updates and is

[ ]

[ ]

one that you included in the Application Group called paloalto-apps.

30. Select Monitor > Logs > Traffic.
31. Clear any filters you have in place.

32. Create and apply a filter to search for log entries that contain the application paloalto-
updates:

( app eq paloalto-updates )

()  (app eq paloalto-updates)

RECEIVE TIME FROM ZONE | TO ZONE SOURCE DESTINATION TO PORT | APPLICATION ACTION | RULE
T 03/04 13:52:56 Users_Net Internet 192.168.1.254 34.96.84.34 443 paloalto-updates allow Users_to_Internet
e 03/04 13:50:26 Users_Net Internet 192.168.1.254 107.178.249.2... 443 paloalto-updates allow Users_to_Internet
4 03/04 13:45:26 Users_Net Internet 192.168.1.254 107.178.249.2... 443 paloalto-updates  allow Users_to_Internet
g 03/04 13:40:26 Users_Net Internet 192.168.1.254 107.178.249.2.. 443 paloalto-updates allow Users_to_Internet

Leave this filter in place for later testing in this lab.

33. Which rule allowed the application traffic to pass through the firewall?
It should be the Users_to_Internet rule.
34. Why did the firewall traffic not use the Allow-PANW-Apps rule?

Because the Users_to_Internet rule ‘shadows’ the Allow-PANW-Apps rule. Traffic matched the
Users_to_lInternet rule and the firewall carried out the allow action. There is no reason for the
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firewall to continue comparing packet characteristics to any following rules after it has found a
match. Remember: Rule order is important!

Identify Shadowed Rules

The firewall provides notification when you have a rule shadowing one or more other rules.
The Rule Shadow tab appears at the end of the Commit process.

However, you might not always notice the Rule Shadow tab, so in this section, you will use
the Task list to examine your earlier Commit messages.

35. In the bottom right corner of the web browser, click the Tasks button.

36. In the Tasks Manager — All Tasks window, scroll down to locate the most recent entry
for Commit under Type.

37. Click the link for Commit.

Task Manager - All Tasks (€)) ]
33items —

TYPE STATUS START TIME MESSAGES ACTION
Commit Completed 09/08/22 17:57:04 Commit Processing

By: admin

Start Time

(Dequeued Time):

09/08/22 17:57:04
Commit Completed 09/08/22 17:51:31 Commit Processing

By: admin

Start Time
Lot e Ll

38. Select the Rule Shadow tab.
The interface shows you which rule is shadowing other rules.

39. Click the number under Count (in this example, the value is 1).
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Job Status - Commit - Job ID - 58 @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully
Local configuration size: 32 KB
Predefined configuration size: 16 MB
Merged configuration sizellocal, panorama pushed, predefined): 17 MB
Maximum recommended merged configuration size: 17 MB (100% configured)

Commit Rule Shadow

l:_:'_ 1 itemn % b4 I:'\ 1 item % pod

RULE TYPE COUNT w : SHADOWED RULE ~

Users_to_Internet security-rule 1 [— Rule 'Users_to_Internet’ shadows rule ‘Allow-
PANW-Apps'

The value under the Count column indicates the number of rules that are
shadowed. The Shadowed Rule column shows you details about which rule is
shadowed.

You can use this detailed information to modify your Security Policy rule order to
make certain traffic hits rules in the correct manner.

40. Close the Job Status Commit window.
41. Close the Task Manager — All Tasks window.

Modify the Security Policy to Function Properly

In this section, you will modify your Security Policy to ensure that firewall update traffic hits
the Allow-PANW-Apps rule.

42. In the web interface, select Policies > Security.

43. Highlight the entry for Allow-PANW-Apps but do not open it.

44. Move the entry to the third row of the Policy — just below the two Block rules for known
bad IP addresses.

O You may drag and drop the Allow-PANW-Apps entry to the correct location, or you
pe can use the Move button at the bottom to place the rule in the right spot.

L __J

-
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DASHBOARD MONITOR POLICIES

Source Destination
NAME ACTION ZONE ADDRESS ZONE ADDRESS
1 | Block-from-Known-Bad-Addresse Deny = [& Internet [@ Palo Alto Networks - Bulle... | & Extranet )
E? Palo Alto Networks - High ... = 8 Users_Net
[@ Palo Alto Networks - Kno...
2 | Block-to-Known-Bad-Addresses Deny = [# Extranet  any P& Internet B Palo Alto Networks
A Users_Net @ Palo Alto Networks

[ Palo Alto Networks

3 | Allow-PANW-Apps Allow = [ Users_Net @ 192.168.1.254 BA Internet Ny
4  Users_to_Extranet @ Allow R Users_Net  any & Extranet any
5 | Users_to_Internet J) Allow | [ Users_Net | any P& Internet any
6 Extranet_to_Internet Allow [ Extranet ny P& Internet Ny

Note that several columns have been hidden or rearranged in the example shown here.

Commit the configuration
45. Click the Commit button at the upper right of the web interface.
46. Leave the settings unchanged and click Commit.
47. Wait until the Commit process is complete.

48. Did you get any commit warnings on a Rule Shadow tab about one rule shadowing
another rule?

You should not receive any commit warnings.

49. Click Close.

Test the Modified Security Policy

In this section, you will test the modified Security Policy to verify that it is working as
expected. You want to verify that Dynamic Update traffic from the firewall uses the Allow-
PANW-Apps rule and not the Users_to_Internet rule.

50. In the web interface, select Device > Software.
51. Click Check Now:

¥ 3 Check Now| - Upload

© 2024 Palo Alto Networks, Inc. Page 175



52. Select Monitor > Logs > Traffic.

53. If your filter is still in place, click the Apply Filter button, or create a filter to search for
update traffic:

( app eq paloalto-updates )

54. Look for the log entries for the application paloalto-updates. Which rule allowed the
application traffic to pass through the firewall?
It should be the “Allow-PANW-Apps” rule.

) (app eq paloalto-updates )

RECEIVE TIME FROM ZONE | TO ZONE SOURCE DESTINATION TO PORT | APPLICATION ACTION] RULE

03/04 14:02:56 Users_Net Internet 192.168.1.254 34.96.84.34 443 paloalto-updates allow Allow-PANW-

03/04 14:02:56 Users_Net Internet 192.168.1.254 34.96.84.34 443 paloalto-updates allow Allow-PANW-
App

03/04 14:02:56 Users_Net Internet 192.168.1.254 34.96.84.34 443 paloalto-updates allow Allow-PANW-
Aprg

03/04 14:02:56 Users_Net Internet 192.168.1.254 34.96.84.34 443 paloalto-updat Allow-PANW-
Apps

Generate Application Traffic

In this section, you will run a short script that generates application traffic from your client
workstation to hosts in the Internet and Extranet security zones.

55. On the client desktop, generate application traffic by double-clicking the icon for App
Generator:

®

App
Generator

56. Press ENTER in the opened window to start the script.

57. Allow the script to complete and then press ENTER to close the window.
58. Examine the Traffic log by selecting Monitor > Logs > Traffic.

59. Clear any filters you may have in place.

60. Create and apply a filter to display sessions from your client workstation (192.168.1.20)
that do not include the application dns:

( addr.src in 192.168.1.20 ) and ( app neq dns )

O Excluding the dns application from the display will make it easier for you to see
el other applications in use on the network.

-—

-
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61. Note the information under the Application, Action and Rule columns.

O You should see entries for a variety of applications. Some of the entries will be
— recognizable and others will be for applications you may never have heard of.
-

62. Use the information in the columns for Application, Action and Rule to answer the
following questions. You can also use filters to help you find the answers from the
Traffic log.

‘-:1‘ ( addr.src in 192.168.1.20 ) and ( app neq dns )

RECEIVE TIME | FROM ZONE | TO ZONE | SOURCE DESTINATION | TO PORT | APPLICATION |ACTION |RULE

03/08 17:24:20 Users_Net Internet 192.168.1.20 ' 151.101.0.116 443 yelp-base allow Users_to_Internet
03/08 17:24:12 Users_Net Internet 192.168.1.20 23.221.22.170 443 gotomeeting allow Users_to_Internet
03/08 17:24:07 Users_Net Extranet 192.168.1.20 | 192.168.50.80 80 web-browsing allow Users_to_Extranet
03/08 17:24:04  Users_Net Internet 192.168.1.20 13.107.6.159 443 yammer-base allow Users_to_Internet
03/08 17:24:04 Users_Net Internet 192.168.1.20 | 23.216.68.169 443 webex-base allow Users_to_Internet
03/08 17:24:04  Users_Net Internet 192.168.1.20  203.205.251.1... 443 wechat-base allow Users_to_Internet
03/08 17:24:03 Users_Net Extranet 192.168.1.20 | 192.168.50.150 0 ping allow Users_to_Extranet
03/08 17:24:03  Users_Net Internet 192.168.1.20 184.84.66.128 | 443 viber-base allow Users_to_Internet
03/08 17:24:03 Users_Net Internet 192.168.1.20 | 216.239.36.21 443 ssl allow Users_to_Internet
03/08 17:24:02 Users_Net Internet 192.168.1.20 104.244.42.193 443 twitter-base allow Users_to_Internet
03/08 17:24:02 Users_Net Internet 192.168.1.20 @ 18.195.149.18 443 teamdrive-base | allow Users_to_Internet

e Are there any applications that you should not allow from the Users_Net zone to the
Extranet zone?

There is no right or wrong answer to this question.
Whether the list of allowed applications is ‘correct’ or not depends on your environment
and the applications and services running on the destination servers.

FTP is an insecure application, and you might be tempted to deny it. However, your
organization may have an old process in place that relies on FTP to transfer files. Denying
FTP would break that process, so be careful.

You can use the output of the Traffic log to identify the kinds of applications in use in your
network. You can then research the applications in question to make an informed decision
about them. You can also use the source and destination information to find out more about
why an application is in use.

e Are there any applications being denied from the Users_Net zone that you should allow?
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Another trick question!

The answer depends on your organization and the applications that are necessary for
employees to do their jobs. Although you may not think it appropriate to use social media
applications during work, organizations like sales and marketing often use those types of
applications to drive awareness and branding. Your company may rely on Dropbox as the
sanctioned cloud storage application, so should you be concerned that someone is using
boxnet? Or sharefile? What is dailymotion and who uses it?

You cannot answer these kinds of questions intelligently without additional information.
Fortunately, Palo Alto Networks provides that kind of information within the firewall itself.

Research Applications

Now that you have access to detailed information about the applications in use in the network,
you can use tools available from Palo Alto Networks to help answer the questions at the end of
the last section. In this section, you will locate one application and find out more information
about it so you can make an informed decision about whether to allow it onto your network or
not.

63. In the Traffic log, locate the entry for one of the three applications listed below:

e dailymotion
e yammer-base
e scribd-base

O Note that you can use the navigation buttons at the bottom of the window, or you
— can create and apply a filter to locate the application entries.
-

64. Use the Applications database to find details about the application you have chosen to
research.

65. Select Objects > Applications.
66. In the Search field, enter the name of the application as it appears in the Traffic log.
67. Click the magnifying glass icon to search.
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Search ( dmlymchonl ———————————————— All

2 Address Groups CATEGORY SUBCATEGORY

t‘; Region . . .
x business-systems audio-streaming
£ Dynamic User Groups : z

- collaboration auth-service

-=| Applications :

(j 1 general-internet database

5 Application Groups 2 =
— 1 media email

The previous example shows searching for the dailymotion application.

68. The Applications database will display all entries that match the Search.
69. Click directly on the entry for application below the Name column.

Search (dailymotion ) All « Clear Filters
CATEGORY SUBCATEGORY RISK TAGS
1 media 1 photo-video f Web App
NAME CATEGORY SUBCATEGORY RISK TAGS

B dailymotion media photo-video 4 m

The previous example shows selecting the dailymotion entry.

70. The Applications database entry will display detailed information about the application:
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Application @

Name: dailymotion Description:
Standard Ports: tcp/80,443 Dailymotion is a video hosting service website, based in Paris, France.
Its domain name was registered one month after YouTube (but the site
Depends on: ssl, web-browsing opened one month earlier) with gandi.net, a French internet domain
name provider, and at least one name server is based in France with the
Implicitly Uses: .fr name extension.

Deny Action: drop-reset

Additional Information: Wikipedia Google Yahoo
Characteristics Options
Evasive: yes Tunnels Other Applications: no TCP Timeout (seconds): 3600 Customize..
Excessive Bandwidth Use: yes Prone to Misuse: yes TCP Half Closed (seconds): 120 Customize
Used by Malware: no Widely Used: yes TCP Time Wait (seconds): 15 Customize
Capable of File Transfer: yes App-1D Enabled: yes

Has Known Vulnerabilities: yes

Classification

Category: media
Subcategory: photo-video

Risk: n Customize.

71. Answer the following questions about the application you have chosen to research.

What category does the application fall into?

In the bottom left corner of the window under the Classification section, you can see the entry
for Category.

What risk level has Palo Alto Networks assigned to the application?

The Risk level will be listed under the Classification section on a scale of 1 (Safe) to 5 (Very
Risky).

What are some of the characteristics of this application that might make you want to
block its use on your network?

Under the Characteristics section of the window you can see a list of traits for the application. A
Yes answer for a characteristic increases the risk rating of that application.

Should you allow this application on your company’s production network?

Note that this last question does not have a right or wrong answer. Whether you allow an
application on your network depends on numerous factors. Even if the application presents
some risk, your organization may need to use it (“I can’t do my job without it!”), or there may be
lots of employees that prefer the application over safer alternatives (“We’ve always used this
application!”). Part of your job as a security professional is to identify network risks and to
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mitigate them when possible. You can use the detailed information about applications on your

network to advocate for safer alternatives when possible.

72. Click Close in the Application window.

Update Security Policy Rules

When you created the Users_to_Extranet and the Users_to_Internet Security Policy rules in an
earlier lab, you set the Application to Any.

After your research, you can now update both rules to allow only applications that are necessary
for your organization.

73. Navigate to Policies > Security.

74. Edit the entry for Users_to_Extranet.

75. Select the tab for Application.

76. Uncheck the option for Any.

77. Click Add under the Applications section.

78. Type in the first few letters of web-browsing and allow the list to update with the

available selection.

Security Policy Rule

General Source Desﬁnation[ Application ] Service/URL Cate;

DAny
[T} | APPLICATIONS
[ web-brd

Application
web-browsing

New [& Application Filter Lz Application Group

79. Select the entry for web-browsing to add it to the list.
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Security Policy Rule

General Source Destination Application Service/Ul

D Any

] ’ APPLICATIONS ~

| 4
[ [Eg) web-browsing

(¥) Add (=) Delete

80. Click Add again.
81. Enter ss1 and choose it from the list.
82. Repeat this process and add the following applications to this Security Policy rule:
e ssh
* ping
e dns
e ldap
e radius
83. When complete, your list of applications should look like the following:
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Security Policy Rule

General Source Destination Application Service/URL C;

D Any

[C] | APPLICATIONS ~
/l | dns \
L] Idap
(] ping
L] radius
L] ssh
L] ssl

\l | webfbrowsing/

(+) Add

84. Click OK to close the Security Policy rule.

85. In the Security Policy table, click the entry for Users_to_Internet to edit it.
86. Select the tab for Application.

87. Uncheck the box for Any.

88. Add the following applications to this Security Policy rule:

e dns

e ping

e ssl

e web-browsing
e yelp

e dropbox

Note —when you add the dropbox application, the web interface adds an entry to
the Depends On column for the google-base application.

e ms-office365
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Note — when you add ms-office365, the web interface adds additional applications
to the Depends On list.

89. When complete, the Applications list should have seven entries and the Depends On

list should have multiple entries.

Security Policy Rule

Destination

General Source
[ Any
ﬁ APPLICATIONS ~

(. dropbox
r ’

LJ ms-office365
r

U ping
r

J ssl|
r

LJ web-browsing
r

] velp

~

Application

:/URL Category Actions

Service

6::::::3'1'

DEPENDS ON ~

\
google-base

hotmail

http-audio

http-video
office365-consumer-access

office365-enterprise-access

rtcp

J

Usage

12 items

Automatically

- X

. added

Note that the list of applications in the Depends On column may differ from the

applications to work correctly.

example shown here. Palo Alto Networks updates application definitions
frequently, and in many cases an existing application will require additional

90. Place the check box next to Depends On to select all items in that column.
91. Click Add to Current Rule.
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Security Policy Rule @

General Source Destination Application Service/URL Category Actions Usage

D Any Q 12items | > X
D APPLICATIONS EPENDS ON ~

r
] dns — B8 google-base

r »
] dropbox hotmail

r http-audio
L ms-office365
0 S http-video

ping
o office365-consumer-access

r
U ssl office365-enterprise-access

r
J web-browsing v rtc ad
( ;, Add Add To Current Rule | Add To Existing Rule

92. Scan through the list of Applications on the left side of the window and note that the
dependent applications have been added.

93. Click OK.

Commit the configuration
94. Click the Commit button at the upper right of the web interface.
95. Leave the settings unchanged and click Commit.
96. Wait until the Commit process is complete.
97. Click Close to continue.

Test the Updated Security Policy Rules

Run the application script again and examine the results.

98. On the client desktop, generate application traffic by double-clicking the icon for App
Generator:

-

App

Generator
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99. Press ENTER in the opened window to start the script.
100. Allow the script to complete and then press ENTER to close the window.

blocking various application traffic types. The script may also pause at different

O Ignore any errors that the script generates — these occur because the firewall is
- points while applications time out because they are being blocked by the firewall.
-

101. When the script is complete, press ENTER to close the window.

102. Examine the Traffic log by selecting Monitor > Logs > Traffic.

103.Clear any filters you may have in place.

104. Create and apply a filter to display sessions that the firewall has blocked:
( action neq allow )

O This filter will allow you to see the applications that have been blocked.
-
L __J
-

105. Note the entries under the Application column:

( action neq allow )

FROM TO SESSION END

RECEIVE TIME ZONE TO ZONE  SOURCE DESTINATION PORT | APPLICATION ACTION RULE REASON

09/08 18:34:31  Users_Net Internet 192.168.1.20 13.107.6.159 443 yammer-base reset-both interzone-default  policy-deny
09/08 18:34:31 Users_Net Internet 192.168.1.20 23.64.139.64 443 webex-base deny interzone-default  policy-deny
09/08 18:34:31  Users_Net Internet 192.168.1.20 23.211.76.194 443 viber-base deny interzone-default  policy-deny
09/08 18:34:31 Users_Net Internet 192.168.1.20 104.244.42.129 443 twitter-base reset-both interzone-default  policy-deny
09/08 18:34:31  Users_Net Internet 192.168.1.20 18.195.149.18 443 teamdrive-base reset-both interzone-default  policy-deny
09/08 18:34:31  Users_Net Internet 192.168.1.20 192.0.77.40 443 tumblr-base reset-both interzone-default  policy-deny

Many of the applications are now being blocked by the interzone-default rule. Remember that

any application that is not explicitly allowed in a Security Policy rule will be blocked by the
interzone-default rule.

The entries you see will differ from the example shown here.

106. Clear the filter in the Traffic log.

Enable the Application Block Page

When the firewall denies traffic to a web-based application, many users may assume that the
Internet is down or slow or that there is something wrong with their browser settings.

To reduce the number of potential calls to the help desk, you can enable the Application
Block Page on the firewall. This setting presents a web page that informs users when the
firewall has blocked a web-based application.
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By default, the Application Block Page is not enabled.

107.To see the kind of behavior a user will experience without the Application Block page

enabled, open the testing browser.
108. Attempt to connect to http://www.shutterfly.com.

Note: Be sure to type in the URL as shown above — include http as the protocol for
the request.

109. The browser will not be able to connect and will eventually time out (note that you do
not have to wait until you receive the time out message before continuing to the next

step).
110. Close the testing browser.
111.1In the firewall web interface, select Device > Response Pages.

112.Under the Action column in the row for Application Block Page, click the link for

Disabled.
5L/ ILS >ervice Fronle . ‘
(g scep
SSL Decryption Exclusior TYPE ACTION
E] SSH Service Profile Antivirus / Anti-spyware Block Page
[#) Response Pages Application Block Page l Disabled
& Log Settings Captive Portal Comfort Page
[ SETNeELome=s Data Filtering Block Page

Cﬁ SNMP Trap

113.Place a check in the box for Enable Application Block Page.

Application Block Page @

[ Enable Application Block Page

114.Click OK.

Commit the configuration
115. Click the Commit button at the upper right of the web interface.
116. Leave the settings unchanged and click Commit.
117.Wait until the Commit process is complete.

LOCATION

Default
Default
Default

Default
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118.Click Close to continue.

Test the Application Block Page

119.To see the kind of behavior a user will experience with the Application Block page
enabled, open the testing browser.

120. Attempt to connect to http://www.shutterfly.com.
Be sure to use http in the request and be sure to use the configuration browser for
this test.

The number of websites which still support HTTP is dwindling. And, some browsers
A automatically send requests using HTTPS even if you specify HTTP.

This test is only to show you how to enable the block page. In order for the firewall

to determine an application inside encrypted web traffic (HTTPS), you need to
enable decryption which is covered in a later section of this course.

121.The firewall will present a web page indicating that the application has been blocked.

Application Blocked ¥ firewall-a * +

C @ O ® wwwshutterfly.com

& Quizzes %% Palo Alto Networks 4% Firewall-A 4% Firewall-B 4% Panorama [J Extranet

Application Blocked

The application you are trying to use has been blocked in accordance with company policy. Please contact
your system administrator if you believe this is an error.

User: 192.168.1.20

Application: shutterfly

You can customize this page to include additional information if necessary. This is the default
page that the firewall presents.

Note: Response Pages must also be enabled on the Interface Management Profile
assigned to the firewalls interface that is required to respond. This was completed

in an earlier lab.

122.Close the testing browser.
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Note that there are limitations to the Application Block Page. The firewall cannot
present the page to a user when the browser session is encrypted using HTTPS.
Doing so would interrupt the secure communication between the client and the
destination server and violate the rules of encryption.

However, you can configure and enable decryption on the firewall (which we cover
in a later module). With decryption enabled, the firewall can present the
Application Block Page to a web browser when a user attempts to access a blocked

application.

Stop. This is the end of the lab.
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Lab 9: Blocking Known Threats Using Security
Profiles

Your organization recently acquired another company. Over the weekend one of your coworkers
configured the firewall with a new security zone called Acquisition that contains all the users
from this new company.

The coworker also configured the firewall with a Virtual Wire that allows traffic to the Internet
from the users in the Acquisition security zone.

Traffic is now being forwarded from users in the acquisition company through the firewall.

o N
|f‘ : A
Firewall-A 1. o
% paloalto L‘
VWire
1/4

Acquisition

The firewall has a Security Policy rule that allows users in the Acquisition zone to access any
application on the Internet.

In this lab, you will build and apply a set of Security Profiles that will watch for and block
known threats from the users in this Acquisition zone.

Lab Objectives

e Load a baseline configuration

e Generate traffic without Security Profiles and examine logs

e Create Security Profiles

e Create a Security Profile Group

e Apply the Security Profile Group to existing Security Policy rules
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Generate traffic with Security Profiles and examine logs

High-Level Lab Steps

Use the information in the sections below to complete the objectives for this lab. We suggest that
you use this section only if you have extensive experience working with Palo Alto Networks
firewalls.

If you need more detailed guidance for the objectives, use the Detailed-Lab Steps section.

Apply a Baseline configuration to the Firewall

Load and commit the configuration file - edu-210-11.1a-09.xml - to the Firewall

Generate Traffic Without Security Profiles

Use Remmina to connect to the Server-Extranet host
Change to the working directory

cd pcaps92019/attack.pcaps/ <Enter>

Run the simulated attacks script
./malwareattacks.sh <Enter>

This script takes about 6 minutes to complete

Allow the script to run uninterrupted
Use testing browser on the Client-A workstation to connect to the following URI:

http://192.168.50.80/badtarfile.tar

Save the file to the Downloads folder when prompted

From a new tab in testing browser, browse to the following URI:
http://192.168.50.80/companyssns.txt

Note that the browser will displays a file with employees and their Social Security Numbers.
From a Terminal window on the Client-A host, use the following command to generate a
DNS query using dig to resolve a URL to an IP address:

dig @8.8.8.8 www.quora.com

The command should return a public IP address, indicating that the URL is accessible.

Leave the Terminal Emulator window open because you will use it again later in this lab
In the firewall web interface, examine the Threat Log
You should have no significant entries in the Threat Log

Create a Corporate Antivirus Profile

Clone the default Antivirus Profile
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e Rename the clone to Corp-AV
e Forthe Corp-AV Description, enter Standard antivirus profile for all
security policy rules

Create A Corporate Vulnerability Security Profile

e Clone the strict Vulnerability Profile

e Rename the clone to Corp-Vuln

e For the Corp-Vuln Description, enter Standard vulnerability profile for
all security policy rules

Create a Corporate File Blocking Profile

e Clone the strict file blocking Profile

e Rename the clone to Corp-FileBlock.

e For the Corp-FileBlock Description, enter Standard file blocking profile
for all security policy rules.

Create a Corporate Data Filtering Profile

e Use the information below to create a Data Filtering Pattern that will identify US Social
Security numbers with and without dash separators

Parameter Value

Name US-SSNs

Description US Social Security Numbers

Pattern Type Predefined Pattern

First Pattern Social Security Numbers

Second Pattern Social Security Numbers (without dash separator)

e Use the information below to create a Data Filtering Profile

Parameter Value

Name Corp-DataFilter

Description Standard data filtering profile for all security rules
Data Pattern US-SSNs

Alert Threshold 1

© 2024 Palo Alto Networks, Inc. Page 192




Parameter Value
Block Threshold 3
Log Severity critical

Create a Corporate Anti-Spyware Security Profile

e  Clone the strict Anti-Spyware Profile

e Rename the clone Corp-AS

e Forthe Corp-AS Description, enter Standard anti-spyware profile for all
security policy rules

Create an External Dynamic List for Malicious Domains

e Use the information below to create an External Dynamic List

Parameter Value

Name malicious-domains-edl

Type Domain List

Description Custom list of bad domains maintained on Extranet
server

Source http://192.168.50.80/malicious-domains.txt

(The EDL contains the domains quora.com and producthunt.com.)

Automatically expand to
include subdomains

Checked

Check for updates

Every Five Minutes

Update the Anti-Spyware Profile with EDL

e Edit the Corp-AS Security profile and apply the DNS sinkhole action to the entry for
malicious-domains-edl

Commit the configuration

e Commit the changes before proceeding

Create a Security Profile Group

e Use the information below to create a Security Profile Group
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Parameter Value

Name Corp-Profiles Group
Antivirus Profile Corp-AV

Anti-Spyware Profile Corp-AS

Vulnerability Protection Corp-Vuln

Profile

URL Filtering Profile none

File Blocking Profile Corp-FileBlock

Data Filtering Profile Corp-DataFilter
Wildfire Analysis Profile none

Leave the URL Filtering Profile and the WildFire Analysis Profile set to none for this
lab. We will examine both of those Security Profiles in more detail later in the

course.

Apply the Corp-Profiles-Group to Security Policy Rules
» Individually edit each Security Policy rule that allows traffic and change the Profile
Setting under the Action tab to use the Corp-Profiles Group
e Allow-PANW-Apps
e Users_to_Extranet
e Users_to_Internet
e Extranet_to_Internet
e [Extranet_to _Users_Net
e Acquisition-Allow-All

Commit the configuration

e Commit the changes before proceeding

Generate Attack Traffic to Test Security Profiles

¢ Use Remmina to connect to the Server-Extranet host
e Change to the working directory

cd pcaps92019/attack.pcaps/ <Enter>
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¢ Run the simulated attacks script
./malwareattacks.sh <Enter>

This script takes about 6 minutes to complete

e Allow the script to run uninterrupted
e Use testing browser on the Client-A workstation to connect to the following URI:

http://192.168.50.80/badtarfile.tar

e You should receive a File Transfer Blocked page from the firewall.
e From a new tab in testing browser, browse to the following URI:

http://192.168.50.80/companyssns.txt

e You should receive a Data Transfer Blocked page from the firewall
e From a Terminal window on the Client-A host, use the following command to generate a
DNS query using dig to resolve a URL to an IP address:

dig @8.8.8.8 www.quora.com

This time, the command returns sinkhole.paloaltonetworks.com instead of an IP address for
the domain.

e In the firewall web interface, examine the Threat Log and note the numerous entries for
spyware and vulnerabilities

Lab Clean-Up

e Close the SSH connection to the firewall
e Close the Remmina desktop application window
e Close the Terminal Emulator window on the workstation desktop
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Detailed Lab Steps

Apply a Baseline configuration to the Firewall

To start this lab exercise, load a preconfigured firewall configuration file.
1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down list next to the Name text box and select edu-210-11.1a-9.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK.

A window should open that confirms that the configuration is being loaded.
Click Close.

Click the Commit link at the upper right of the web interface:

Click Commit again and wait until the commit process is complete.

Click Close to continue.

4.
S.
6.
7.
8.
9.

Note that you may receive messages in the Commit window about App
Dependencies. In a production environment, you should examine the messages and
use the information provided to add the missing applications to the appropriate

rules. These dependencies result from changes in Application definitions that are
released each month.

Generate Traffic Without Security Profiles

In this section, you will generate traffic that contains threats and malicious content. You will do
so from the client workstation and from the Extranet server. Because you have not yet configured
Security Profiles for your Security Policy, the firewall will allow this harmful traffic.

After the testing, you will examine the Threat Log to verify that this traffic was passed.

10. On the client desktop, open the Remmina application by double-clicking the icon:

Q

Remmina

11. In the Remmina Remote Desktop Client window, double-click the entry for Server-
Extranet:
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r
a Remmina Remote Desktop Client a |
RDP =
N - rouy Server Plugir Last
@ Berlin-Client 192.168.1.25 SSH 2022-09-02 - 07:04:25
@ Firewall-A 192.168.1.254 SSH 2022-09-07 - 07:51:44
@ Firewall-B 192.168.1.253 SSH 2022-08-01 - 10:40:43

Panorama } 192.168.1.252 SSH 2022-08-30 - 07:00:17
ﬂServer—Extranet 192.168.50.10 SSH 2022-06-22 - 12:39:06

This action will open an SSH connection to the server and automatically log you in with

appropriate credentials.
12. Enter the following command to change the working directory:
cd pcaps92019/attack.pcaps/ <Enter>
13. Run the simulated attacks:
./malwareattacks.sh <Enter>
This script takes about 6 minutes to complete.
14. Allow the script to run uninterrupted.
15. Minimize the Remmina connection window and move to the next step.
16. On the client workstation, open the testing browser.
17. Connect to the following URI:
18. http://192.168.50.80/badtarfile.tar

The download should succeed. This filetype is one that you will block when you

F——
- ‘E configure the firewall with a File Blocking Profile.
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19. When prompted, select Save and click OK.

Cancel Name (badtarﬂle,tar Q m

#A Home 4 A lab-user »

@ Desktop Name ~ Size Typ Modifiec

B Documents

% Downloads

B Music
B Pictures

I Videos

+ Other Locations

*tar,*TAR =

This action saves the malicious tar file to the client Downloads folder.
20. In the testing browser, open a new tab.
21. Browse to the following URI:
http://192.168.50.80/companyssns.txt
22. The browser will display the file:

& MNew Tab X | @ 192.168.50.80/companyssn X | +

<« C A Notsecure | 192.168.50.80/companyssns.txt

& Review @ Test-Phishing @ Palo Alto Netwo... [ Extranet

sherlock Holmes 123-45-6789

Black Bart 234-56-7800
Annie Qakley 345-67-8801
Wyatt Earp 456-78-0812

Julius Caesar 567-89-8123

23. Close the testing browser.
24. On the client workstation, open a Terminal Emulator window.

25. Enter the following command to generate a DNS query using dig to resolve a URL to

an IP address:
dig @8.8.8.8 www.quora.com<Enter>

domains. You will configure this type of list later in the lab.

The dig tool is similar to nslookup but provides more detailed information.

Quora.com is one of the entries included in an external dynamic list of malicious
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26. The command returns a public IP address, indicating that the URL is accessible.

lab-user@client-a: ~/Desktop/Lab-Files Q

lab-user@client-a:~/Desktop/Lab-Files$

lab-user@client-a:~/Desktop/Lab-Files$ |

Note that the IP address you see may differ from this example.

27.

Leave the Terminal Emulator window open because you will use it again later in this
lab.

28. In the firewall web interface, select Monitor > Logs > Threat.
29. You should have no significant entries in the Threat Log.

MONITOR
E Traffic FROM
E Threat RECEIVE TIME | TYPE THREAT ID/NAME ZONE TO ZONE | SOURCE ADDRESS | SOURCE US
[ URL Filtering
’i WildFire Submissions
ft Data Filtering
2 HIP Match
% GlobalProtect
= ipT.

Create a Corporate Antivirus Profile

In this section, you will create the first of several Security Profiles. The Antivirus Profile you
create will use signatures provided by Palo Alto Networks to watch for and block known
threats from viruses.

30. In the web interface, select Objects > Security Profiles > Antivirus.

31. Place a check in the box next to the default entry.

© 2024 Palo Alto Networks, Inc. Page 199



POLICIES OBJECTS

:, Custom Objects -
j Data Patterns
|—\:-] A Decoders
“:'f Vulnerability
@&l ) PACKET |HOLD WILDFIRE WILDFIR
\@ URL Category [ | name LOCATION | CAPTURE | MODE PROTOCOL | SIGNATURE ACTION | SIGNATURE ACTION | ACTION
[%] security Profiles
e Hefault Predefined http default (reset-both) default (reset-both) default (r
@ Antivirus
&) Anti-spyware http2 default (reset-both) default (reset-both) default (r

32. At the bottom of the window, click the Clone button.
33. In the Clone window that appears, leave the settings unchanged.

Clone @

Selected Objects yaME

default

Error out on first detected error in validation

“ cance'

34. Click OK.

35. A new entry called default-1 will appear in the Antivirus list.
36. Click the entry for default-1 to edit it.

37. Change the Name to Corp-AV.

38. For Description, enter Standard corporate antivirus profile for all
security policy rules.

39. Leave the remaining settings unchanged.
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40.

Antivirus Profile

Name | Corp-Av
Description | Standard corporate antivirus profile for all security policy rules. ‘

Action Signature Exceptions WildFire Inline ML

_J Enable Packet Capture

Decoders

PROTOCOL SIGNATURE ACTION WILDFIR

http default (reset-both) default (ri
,,,,,, http2 default (reset-both) default (r
Click OK.

Create A Corporate Vulnerability Security Profile

In this section, you will create a vulnerability Security Profile. Palo Alto Networks provides two

Vulnerability Profiles that you can use as the basis for your own — strict and default.

You will clone the strict Profile and modify it to function as your Corp-Vuln Profile.

41.
42.
43.
44,
45,
46.
47.

Select Objects > Security Profiles > VVulnerability Protection.
Place a check in the box beside strict.
At the bottom of the window, click Clone.

In the Clone window that appears, leave the settings unchanged and click OK.

A new Vulnerability Protection Profile appears called strict-1.
Click the entry for strict-1 to open it.
Change the Name to Corp-Vuln.
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48. For Description, enter Standard vulnerability profile for all security

policy rules.

Vulnerability Protection Profile
Name | Corp-Vuln H
Description | Standard vulnerability profile for all security policy rules “
\ 79\15
Rules Exceptions Inline Cloud Analysis
[(] RrRULE NAME THREAT NAME | CVE HOST TY
[ simnle-client- anv anv

49. Leave the remaining settings unchanged and click OK.

Create a Corporate File Blocking Profile

In this section, you will configure a File Blocking Security Profile that the firewall will use to
help detect, report, and block attempts to download potentially harmful filetypes. Palo Alto
Networks provides two File Blocking Profiles that you can use as the basis for your own —

basic file blocking and strict file blocking.

You will clone the strict file blocking Profile and modify it to function as your Corp-

FileBlock Profile.

50. Select Objects > Security Profiles > File Blocking.
51. Place a check beside the entry for strict file blocking.
52. At the bottom of the window, click the Clone button.

53. In the Clone window that appears, leave the settings unchanged and click OK.
54. A new File Blocking Profile appears called strict file blocking-1.

55. Click the entry for strict file blocking-1 to open it.
56. Change the Name to Corp-FileBlock.
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S7.

58.

For Description, enter Standard file blocking profile for all security
policy rules.

File Blocking Profile

MName Corp-FileBlock

Description | Standard file blocking profile for all security policy rules.

D NAME APPLICATIONS FILE TYPES
Block all risky file any iz
types
hat

Leave the remaining settings unchanged and click OK.

Create a Corporate Data Filtering Profile

Create a Data Filtering Profile to detect and block the transfer of files that contain more than
three US social security numbers. Data Filtering Profiles are based on one or more Data Patterns,
so you will need to first configure a Data Pattern that matches variations of US social security
numbers.

59.
60.
61.
62.
63.
64.
65.
66.

Select Objects > Custom Objects > Data Patterns.

Click Add.

For Name, enter US-SSNs.

For Description, enter US Social Security Numbers.
Change the Pattern Type to Predefined Pattern.

Click Add.

Scroll down the available list and select Social Security Numbers.
Click Add again.
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67. Scroll down the list and select Social Security Numbers (without dash separator).

Data Patterns €]

Name  US-55Ns
Description  US Social Security Numbers

Pattern Type  Predefined Pattern

2 items
[]] NAME DESCRIPTION FILE TYPE
[ 'SociaISccurity Numbers acial Security Numbers pattern Any
(] 'Social Security Numbers (without dash > Social Se y Number er Any
separator) th lasl
(+) Add

68. Leave the remaining settings unchanged and click OK.
69. Select Objects > Security Profiles > Data Filtering.
70. Click Add.

71. For Name, enter Corp-DataFilter.

72. For Description, enter Standard data filtering profile for all
security policy rules.

73. Click Add and select the US-SSNs data pattern that you defined.
74. Click in the Alert Threshold field and change the value to 1.
75. Click in the Block Threshold field and change the value to 3.
76. Change the Log Severity to critical.
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77. Leave the remaining settings unchanged.

Data Filtering Profile @

Name | Corp-DataFilter

Description | Standard data filtering profile for all security policy rules.

Lidld dPLuUTc

litem = X

DATA ALERT BLOCK LOG
D PATTERN APPLICATIONS FILE TYPE DIRECTION THRESHOLD || THRESHOLD SEVERITY
"US-5SNs any Any both ] "3 critical

(F)Add (=) Delete

78. Click OK.

Create a Corporate Anti Spyware Profile

In this section, you will create a Security Profile that will watch for and block known spyware.

79. In the web interface, select Objects > Security Profiles > Anti-Spyware.
80. Select the check box next to the strict Anti-Spyware Profile.
The Profile should be highlighted after it has been selected.

81. Click Clone to clone the Profile.

strict Policies: 5 simple-critical any critical
simple-high any high
simple-medium any medium
oo | sty
simple-low any low
~ (+) Add &) Clone PDF/CSV

82. A Clone window should open.
83. Click OK to close the Clone window.

© 2024 Palo Alto Networks, Inc. Page 205



A new strict-1 Anti-Spyware Profile should have been created.

84. Click strict-1 to edit the Profile.
The Anti-Spyware Profile window should open.
85. Rename the Profile Corp-AS.
86. For Description, enter Standard anti-spyware profile for all security
policy rules.
87. Click OK to close the Anti-Spyware Profile window.

Create an External Dynamic List for Malicious Domains

You need to configure the firewall to ingest an external dynamic list that contains entries for
several malicious domains that users should not access due to company restrictions. You have
a list available on a local server that you can import to the firewall.

In this section, you will configure the firewall to import an External Dynamic List (EDL)
from a server in the DMZ.

With the list configured on the firewall, you will update the Corporate-AS Anti-Spyware
Profile to sinkhole entries in the EDL.

88. In the web interface, select Objects > External Dynamic Lists.

89. Click Add.

90. The firewall presents a notice about using trailing slashes for entries:

Append trailing slash to entries @

We recommend adding a trailing slash (/) to domain entries [example.com) in your URL
Lists to ensure that the firewall treats them as exact matches. If vou do not append a
trailing slash, you may block or allow more URLs than intended. For example, xyz.com
(without a trailing slash), matches any URL beginning with the xyz domain, such as
wyz.com.test.site. If you enter the URL as xyz.com/ {with a trailing slash), the firewall
matches exactly xyz.com and its subdirectories.

[ ] Do not show this message again Cancel

91. Read the notice and then click Cancel.

92. In the External Dynamic Lists window, configure the following:

Parameter Value
Name malicious-domains-edl
Type Domain List
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Parameter Value

Description Custom list of bad domains maintained on Extranet
server
Source http://192.168.50.80/malicious-domains.txt

(The EDL contains the domains quora.com and producthunt.com.)

Automatically expand to Checked
include subdomains

Check for updates Every five minutes

External Dynamic Lists ©)

Name | malicious-domains-edl|

Create List List Entries And Exceptions

Type Domain List

Description Custom list of bad domains maintained on Extranet server

Source  http:#/192.168.50.80/malicious-domains.txt

Automatically expand to include subdomains

Server Authentication

Certificate Profile | None

Check for updates | Every five minutes

Test Source URL Cancel

93. Click OK to close the External Dynamic Lists window.
94. Click malicious-domains-edl.
The External Dynamic Lists window should open again.

© 2024 Palo Alto Networks, Inc. Page 207



95. Click Cancel on the Append trailing slash to entries window.
96. Click Test Source URL to verify that the firewall can access the EDL URL.

A message window should open and state that the source URL is accessible.

External Dynamic Lists

Mame | malicious-domains-ed|

Create List List Entries And Exceptions

Type | Domain List

Description | Custom list of bad domains maintained on Extranet server

Source | http:#/192.168.50.80/malicious-domains.tct

Automatically expand to include subdomains
Server Authentication

Certificate Profile | None Ny

Check for updates | Every five minutes v

[Test Source URL l n Cancel

97. Click Close to close the Test Source URL window.

Test Source URL

Source URL is accessible,

98. Click OK to close the External Dynamic Lists window.
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Update the Anti-Spyware Profile with EDL

Now that you have configured the firewall with the External Dynamic List for custom
malicious domains, you can update the Anti-Spyware Profile to use the list for sinkholing.
99. In the web interface, select Objects > Security Profiles > Anti-Spyware.
100. Click Corp-AS to edit the Profile.
The Anti-Spyware Profile window should open.
101. Click the DNS Policies tab.

102. Under the External Dynamic Lists section, change the Policy Action drop-down list to
sinkhole for the malicious-domains-edl entry.

Anti-Spyware Profile ()]
Mame  Corp-AS
n  Standard anti-spyware for all security policy rules
Signature Policie Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis
DNS Policies
10 items
D SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE
: External Dynamic Lists
malicious-domains-ed| medium 'sinkholc disable
Palo Alto Networks Content
| | default-paloalto-dns sinkhole disable
DNS Security
| | command and Control Domains default (high) default (block) disable
| | Dynamic DNS Hosted Domains default (informational) default (allow) disable
| |  Grayware Domains default (low) default (block) disable
[ '] Malware Domains default (medium) default (block) disable v

DNS Sinkhole Settings
e IPv4 | Palo Alto Networks Sinkhole IP (sinkhole.paloaltonetworks.com)

& |IPvE

103. Leave the remaining settings unchanged.
104.Click OK to close the Anti-Spyware Profile window.

Commit the configuration
105. Click the Commit button at the upper right of the web interface.
106. Leave the settings unchanged and click Commit.
107.Wait until the Commit process is complete.
108.Click Close.
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Create a Security Profile Group

In order to simplify the process of applying Security Profiles to Security Policy rules, you can
create a Security Profile Group that contains individual Security Profiles.

You can then apply the Security Profile Group to a Security Policy rule, rather than
individually selecting each Profile for each rule.

In this section, you will create a Security Profile Group called Corp-Profiles-Group. You will
add each of your Corp-* Security Profiles to the group.

/ Corp-Profiles-Grou p\

Corp-AV

Corp-AS
Corp-Vuln

Corp-FileBlock

Corp-DataFilter

he

109. Select Objects > Security Profile Groups.
110.Click Add.
111.For Name, enter Corp-Profiles-Group.

112.For each of the available Profiles, use the drop-down list to select the Corp-* entry you
have created.
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Security Profile Group

Name

Antivirus Profile

Anti-Spyware Profile
Vulnerability Protection Profile
URL Filtering Profile

File Blocking Profile

Data Filtering Profile

WildFire Analysis Profile

lab. We will examine both of those Security Profiles in more detail later in the

course.

Corp-Profiles-Group

Corp-Av
Corp-AS
Corp-Vuln
None
Corp-FileBlock
Corp-DataFilter

None

O Leave the URL Filtering Profile and the WildFire Analysis Profile set to None for this
-
-

113.Click OK.

Apply the Corp-Profiles-Group to Security Policy Rules

With the Security Profiles in place, you can modify your Security Policy rules to use these

protections.

114. Select Policies > Security.
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115. Individually edit each Security Policy rule that allows traffic and change the Profile
Setting under the Action tab to use the Corp-Profiles Group:

Security Policy Rule

General Source Destination Application Service/URL Cd[t‘}';’._}ll"fba?'.t'

Action Setting Log Se

Action  Allow

Lo

Profile Setting

Profile Type | Group
Group Profile | Corp-Profiles-Group

Other

116.Be sure to edit and modify each of these rules:
Allow-PANW-Apps

Users_to_Extranet

Users_to_Internet

Extranet_to_Internet
Extranet_to_Users_Net
Acquisition-Allow-All

Commit the configuration
117.Click the Commit button at the upper right of the web interface.
118. Leave the settings unchanged and click Commit.
119. Wait until the Commit process is complete.
120.Click Close.

Generate Attack Traffic to Test Security Profiles
121.0n the client desktop, locate the Remmina SSH connection to Server-Extranet.
122. Enter the following command to change the working directory:
cd /home/paloaltod42/pcaps92019/attack.pcaps/ <Enter>
123.Run the simulated attacks script again:
./malwareattacks.sh <Enter>
This script takes about 6 minutes to complete.
124. Allow the script to run uninterrupted.
125. Minimize the Remmina connection window and move to the next step.
126.0n the client workstation, open the testing browser.
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127.Connect to the following URI:
http://192.168.50.80/badtarfile.tar
128.You should receive a File Transfer Blocked page from the firewall.

@ File Transfer Blocked ® |+

< C A Notsecure | 192.168.50.80/badtarfile.tar

& Review @ Test-Phishing @ Palo Alto Metwo... [ Extranet

._‘J\

F 1 \f.

o

File Transfer Blocked

The file you are trying to download or upload has been blocked in accordance with company policy. Please
contact your system administrator if you believe this is an error.

File name: badtarfile.tar

This page indicates that the firewall has blocked the file using the File Blocking
Profile you defined.

If testing browser prompts you to save the file, clear the browser cache (Settings
> Privacy and Security > Clear browsing data and click Clear Data). Close testing
browser and try the test again.

You can also use CTRL + Shift + Delete as a shortcut to invoke the Clear Recent
History window in Firefox. The same key sequence invokes the Clear browsing data
window in Chromium.

129. In testing browser, open a new tab.
130. Browse to the following URI:
http://192.168.50.80/companyssns.txt
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131.You should receive a Data Transfer Blocked page from the firewall.
@ File Transfer Blocked X | @ Data Transfer Blocked x | =+

< C A Notsecure | 192.168.50.80/companyssns.txt

& Review @ Test-Phishing @ Palo Alto Netwo... [ Extranet

P
(1)
\_l_’

Data Transfer Blocked

Download of the file companyssns.txt has been blocked in accordance with company palicy. Please
contact your system administrator if you believe this is an error.

File name: companyssns.txt
User: 192.168.1.20

Application: welb-browsing

If you see the companyssns.txt file, clear the browser cache and try again. Often
browsers will display content from earlier sessions so you want to make certain
your request is actually sent to the server so that the firewall can intercept and

block the reply which contains Social Security Numbers.

This page indicates that the firewall has blocked the transfer using the Data
Filtering Profile and Data Pattern you defined for Social Security Numbers.

132.Close the testing browser.
133.0n the client workstation, locate the open Terminal Emulator window you used earlier
in this lab.
134.Run the dig command again to resolve a URL to an IP address:
dig @8.8.8.8 www.quora.com <Enter>
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135. This time, the command returns sinkhole.paloaltonetworks.com instead of an IP
address for the domain.

] + | lab-user@client-a: ~/Desktop/Lab-Files Q

lab-user@client-a:~/Desktop/Lab-Files

lab-user@client-a:~/Desktop/Lab-Files$

O This indicates that the firewall has intercepted and sinkholed the DNS query using
b the DNS Sinkholing function in your Anti-Spyware Profile.

L __J

-

136. In the firewall web interface, select Monitor > Logs > Threat.
137.The Threat Log should contain numerous entries for spyware and vulnerabilities:

THREAT DESTINATION
RECEIVE TIME SEVERITY TYPE ID/NAME TO ZONE | ADDRESS ACTION

™

P B D O
r i
i

P O O

These entries indicate that the firewall has blocked malicious traffic using the Vulnerability and
Anti-Spyware Profiles that you defined. Note that the entries you see in the Threat Log may
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differ from the example shown here. Also, several Threat Log columns have been hidden in this
example.

O The table may not contain very many entries until the malwareattacks script is
— finished. Use the refresh button periodically to update the table.
-

Lab Clean-Up
138.0n the workstation desktop, locate the Remmina SSH connection to the Extranet server.
139. Type exit <Enter> to close the session.
140. Close the Remmina desktop application window.
141. Locate the open Terminal Emulator window on the workstation desktop.
142. Type exit <Enter> to close the window.

Stop. This is the end of the lab.

© 2024 Palo Alto Networks, Inc. Page 216



Lab 10: Blocking Inappropriate Web Traffic with
Advanced URL Filtering

You can block access to malicious or inappropriate websites in two ways.

e Create Security Policy rules with a Deny Action and use URL categories as part of the
rule criteria

e Create a URL Filtering Profile that includes blocked categories and apply the Profile to a
Security Policy rule that allows the web-browsing and ssl applications.

In this lab, you will use both methods so that you can see the differences in how they are
configured and in the kind of detail available through the logs when you use one method
compared to the other.

Lab Objectives

e Test access to inappropriate web content without URL blocking in place

e Create a Security Policy rule to block inappropriate web content using the URL Category
e Test the Security Policy rule and examine the results

e Disable the Security Policy rule

e Create and apply a URL Filtering Profile to block access to a malicious URL

e Test the Security Profile and examine the results

High-Level Lab Steps

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-10.xml - to the Firewall

Test Access to Inappropriate Web Content

e Run the Clear Logs Firewall-A script from the /home/lab-user/Desktop/
e Use testing browser to browse to hacker9.com and hidester.com and verify that both
sites are available

Create a Security Policy Rule to Block Categories

e Use the information in the tables below to create a Security Policy rule to block traffic to
certain URL Categories:
Rule Name Block-Bad-URLs

Description Blocks bad URLs based on categories
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Source Zone Users_Net

Destination Zone Internet

Application Any

Service application-default

URL Category Add the following:
adult

command-and-control

extremism

hacking

high-risk

malware

nudity

parked

peer-to-peer

phishing
proxy-avoidance-and-anonymizers

questionable

Action Deny

e Move the Block-Bad-URLSs rule to the top of the Security Policy.

Commit the configuration

e Commit the changes before proceeding.

Test Access to URLs Blocked by the Security Policy

e Use testing browser and attempt to connect to hacker9.com and hidester.com

« Note the message displayed by browser

e Examine the Traffic log and use a filter to locate entries that have been blocked by the
Block-Bad-URLSs

e Examine the URL Filtering log and use a filter to locate entries that have been blocked
by the firewall

Block Access to Inappropriate Web Content Using Security Profile

e Create a URL Filtering Profile using the information in the table below:
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Name Corp-URL-Profile

Description Standard corporate URL profile for all
security policy rules

Site Access All Categories (except | Alert
those below)

Site Access Block adult

command-and-control
copyright-infringement
extremism

hacking

high-risk

malware

nudity

parked

peer-to-peer

phishing
proxy-avoidance-and-anonymizers
questionable

unknown

Add the URL Profile to the Corp-Profiles-Group
e Edit the Corp-Security-Group and add the URL Filtering Profile Corp-URL-Profile.

Disable Block-Bad-URLs Rule
e Disable the Block-Bad-URLSs in the Security Policy so that it does not interfere with
your URL Filtering Profile testing.
Commit the configuration

e Commit the changes before proceeding.

Test Access to URLs Blocked by a URL Filtering Profile

e Use testing browser and browse to hidester.com and hacker9.com
e Note the difference between this error page and the one you received when using a
Security Policy rule to block categories
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e Examine the Traffic log and use a filter to display entries that fall in the URL Category
of hacking

e Examine the URL Filtering Log and use a filter to display entries that fall in the URL
Category of hacking

Create a Custom URL Category

e Use the information in the table below to create a Custom URL Category:

Parameter Value

Name Block-Per-Company-Policy

Description URLs that are blocked by company policy.
Sites Add the following:

* .nbcnews.com

*,theguardian.com

Use Custom Category to Block URL Access in Security Policy Rule
e Enable the Security Policy Rule Block-Bad-URLs
e Add the Block-Per-Company-Policy custom URL category to the rule
Commit the configuration

e Commit the changes before proceeding.

Test Access to Custom URLs Blocked by the Security Policy

e Use the testing browser and connect to www . nbcnews . com and
www.theguardian.com

* Note the Application Blocked page message presented by the firewall

» Examine the URL Filtering log and use it to locate entries with an Action of block-url

Add Custom URL Category to URL Filtering Profile

e Edit the Corp-URL-Profile and set the Site Access for Block-Per-Company-Policy to
block.

e Disable the Security Policy rule Block-Bad-URLSs so that it does not interfere with the
URL Filtering Profile.

Commit the configuration

e Commit the changes before proceeding.
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Test Access to Custom URLs Blocked by the URL Filtering Profile

e Use testing browser and browse to www.nbcnews . com and www.theguardian.com
e Note the Block page presented by the firewall

Create an EDL to Block Malicious URL Access

Use the information in the table below to create an External Dynamic Lists:

Parameter Value
Name malicious-urls-edl
Type URL List
Description List of malicious URLs maintained on Extranet server
Source http://192.168.50.80/malicious-urls.txt
(The EDL contains only the URL duckduckgo.com)
Check for updates Every Five Minutes

Block Access to the the URL List with a Security Policy Rule

e Add the malicious-urls-edl to the URL Category of the Block-Bad-URLs Security
Policy rule.
e Enable the Block-Bad-URLs Security Policy rule
Commit the configuration

e Commit the changes before proceeding.

Test Access to URLs Blocked by the EDL in the Security Policy

e Use testing browser and browse to http://duckduckgo.com.

* Note the Application Blocked that the firewall displays

e Examine the URL Filtering log

e Use a filter that will display entries that have an action of block-url
e Disable the Security Policy rule Block-Bad-URLSs

Commit the configuration

e Commit the changes before proceeding.
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Detailed Lab Steps

Apply a Baseline configuration to the Firewall

To start this lab exercise, load a preconfigured firewall configuration file.
1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down list next to the Name text box and select edu-210-11.1a-10.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK.

A window should open that confirms that the configuration is being loaded.
Click Close.

Click the Commit link at the upper right of the web interface:

Click Commit again and wait until the commit process is complete.

Click Close to continue.

© N s

Test Access to Inappropriate Web Content

You can block access to inappropriate or malicious URLS by creating rules in the Security
Policy. In this section, you will create a rule that blocks access to several URL categories.

Before you create the rule, you will clear the log file entries on the firewall (to make it easier
to see new entries generated during this lab). You will also test access to two websites to
verify that they are not being blocked.

Throughout this lab, use the Chromium browser to test access to various websites.

Different browsers react in different ways, and Chromium provides consistent and
predictable responses to the firewall’s blocking messages. Other browsers may
display messages about reset connections or page not available. These responses
do indicate that the firewall is blocking inappropriate web requests, but Chromium
will usually display the response pages correctly.

If you do not see the appropriate block page in Chromium, clear the browser cache
(Settings > Privacy & Security > Clear browsing data > Clear data). Close and
reopen Chromium and try the test again.

You can also use CTRL + Shift + Delete to invoke the Clear browsing data window.
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10. Clear the firewall log files by double-clicking on the Desktop icon for Clear Logs
Firewall-A:

67

Clear Logs
Firewall-A

11. On the client desktop, open Chromium and browse to http://www.hacker9. com,
which belongs to the URL category hacking.

12. In Chromium, browse to http://kproxy.com, which belongs to the URL category
proxy-avoidance-and-anonymizers.
The browser should display a valid webpage.

13. Close the Chromium browser.

Create a Security Policy Rule to Block Categories
14. In the web interface, select Policies > Security.

15. If the URL Category column is not displayed, click the down-arrow menu that appears
next to any column header (hover your pointer over a header to see the Down arrow)
and select Columns > URL Category.

The URL Category column should appear in the web interface.

APPLICATI... | PRQ

1 Columns y

Adjust Columns

16. Click Add to create a new Security Policy rule.

17. On the General tab, type Block-Bad-URLs as the Name.

18. For Description, enter Blocks bad URLs based on categories.
19. Click the Source tab and configure the following:

Parameter Value
Source Zone Users_Net
Source Address Any
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20. Click the Destination tab and configure the following:

Parameter Value
Destination Zone Internet
Destination Address Any

21. Click the Application tab and verify that Any is selected.
22. Click the Service/lURL Category tab and configure the following:

Parameter Value

Service application-default

URL Category Add the following:
adult

command-and-control

extremism

hacking

high-risk

malware

nudity

parked

peer-to-peer

phishing
proxy-avoidance-and-anonymizers

questionable

O Note: you can type in the first few letters of a category to locate each one more
el quickly.

-—

-

The categories you add to the Security Policy rule in this exercise are only some of the
O ones that you may need to add in a production environment. For more information on
el recommended categories to block, search the Live Community for “URL Filtering
< Category Recommendations.”

23. Click the Actions tab and configure the following:
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Parameter Value

Action Deny

Log Setting Log at Session End

24. Click OK to close the Security Policy Rule window.
The new Block-Bad-URLs rule should be added to the Security Policy.

25. Select, but do not open, the Block-Bad-URLSs rule in the Security Policy.
The rule should be highlighted after it has been selected.

Source Destination
NAME ACTION ZONE ADDRESS ZONE APPLICATION URL CATEGORY PROFILE
6 [Extranet_to_Internet Allow [ Extranet any M= Internet Ny ANy &
7 ranet ez B

213 1

Users_Net any [ Internet any adult none \

\ more... /
10 intrazone-default & ) Allow  any Ny (intrazone) any none

26. Select Move > Move Top to move the Block-Bad-URLSs rule to the top of the Security
Policy:

Move Top

Move Up
Mowe Down

Mowve Bottom

fad = — M

Move To Pasition

Move =
°

Commit the configuration
27. Click the Commit button at the upper right of the web interface.
28. Leave the settings unchanged and click Commit.
29. Wait until the Commit process is complete.
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30. Click Close.

Test Access to URLs Blocked by the Security Policy

In this section, you will test access to URLSs that belong to URL categories prohibited by the

Security Policy.

31. On the client desktop, open Chromium (or open a new tab if you are using Chromium as
the configuration browser).

32. Connectto http://www.hacker9.com, which belongs to the URL category hacking.

The browser should display an error message similar to the following example because the URL
category hacking is blocked in the Security Policy.

% firewall-a hod Application Blocked hod +

C @ O & www.hacker9.com

& Quizzes 4% Palo Alto Networks 4% Firewall-A 4% Firewall-B 4% Panorama [J Extranet

@
Application Blocked

The application you are trying to use has been blocked in accordance with company policy. Please contact
your system administrator if you believe this is an error.

User: 192.168.1.20

Application: web-browsing

Although this page says the Application web-browsing has been blocked, the
firewall is actually blocking the site based on its category — hacking. The firewall
uses this page to inform users that the firewall has blocked a web page deliberately.
You will see a different message when the firewall blocks a page using a URL

Filtering Profile.

33. In Chromium, open a new tab and connect to http://www.kproxy.com, which
belongs to the URL category proxy-avoidance-and-anonymizers.
The browser should display the same kind of block page.
34. Close the Chromium browser.
35. In the firewall web interface, navigate to Monitor > Logs > Traffic.

36. Add the URL Category column to the display by clicking the small arrow next to the
Application column heading and choosing URL Category:
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Source User
APPLICATIO URL CATEGORY
. Source Dynamic Address C
web-browsing [T] Columns > .
Destination
Adjust Columns Destination Dynamic Addr

web-browsing
Dynamic User Group
web-browsing proxy-avoidance %3 ToPort
and-anonymizers
Application
web-browsing proxy-avoidance-
and-anonymizers URL Category
2 Action

37. Create and apply a filter to locate entries that have been blocked by the Block-Bad-
URLSs rule:

( rule eq ‘Block-Bad-URLs’ )

38. Note the entries you see in the Traffic Log that have been blocked by the Block-Bad-
URLSs Security Policy rule.

39. Clear the filter entry from the Traffic Log.
40. Navigate to Monitor > Logs > URL Filtering.
41. Create and apply a filter to locate entries that have been blocked by the firewall:
( action eq block-url )
42. You should see multiple entries for web-browsing sessions that have been blocked.
43. Note that the URL Filtering table contains the actual URL that was blocked as well as

the category of the site.
URL CATEGORY
RECEIVE TIME CATEGORY LIST URL SOURCE APPLICATION ACTION
E' 10/24 13:49:16 | hacking hacking,low-risk www.hacker?.com/favicon.ico 192.168.1.20 web-browsing block-url
E' 10/24 13:49:16  hacking hacking,low-risk www.hacker? com/login/css/la...  192.168.1.20 web-browsing block-url
E' 10/24 13:49:16  hacking hacking,low-risk www.hackerg.com/ 192.168.1.20 web-browsing block-url
E' 10/24 13:446:51 proxy-avoidance-  proxy-avoidance- | www.kproxy.com/favicon.ico 192.168.1.20 web-browsing block-url
and-anonymizers | and-
anony mizers,low-
risk
E' 10/24 13:44:51 proxy-avoidance-  proxy-avoidance- | www.kproxy.com/login/css/lat..  192.168.1.20 web-browsing block-url

and-anonymizers  and-
anonymizers low-
risk

the URL filtering log does. Note that the default columns for the URL Filtering log

O The Traffic log does not list the specific URL that a user attempted to visit; however,
? table have been rearranged in this example.
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44. Clear the filter from the URL Filtering Log.

Block Access to Inappropriate Web Content Using A Security Profile

You can use a Security Policy rule to control access to web site categories or you can use a URL
Filtering Profile to accomplish the same task. One significant difference between the two is that

you can configure a URL Filtering Profile to log access to all websites and categories; not just to
websites that have been blocked by a Security Policy rule.

In this section, you will create a URL Filtering Profile that blocks certain categories of web
content.

45. In the firewall web interface, select Objects > Security Profiles > URL Filtering.

46. Click Add to create a new Profile.

A URL Filtering Profile window should open.
47. Type Corp-URL-Profile as the Name of the Profile.
48. For Description, enter Standard corporate URL profile for all security
policy rules.
49. In the Site Access column, click the small triangle.

50. Choose Set All Actions > alert.

= Tee T 7 7S

USER
CREDENTIAL
SITE ACCESS D SUBMISSION

[ _ Sort Ascending
[ :': Sort Descending

allow
allow 1] Columns >
allow [ Set All Actions > allow
allow Set Selected Actions ) alert
allow Adjust Columns block
continue

allow allow

S override

This shortcut allows you to change the setting for all categories in the list rather
than changing each one entry at a time. Setting the action to alert instructs the
O firewall to allow access to the category and to write an entry to the URL Filtering
; log. When the action is set to allow, the firewall allows access but does not write an
entry to the URL Filtering log.
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51. Under the Categories tab, configure the following:

Parameter

Value

Site Access

Configure the block action for the following URL categories:

adult
command-and-control
copyright-infringement
extremism

hacking

high-risk

malware

nudity

parked

peer-to-peer

phishing
proxy-avoidance-and-anonymizers
questionable
ransomware

unknown

The categories you are blocking here are only some of the ones that you should
consider blocking in production environments. The choices you make about the
types of categories to block in production may often be influenced by company

policies and other factors. Also, Palo Alto Networks continuously updates the
categories used in URL filtering, so you should re-evaluate the list of allowed and
blocked URLs frequently to make certain the firewall carries out the appropriate

actions for your environment.

For more information on recommended categories to block, search the Live

Community for “URL Filtering Category Recommendations.”

52. Click OK to close the URL Filtering Profile window.
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Add the URL Profile to the Corp-Profiles-Group

In this section, you will add the URL Filtering Profile Corp-URL-Filtering to the existing
Security Profile Group you created in an earlier lab.

53. In the firewall web interface, select Objects > Security Profile Groups.
54. Click the entry for Corp-Profiles-Group to edit it.
55. Use the drop-down list for URL Filtering Profile to select Corp-URL-Profile.

Security Profile Group @

Name | Corp-Profiles-Group

Antivirus Profile | Corp-Av
Anti-Spyware Profile | Corp-AS

Vulnerability Protection Profile | Corp-Vuln

URL Filtering Profile | Corp-URL-Profile

File Blocking Profile | Corp-FileBlock
Data Filtering Profile | Corp-DataFilter

WildFire Analysis Profile | None

Because you have already applied this Security Profile group to the rules in your
Security Policy, you will not need to modify any of the rules themselves. Each rule
? will now also include this Corp-URL-Profile as part of the inspection process.

56. Leave the remaining settings unchanged and click OK.

Disable Block-Bad-URLs Rule
In this section, you will disable the rule that blocks URLS based on categories so that it does not
interfere with the URL Filtering Profile.

57. In the firewall web interface, navigate to Policies > Security.

58. Highlight the entry for Block-Bad-URLs but do not open it.
59. At the bottom of the window, click the Disable button.
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Source Destination

NAME ACTION ZONE ADDRESS ZONE APPLICATI
1  Block-Bad-URLs Deny [ Users_Net any A Internet any
2 Block-from-Known-Bad-Addr... Deny [& Internet @ Palo Alto N... | & Extranet any

@ Palo Alto N... M= Users_Net
@ PaloAlto N...
3 | Block-to-Known-Bad-Address... Deny =[P4 Extranet any 7 Internet any

[E? Users_Net

(¥)Add (=) Delete (@) Clone v Enable Move v () PDF/CSV

Note that several columns have been hidden or rearranged in the example shown here.

60. The entry will change to italics to indicate that the rule is now Disabled.

Source Destination

NAME ACTION | ZONE ADDRESS ZONE APPLICATION | URL CA’

Note that several columns have been hidden or rearranged in the example shown here.

Commit the configuration
61. Click the Commit button at the upper right of the web interface.
62. Leave the settings unchanged and click Commit.
63. Wait until the Commit process is complete.
64. Click Close.

Test Access to URLs Blocked by a URL Filtering Profile

In this section, you will perform tests to ensure that access to malicious URLSs is blocked by
the firewall using the URL Filtering Profile.

65. Open Chromium and browse to http://www.kproxy.com.
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66. You should get a block page because you do not have access to this website. It belongs
to the URL category proxy-avoidance-and-anonymizers, which is blocked by the URL

Filtering Profile.

Web Page .Blocked

The web page you are trying to visit has been blocked in accordance with company policy. Please
contact your system administrator if you believe this is an error.

User: 192.168.1.20
URL: www.kproxy.com/

Category: proxy-avoidance-and-anonymizers

Notice that the information provided in this page provides more details than what
O the firewall displayed when it blocked the same website using the Block-Bad-URLs
el Security Policy rule.

This block page includes the actual URL and the Category that the site belongs to.

67. Inthe same tab, browse to http://www.hacker9.com.

% firewall-a X Web Page Blocked e +
C @ O 8 www.hacker9.com
& Quizzes % Palo Alto Networks 4% Firewall-A 4% Firewall-B 4 Panorama [J Extranet

— @
Web Page Blocked

The web page you are trying to visit has been blocked in accordance with company policy. Please
contact your system administrator if you believe this is an error.

User: 192.168.1.20
URL: www.hacker9.com/

Category: hacking

68. Close the Chromium browser.
69. Select Monitor > Logs > Traffic.
70. Clear any filters you have in place.
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71. Create and apply a filter that will display entries that fall in the URL Category of

hacking:

( category eq hacking )

(") (( category eq hacking )

RECEIVE TIME FROM ZONE | TO ZONE | SOURCE

03/10 20:39:00 Users_Net Internet 192.168.1.20

03/1020:39:00  Users_Net Internet 192.168.1.20

03/10 20:39:00 Users_Net Internet 192.168.1.20

03/10 20:28:34 Users_Net Internet 192.168.1.20

72.
73.
74.
75.

DESTINATION

159.89.148.144

159.89.148.144

159.89.148.144

159.89.148.144

APPLICATION

web-browsing
web-browsing

web-browsing

web-browsing

URL CATEGORY

hacking
hacking
hacking

hacking

ACTION

allow

allow

allow

allow

RULE

Users_to_Internet
Users_to_Internet
Users_to_Internet

Users_to_Internet

Notice that the Security Policy rule listed is Users_to_Internet and that the Action

for each entry is allow.

process happens as part of the URL Filtering Profile inspection.

Clear the filter from the Traffic

Log.

Examine the URL Filtering Log under Monitor > Logs > URL Filtering.
Clear any filters you have in place.
Create and apply a filter to show entries in which the URL Category is hacking:

( category eq hacking )

() (( category eq hacking )

URL CATEGORY

RECEIVE TIME CATEGORY | LIST

Ey 03/

/10 20:38:45  hacking hacking,low-risk

76.

77.

1020:38:45  hacking hacking,low-risk

3/10 20:38:45 hacking hacking,low-risk

URL

hacker9.com/favicon.ico

hacker9.com/login/css/latofonts....

hacker9.com

-
C
g
=
o
0o
-
)
o

The Security Policy rule is not blocking the URL category of hacking. The blocking

APPLICATION ACTION
web-browsing block-url
web-browsing block-url
web-browsing block-url

Note that several columns have been hidden or rearranged in the example shown here.

Note that the action for these sessions is block-url, which is carried out by the URL

Filtering Profile.
Clear the filter in the URL Filte

Create a Custom URL Category

ring log.

In some situations, you may want to block only a few websites in a particular category, but
you do not want to block the entire category itself. You can accomplish this by creating a
Custom URL Category. Adding individual URLSs to the Custom URL Category allows you to
then block the Custom URL Category within a Security Policy rule or within a URL Filtering
Profile.
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In this section, you will test access to a URL and then create a Custom URL Category that
includes that URL along with a few others.

78. Open Chromium (or a new tab) and connect to www . nbcnews . com.

The browser should display a valid webpage.

79. Close the Chromium tab for nbcnew.com.
80. In the firewall web interface, select Objects > Custom Objects > URL Category.
81. Click Add.

82. Click Cancel on the message about Append trailing slash to entries.

83. Configure the following for the Custom URL Category:

Parameter Value
Name Block-Per-Company-Policy
Description URLs that are blocked by company policy.
Type URL List
Sites Add the following:
* .nbcnews.com/

Custom URL Category @

Mame | Block-Per-Company-Policy
Description | ULRs that are blocked by company policy

Type | URL List

) 1 item - %
[ siTES

r
* nbenews.com/

(Hadd S Delete | A Import L Export

“ Cnnrc-l
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84. Click OK to close the Custom URL Category window.

Use Custom Category to Block URL Access in Security Policy Rule

In this section, you will add your Custom URL Category to a Security Policy rule that has a

“deny” action.

85. In the web interface, select Policies > Security.
86. Highlight the rule for Block-Bad-URLs but do not open it.

87. Click the Enable button at the bottom of the window.

v’ Enable

88. Click Block-Bad-URLSs to edit the rule.
89. Click the Service/URL Category tab.

90. Under the URL Category, configure the following:

Parameter

Value

URL Category

Add the following to the list:
Block-Per-Company-Policy

Security Policy Rule

General Source

application-default

[(] | service

(+) Add

Destination Application Service/URL Category Actions

Any

[C] | urL cATEGORY

|
I
|
|
|
I

nudity
parked
peer-to-peer

phishing

Usage

proxy-avoidance-and-anonymizers

questionable

'Block-PerCompany-Policy

(+) Add (=) Delete

91. Click OK to close the Security Policy Rule window.

Commit the configuration

92. Click the Commit button at the upper right of the web interface.
93. Leave the settings unchanged and click Commit.
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94. Wait until the Commit process is complete.
95. Click Close.

Test Access to Custom URLs Blocked by the Security Policy

Now you will test access to URLSs that belong to the Custom URL Category that you added to
a Security Policy deny rule.

96. On the client desktop, open Chromium and browse to http://www.nbcnews . com.
The browser should display an Application Blocked page message because the Custom URL
Category in the Security Policy blocks access to the webpage.

97. In the firewall web interface, navigate to Monitor > Logs > URL Filtering.

98. Create and the apply a filter to display blocked URLSs:

( action eq block-url )

99. You should see multiple entries for sessions to www.nbcnews.com that the firewall has
blocked:

:\ [ action eq 'block-url" )

URL CATEGORY FROM
CATEGORY LIST URL ZOMNE TO ZONE SOURCE ACTION
Block-Per- Block-Per- www.nbcnews.comsfaviconico | Users_Met | Internet 192.168.1.20 block-ur

Company-Policy Company-
Paolicy,news,low-
risk
Block-Per- Block-Per- www.nbonews.comfloginfcss/l..  Users_Met | Internet 192.168.1.20 block-ur
Company-Policy Company-
Policy,news,low-
risk
Block-Per- Block-Per- www.nbcnews.com Users_Met | Internet 192.168.1.20 block-ur
Company-Policy Company-
Policy,news,low-
rick
Note that several default columns have been hidden in the example URL Filtering log file shown

here.

100. Notice that the Category listed for each of the entries is the Block-Per-Company-
Policy.

Add Custom URL Category to URL Filtering Profile

In this section, you will set the Block-Per-Company-Policy category to block in the Corp-
URL-Profile URL Filtering Profile.
101. In the firewall web interface, navigate to Objects > Security Profiles > URL Filtering.
102. Edit the Corp-URL-Profile entry.

103. Under the Custom URL Categories section, set the Site Access for Block-Per-
Company-Policy to block.
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URL Filtering Profile ©)

Name | Corp-URL-Profile

Description | Standard corporate URL profile for all security policy rules
Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline Categorization
75items ) 5
USER
CREDENTIAL
D CATEGORY SITE ACCESS SUBMISSION
Custom URL Categories
- r r
[ Block-Per-Company-Policy * block ] block
Pre-defined Categories
[ abortion alert allow
[ abused-drugs alert allow

104. Leave the remaining settings unchanged.

105. Click OK.

106. In the web interface, select Policies > Security.
107.Highlight the entry for Block-Bad-URLSs but do not open it.
108. Click Disable at the bottom of the window.

O Note that you are disabling this rule so that it does not interfere with the
— Users_to_Internet rule which allows traffic but applies the URL Filtering Profile.
-

Commit the configuration
109. Click the Commit button at the upper right of the web interface.
110. Leave the settings unchanged and click Commit.
111. Wait until the Commit process is complete.
112.Click Close.

Test Access to Custom URLs Blocked by the URL Filtering Profile

Now you will test access to URLS that belong to the Custom URL Category that you added to
the URL Filtering Profile.

113.0n the client desktop, open Chromium and browse to www . nbcnews . com.
114.The browser should display a Web Page Blocked message.
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4% firewall-a X

C @

& Quizzes “% Palo Alto Networks

Weh Page Blocked * +

(OIS nbcnews.com

% Firewall-A # Firewall-8 4 Panorama [J Extranet

T
=

Web Page Blocked

The web page you are trying to visit has been blocked in accordance with company policy. Please

User: 192.168.1.20

URL: www.nbcnews.com/

contact your system administrator if you believe this is an error.

Category: Block-Per-Company-Policy

115. Close the Chromium browser.

Create an EDL to Block Malicious URL Access

You can add a list of malicious URLS to a file on an external web server, and then configure
the firewall to access the list as an External Dynamic List (EDL). The advantage of this
approach is that you can regularly update the malicious URL list without the need to recommit
the firewall configuration each time, as you would have to do if you updated a Security Policy

rule with a new URL.

116. In the firewall web interface, select Objects > External Dynamic Lists.

117.Click Add.

118.Click Cancel on the message about Append trailing slash to entries.
119. Configure the following:

Parameter Value

Name malicious-urls-edl

Type URL List

Description List of malicious URLs maintained on Extranet server

Source http://192.168.50.80/malicious-urls.txt
(The EDL contains several URL for testing purposes - duckduckgo.com is
one of them)

Check for updates Every Five Minutes
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External Dynamic Lists @

[ Name ' malicious-urls-edl|

Create List List Entries And Exceptions

/ Type  URL List \

Description List of malicious URLs maintained on Extranet server

\ Source | http:/192.168.50.80/malicious-urls.txt /

Server Authentication

Certificate Profile | None

Check for updates | Every five minutes

Test Source URL “ Cancel

The malicious-urls.txt file contains entries for duckduckgo.com.

120.Click OK to close the External Dynamic Lists window.
121. Click malicious-urls-edl.

The External Dynamic Lists window should open again.

122.Click Cancel on the message about Append trailing slash to entries.
123.Click Test Source URL to verify that the firewall can access the EDL URL.
124. A message window should open and state that the source URL is accessible.

Test Source URL

Source URL is accessible.

Close

125. Click Close to close the message window.
126. Click OK to close the External Dynamic Lists window.
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Block Access to the URL List with a Security Policy Rule

Now you will add the EDL containing the malicious URL list to a Security Policy rule with a

“deny” action.

127.1n the web interface, select Policies > Security.
128.Click Block-Bad-URLs to edit the rule.
129.Click the Service/lURL Category tab and configure the following:

Parameter Value

URL Category Add malicious-urls-edl to the list.

This EDL will block access to duckduckgo.com.

Security Policy Rule

Genera Source Destination Application Service/URL Category Actions

application-default Any

D SERVICE D URL CATEGORY
nudity
parked

|

|

| peer-to-peer
| phishing

|

|
I
|
l
|
l

| questionable

I
malicious-urls-ed|

+) Add (+) Add (—) Delete

130.Click OK to close the Security Policy Rule window.

Usage

proxy-avoidance-and-anonymizers

131.With the Block-Bad-URLs Security Policy rule highlighted, click Enable at the bottom

of the window.

Commit the configuration
132.Click the Commit button at the upper right of the web interface.
133. Leave the settings unchanged and click Commit.
134. Wait until the Commit process is complete.
135.Click Close.
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Test Access to URLs Blocked by the EDL in the Security Policy

In this section, you will test access to a URL that is contained in the EDL that you added to a
Security Policy rule with a “deny” action.
136.0Open Chromium and browse to http://duckduckgo.com.
The browser will display an Application Blocked page because the EDL in the Security Policy
blocks access to the duckduckgo.com webpage. If you do not see the response page from the
FireWall, then please ensure you are using http and not https. If the browser switches to https
automatically then please access the link using incognito mode. To open Chromium in incognito
mode, please right click the Chromium icon and select Open a New Window in incognito mode
137.Close Chromium.
138. In the firewall web interface, navigate to Monitor > Logs > URL Filtering.
139.Clear any filters you have in place.
140. Create and apply a filter that will display entries that have an action of block-url:
( action eq block-url )

141.You should see multiple entries for sessions to duckduckgo.com that the firewall has
blocked:

() (action eq block-url )

URL CATEGORY FROM
CATEGORY LIST URL ZONE TO ZONE SOURCE ACTION
malicious-uris-edl  malicious-urls- duckduckgo.com... Users_Net Internet 192.168.1.20 block-url
edl,search-

engines,low-risk

malicious-urls-edl malicious-urls- duckduckgo.com... Users_Net Internet 192.168.1.20 block-url
edl,search-
engines,low-risk

malicious-uris-edl  malicious-urls- duckduckgo.com/ Users_Net Internet 192.168.1.20 block-url

edl,search-
engines,low-risk

Note that several default columns have been hidden in the example URL Filtering log file shown
here.

142.1n the web interface, select Policies > Security.

143. Highlight the entry for Block-Bad-URLSs but do not open it.

144.Click Disable at the bottom of the window.

Commit the configuration
145. Click the Commit button at the upper right of the web interface.
146. Leave the settings unchanged and click Commit.
147.Wait until the Commit process is complete.
148.Click Close.
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Stop. This is the end of the lab.
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Lab 11: Blocking Unknown Threats with WildFire

Your company has recently seen an increase in malicious files that users are downloading. You
have sent out informational emails explaining how much damage these types of files can do, and
you have told people not to download files from questionable sources.

Fortunately, you have deployed the Palo Alto Networks firewall, and you can set up a Security
Profile that will send any unknown files to the WildFire cloud for analysis.

To test the Security Profile after you have configured it, you will download a test file provided
by Palo Alto Networks. This test file is not actually malicious, but WildFire will identify it as
such.

You will then examine a detailed report from WildFire with information about the file that was
analyzed.

eXxe

Users Net Zone
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Lab Objectives

e Create a WildFire Analysis Profile
e Apply WildFire Profile to security rules
e Test the WildFire Analysis Profile
e Examine WildFire analysis details

High-Level Lab Steps

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-11.xml - to the Firewall

Create a WildFire Analysis Profile

e Use the information in the tables below to create a WildFire Analysis Security Profile
that you can attach to Security Policy rules to test files and URLSs for malware.

Parameter Value
Name Corp-WF
Description WildFire profile for Corp security rules.

e Click Add in the bottom left corner and configure the following:

Profile Details Value
Name All Files
Applications any

File Types any
Direction Both
Analysis public-cloud

Modify Security Profile Group
e Add the Corp-WF Profile to the Corp-Profiles-Group.
e Disable all but the Corp-WF Security Profile.

Doing this ensures that the firewall will only use WildFire and no other Security Profiles such as
Anti-Virus or Machine Learning for this lab.
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Update WildFire Settings

e Enable the options for Report Benign Files and Report Grayware Files under the
General Settings for Wildfire.

Set Monitor Log Interval

e Change the Interval setting from the default 26 minutes to 1 minute by issuing the
following command:

debug wildfire monitor-log interval 1

Commit the configuration

e Commit the changes before proceeding.

Test the WildFire Analysis Profile

e Use the testing browser and connect to:

http://192.168.50.80/wildfire-test-pe-file.exe

e Save the file when prompted

e Use the Remmina application and connect to Firewall-A

e Use the command debug wildfire upload-log show to verify that the test file was
uploaded

Examine WildFire Analysis Details

e Examine the WildFire Submissions log file and periodically use the Refresh until you
see a new entry for the wildfire-test-pe-file.exe.

e Examine the Detailed Log View for the entry.

* Note the Verdict of the file.

e Click the link for Download PDF and examine the report to view detailed information
about the Wildfire analysis of the file.
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http://192.168.50.80/wildfire-test-pe-file.exe

Detailed Lab Steps

Apply a Baseline configuration to the Firewall

To start this lab exercise, load a preconfigured firewall configuration file.
1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down list next to the Name text box and select edu-210-11.1a-11.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK.

A window should open that confirms that the configuration is being loaded.
Click Close.

Click the Commit link at the upper right of the web interface:

Click Commit again and wait until the commit process is complete.

Click Close to continue.

© N s

Create a WildFire Analysis Profile
In this section you will create a WildFire Analysis Security Profile that you can attach to
Security Policy rules to test files and URLSs for malware.

10. In the web interface, select Objects > Security Profiles > WildFire Analysis.
11. Click Add to create a new Profile.

A WildFire Analysis Profile window should open.

12. Configure the following:

Parameter Value
Name Corp-WF
Description WildFire profile for Corp security rules.

13. Click Add in the bottom left corner and configure the following:

Parameter Value

Name All Files

Applications Verify that any is selected
File Types Verify that any is selected
Direction Verify that both is selected
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Parameter Value

Analysis Verify that public-cloud is selected

WildFire Analysis Profile

Name  Corp-WF

Description ‘ WildFire profile for Corp security rules)

Rules
~
C] NAME APPLICATIONS FILE TYPES DIRECTION
] All_Files any any both

14. Click OK to close the window.

The new WildFire Analysis Profile now should be listed.

Modify Security Profile Group
15. Select Objects > Security Profile Groups.
16. Edit the entry for Corp-Profiles-Group.

litem S X

ANALYSIS

public-cloud

17. Use the drop-down list for Wildfire Analysis Profile to select Corp-WF.

18. Set the other Profiles to None:

X
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Security Profile Group @

Name | Corp-Profiles-Group

Antivirus Profile | None

Anti-Spyware Profile | None
Vulnerability Protection Profile | None
URL Filtering Profile | None

File Blocking Profile | None

Data Filtering Profile | None

WildFire Analysis Profile | Corp-WF

Doing this ensures that the firewall will only use Wildfire and no other Security
Profiles such as Anti-Virus or Inline Machine Learning.

A In a production environment, you definitely want to apply all the Security Profiles
for your Group. In this lab, we only want to test WildFire to see how it operates

alone.

19. Click OK.

Update WildFire Settings
20. Select Device > Setup > WildFire.
21. Click the gear icon to edit the General Settings.
22. Check the boxes for Report Benign Files and Report Grayware Files.
23. Leave the remaining settings unchanged.

© 2024 Palo Alto Networks, Inc. Page 248



General Settings @

WildFire Public Cloud | wildfire.paloaltonetworks.com
WildFire Private Cloud

| Use Proxy Settings for Private Cloud

File Size Limits ' FILE TYPE SIZE LIMIT
pe (MB) 16 (default)
apk (MB) 10 (default)
pdf (KB) 3072 (default)
ms-office (KB) 16384 (default)
jar (MB) 5 (default)
flash (MB) 5 (default)
MacOSX (MB) 10 (default)
archive (MB) 50 (default)
linux (MB) 50 (default)
script (KB) 20 (default) =

Report Benign Files
Report Grayware Files

24. Click OK.

Set Monitor Log Interval

In this section, you will connect to the firewall through the CLI and modify a setting that
determines how long the firewall waits before writing information to the WildFire upload log.
The default value is 20 minutes. You will set this value to 1 minute only for this test (so you
don’t have to wait as long to see information in the log). When testing is complete, you will set
the value back to the default 20 minutes.

25. Open the Remmina Remote Desktop Client.

26. Double-click the entry for Firewall-A to connect.

27. Issue the following command to see the current monitor log settings:

debug wildfire monitor-log settings <ENTER>

@ Firewal-4 %

28. Change the Interval setting from the default 20 minutes to 1 minute by issuing the
following command:
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debug wildfire monitor-log interval 1 <ENTER>

@ Firewall-& X

1l is 1 minutes.

29. Leave the Remmina connection to Firewall-A open because you will use it a bit later in
this lab.

Commit the configuration
30. In the web interface, click the Commit button at the upper right of the web interface.
31. Leave the settings unchanged and click Commit.
32. Wait until the Commit process is complete.
33. Click Close.

Test the WildFire Analysis Profile
34. Open the testing browser and connect to:
http://192.168.50.80/wildfire-test-pe-file.exe
35. When the testing browser prompts you, select Save.

Cancel Name | wildfire-test-pe-file.exe (#

A Home 4 & lab-user [ +]
B Desktop

B Documents

B thinclient_drives =

B Music
B Pictures

B Vvideos

DOS/Windows executable v

This site generates an attack file with a unique signature that simulates a zero-day attack.

36. Close the testing browser.
37. On the client desktop, select the Remmina connection to Firewall-A.
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http://192.168.50.80/wildfire-test-pe-file.exe

38. From the CLI, enter the command debug wildfire upload-log show.
The command should display the output log: @, filename: wildfire-test-pe-
file.exe processed... This output verifies that the file was uploaded to the WildFire public
cloud. The message might take a minute or two to display.

Firewall-A

o @ Firewall-A X

Note that the details of the entry you see will differ from the example shown here.

If you do not see any entries in the wildfire upload log, clear the cache in the testing browser
and repeat the file download steps.

39. Change the Monitor Log Interval back to the default setting by issuing the following
command:

debug wildfire monitor-log interval 20 <ENTER>

40. Type exit <Enter> to close the SSH session to the firewall.

41. Close the Remmina application window.

Examine WildFire Analysis Details
42. In the firewall web interface, select Monitor > Logs > WildFire Submissions:
Analysis takes 5 to 15 minutes, and the table will remain empty until WildFire has reached a
verdict about the file.

ey
43. Periodically use the Refresh button 7 in the upper right corner of the window until
you see a new entry for the wildfire-test-pe-file.exe.

SOURCE DESTINA
RECEIVE TIME FILE NAME ZONE ZONE SOURCE ADDRESS APPLICATION RULE VERDICT SEVERITY

E) 09/1215:48:44  wildfire-test-pe-file.exe Users Met  Extranet 192.168.1.20 web-browsing Users to Extranet ma

Note that in this example several default columns have been hidden, and the details of the entry

you see will differ.
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44. Click the magnifying glass icon next to the entry to open the Detailed Log View of the

entry.

45. Under the General section, note the Verdict:

Detailed Log View
Log Info \ Analysis Re
General
Session ID 16165
Action allow
Application web-browsing
Rule Users_to_Extranet
f811ebab-483c-48c6-
Rule UUID 3104-83c89421e837
Verdict malicious

Device SN 007051000055975

IP Protocol tcp

Log Action
RECEIVE TIME

PCAP | A TYPE APPLICAT...

2022/09/12 wildfire web-
15:48:44 browsing
2022/09/12 wildfire  web-
15:48:44 browsing
2022/09/12 end web-
15:46:39 browsing

Source
Source User
Source
Source DAG
Port
Zone
Interface
Details
Threat/Content
Tvoe
ACTION | RULE
allow Users_...
allow Users_...
allow Users_...

192.168.1.20
53944
Users_Net
ethernet1/2
wildfire
RULE
uuID BY...
f811eb...
f811eb...
f8lleb.. 61..

Destination

Destination User

Destination 192.168.50.80
Destination DAG
Port 80
Zone Extranet
Interface ethernet1/3
URL
CATEG..

CATEG... LIST VERDI.. | URL
malicio...
malicio...

any

Note that the details of the entry you see will differ from this example.

46. Click the tab labeled Wildfire Analysis Report at the top of the Detailed Log View.
47. Click the link for Download PDF.

@8

FILE
NAME

wildfir...

wildfir...

Close
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Detailed Log View @

Log Info WildFire Analysis Report

WildFire Analysis Summary & pownload POF

File Information

File Type PE
File Signer
SHA-256 8735487f06936a8fbc87019385be711500e91e73d423b3847f864e9bdc51bf99
SHA1 5598f46590713156145ff44c714e91c5a606d51e
MD5 65ebc74c8ae85397f1844bb6240dec83
File Size 55296 bytes
First Seen Timestamp 2020-11-06 16:43:37 UTC
Verdict malware
eseverme || || e [ e

48. This action will open a PDF version of the Wildfire Analysis Report in another tab of the
configuration browser.

WildFire Analysis Report

WildFire Analysis Report
1 File Information
2 Static Analysis
2.1. Suspicious File Properties
3 Dynamic Analysis
3.1. VM1 (Windows XP, Adobe Reader 9.4.0, Flash 10, Office 2007)
3.1.1. Behavioral Summary
3.1.2. Network Activity
3.1.3. Host Activity
Process Activity
Process Name - sample.exe
Event Timeline
3.2. VM2 (Windows 7 x64 SP1, Adobe Reader 11, Flash 11, Office 2010)
3.2.1. Behavioral Summary
3.2.2. Network Activity
3.2.3. Host Activity
Process Activity
Process Name - sample.exe
Event Timeline

AHEBEBPLPPWWWWWWWWWNNNNM-

Note that the information you see in your report may vary from the example shown here.

49. Scroll through the report to view detailed information about the Wildfire analysis of the
file.
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3.1. VM1 (Windows XP, Adobe Reader 9.4.0, Flash 10, Office 2007)

3.1.1. Behavioral Summary

This sample was found to be malware on this virtual machine.

Behavior Severity

Sample removed system files.
Sample removed system files.

This is a WildFire test sample
WildFire test samples exercise the capabilities of the WildFire analysis engine for purposes of testing. '"m""l

Created or modified a file in the Windows system folder

The Windows system folder contsins configuration files and executables that control the underlying functions of the
systemn. Malware often modifies the contents of this folder to manipulate the system, establish persistence, and avoid '" U

detection

Created or modified a file
Legitimate software creates or modifies files to preserve data across system restarts. Malware may create or modify files '
to deliver malicious payloads or maintain persistence on a system.

Modified the Windows Registry
The Windows Registry houses system configuration settings and options, including information about installed
applications, services, and drivers, Malware often modifies registry dats to establish persistence on the system and avoid l

detection,

For example, section 3.1 provides details about the kind of environment that WildFire used to
test the file along with specific actions that the malware file carried out. Note that the
information you see in your report may vary from the example shown here.

50. Close the configuration browser tab that contains the PDF version of the WildFire
Analysis Report.

51. Click Close to close the Detailed Log View window.

Stop. This is the end of the lab.
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Lab 12: Controlling Access to Network
Resources with User-ID

Your organization recently acquired another company, and you have been tasked to create
appropriate security Policy rules for traffic generated by these new users.

Your firewall has been configured with a virtual wire that allows traffic to the Internet from the
users in the newly acquired company. The firewall also has a new security zone in place called
Acquisition that contains all new users.

The firewall has an existing Security Policy rule that allows all users in the Acquisition zone to
access any application on the internet. Your task is to restrict users in this new organization to
approved corporate applications only.

Vans \
{ 5 A
Firewall-A 1:" 5
% paloalto \—‘
VWire
1/4

Acquisition
Zone

The approved corporate applications include DNS, web-browsing, and SSL.

You also need to ensure that only users in the marketing group are allowed to use social media
applications such as Facebook, Instagram, and others.

Another firewall administrator has created the appropriate Application Groups for you.

The firewall receives User-1D and Group membership information about users in this new
company from an XML upload sent by network authentication devices. (Note that this is
simulated in this lab and outside the scope of this course).
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Firewall / \
[\

[ Allowed- ‘ Allowed- ‘
| Corp-Apps | | Corp-Apps |

Allowed-
Mktg-Apps

Marketing Group ‘,’ ’ "\\
| i

. || Accounting |
hpoirot i Group Sales Group |

| |

| |

i |
vhelsing | |
! Finance Training |

; 7/

\
.

You also need to create a Security Policy rule that explicitly denies any other traffic generated by
users in the Acquisition zone. Although the interzone-default rule will deny any traffic not
expressly allowed, creating an explicit deny rule will allow you to examine the kinds of
applications users in the Acquisition zone are attempting to access.

Lab Objecti

e Examine current configuration

e Enable User-ID technology on the Acquisition zone.
e Generate traffic

e Modify Security Policy to meet requirements

High-Level Lab Steps

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-12.xml - to the Firewall

Examine Firewall configuration

e Review the settings that another administrator has configured for Application Groups and
Security Policy rules, and verify the following settings on the Acquisition-Allow-All
Security Policy rule
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Parameter Value

Source Zone Acquisition
Source Address Any
Destination Zone any
Destination IP Any
Application Any

Action Allow

e Clear the counters for all Security Policy rules

e Use the information below to verify that the configuration contains two new Application

Groups
Name Applications
Allowed-Corp-Apps dns
web-browsing
ssl
Allowed-Mktg-Apps facebook-base

instagram-base
twitter-base
myspace-base

linkedin-base

Generate Traffic from the Acquisition Zone

e Use Remmina to connect to the Server-Extranet host

e Change to the appropriate directory

cd /home/paloalto42/pcaps92019/app.pcaps <Enter>

e Run the following command to start generating traffic in the Acquisition Zone:

JAppgenerator-2.sh <Enter>

e While the script is running, examine the firewall Traffic log under Monitor > Logs >
Traffic.

e Note that almost all traffic is hitting the Acquisition-Allow-All Rule.

e Add the Source User column to the Traffic Log

Enable User-ID on the Acquisition Zone

e Edit the Acquisition Security zone and check the box for Enable User Identification
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Modify the Acquisition-Allow-All Security Policy Rule

e Change the name of the Security Policy rule Acquisition-Allow-All to A1low-Corp-
Apps

e Change the Description field to Al1lows only approved apps for Acquisition
users.

e Set the Applications to use only the A1llowed-Corp-Apps Application Group

Create Marketing Apps Rule

e Use the information below to create a Security Policy rule to allow only Marketing users
to access the Allowed-Mktg-Applications

Parameter Value

Name Allow-Mktg-Apps

Description Allows only users of marketing group to access Mktg apps
Source Zone Acquisition

Source User marketing

Destination Zone any

Application Allowed-Mktg-Apps

Dependent Add to Current Rule

Applications

Action Allow

Create Deny Rule

e Use the information below to create a new Security Policy rule that will deny any other
application traffic for users in the Acquisition zone.

Parameter Value

Name Deny-All-Others

Description Denies non-approved applications for users in Acquisition
zone

Source Zone Acquisition

Source User Any

Destination Zone any
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Parameter Value

Application Any

Action Deny

e Place the Deny-All-Others rule at the bottom of the Security Policy.

Commit the configuration

e Commit the changes before proceeding

Generate Traffic from the Acquisition Zone

e Use the Extranet-Server connection in the Remmina application to run the
Appgenerator-2.sh script again

e While the script is running, move to the next section in which you will examine the
firewall logs

Examine User-ID Logs

e Use the firewall CLI and the web interface to examine information about User-1D

e The firewall should have numerous entries with username-to-ip-address mappings in the
User-1D log

e Use the Remmina application to connect to the CLI of Firewall-A

e Use the following command to display entries for User-ID:

show user ip-user-mapping all <Enter>

e Close the firewall SSH connection.

Examine Firewall Traffic Log

Examine Firewall Traffic Log
1. Create and apply filters in the Traffic log to answer the questions in this section.

Which rule does the firewall use when it encounters youtube-base traffic?

Which rule does the firewall use when it encounters dns traffic?

Which rule does the firewall use when it encounters facebook-base?
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Which users are allowed access to facebook-base?

Is the user sholmes allowed to access instagram-base?

Is the user bbart allowed to access instagram-base?

Clean Up the Desktop

e In the Traffic log window on the firewall, clear any filters you have in place

e In the Remmina application window, close the SSH connections to the firewall and the
Server-Extranet

¢ Close the main Remmina application window

Detailed Lab Steps

Apply a Baseline configuration to the Firewall

To start this lab exercise, load a preconfigured firewall configuration file.
1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down list next to the Name text box and select edu-210-11.1a-12.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK.

A window should open that confirms that the configuration is being loaded.
Click Close.

Click the Commit link at the upper right of the web interface:

Click Commit again and wait until the commit process is complete.

o N o g s
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9. Click Close to continue.

Examine Firewall Configuration

In this section, you will review the settings that another administrator has configured for

Application Groups and Security Policy rules.

10. Select Policies > Security.
11. Edit the entry for Acquisition-Allow-All.
12. Select the Source tab.

Security Policy Rule

Source Destinati Application Service/URL Category
Any /\nv
| SOURCE ZONE [T] SOURCE ADDRESS

13. Note that the Source Zone is set to Acquisition.

14. Select the Destination tab.
15. Note that the Destination Zone is set to any.

Security Policy Rule

Genera Source Destination Application Servic

any

| | DESTINATION ZONE

any

[[] SOURCE USER

Any

DESTINATION ADDRESS

© 2024 Palo Alto Networks, Inc.

Page 261



16. Select the Application tab.

Security Policy Rule

pes

General Source Destination Applir.a.t‘il:ln Service/URL C alegory

Any

| ] APPLICATIONS

17. Note that the Application is set to Any.
18. Select the Actions tab.

Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

Action Setting Log 5

Allow

19. Note that the Action is set to Allow.
20. Click OK to close the Security Policy Rule window.

Source Destination
NAME ACTION ZONE ZONE APPLICATION
9 Acquisition-Allow-A Allow = Acquisition any any

This Security Policy rule allows any host in the Acquisition security zone to access any
application anywhere.

21. Clear the counters for all Security Policy rules by clicking Reset Rule Hit Counter >
All rules at the bottom of the window.

& All rules

iz| Selected rules

Reset Rule Hit Counter
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This action will allow you to see how many times the rules are accessed from this point forward.

22. Click Yes in the Reset window.
23. Select Objects > Application Groups.
24. Note the two new Application Groups:

Marketing Only twitter-base

WNAME - LOCATION . MEMBERS WAPPLICATIONS

A paloalto-apps A 7 5 A paloalto-dns-security
paloalto-updates
paloalto-userid-agent

paloalto-wildfire-cloud

pan-dh-claud
. 3
Allowed-Corp-Apps 3 dns
m P
g ssl )y
ﬁl‘o wed-Mktg-Apps 5 facebook-base \

instagram-base

myspace-base

linkedin-base

\ = J

You will configure the firewall to allow all users in the Acquisition zone to use the Allowed-Corp-

Apps. However, only users in the Marketing group will be able to use applications in the
Allowed-Mktg-Apps group.

Generate Traffic from the Acquisition Zone

28.

29.

30.
31.
32.

. On the client workstation, open Remmina.

Open the connection to the Server-Extranet.
Enter the following command to change directories:

cd /home/paloaltod42/pcaps92019/app.pcaps <Enter>

Run the following command to start generating traffic in the Acquisition Zone:

./Appgenerator-2.sh <Enter>

While the script is running, examine the firewall Traffic log under Monitor > Logs >
Traffic.

Clear any filters you may have in place.
Note that almost all traffic is hitting the Acquisition-Allow-All Rule.

If the Source User column is not already displayed, add it to the table by clicking the
small triangle in any header and choosing Columns > Source User.
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T Kl Suurce

rl{u TO PORT | APPLIC Source User

2 2:[ [:-:I [ — y Snurg Dynamic Address Group

Destination

0.5 Adjust Columns Destination Dynamic Address Group
174 443 soutube Dwynamic User Group

» n To Port
0.53 53 dns 3 Application

=]

M At

n

33. Drag and drop the Source User column between the Source and Destination columns
P ——
—ye e
1
SOURCE DESTINATION SOURCE USER TO I
n 192168124 74~ 443

SOURCE USER

n 192.168.1.20 192.168.50.53 53

172.217.9.174 443

LD AL _A_OO AOD AT -~

This action will make it easier for you to locate Source User information later in this lab. Note
that the Source User column will be empty because you have not yet enabled User-ID.

Enable User-ID on the Acquisition Zone
In this section you will enable User-1D on the Acquisition Security zone as part of the process of
enabling User-1D on a firewall.

34. In the web interface, select Network > Zones.
35. Click Acquisition to open the zone.

The Zone configuration window should open.

36. Select the Enable User Identification check box:
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Zone

Name | Acquisition User Identification ACL

Log Setting | None Enable User Identification

[ ]| INCLUDE LIST
Type | Virtual Wire

[CJ | INTERFACES

[ ] ethernetl/4
| | ethernetl/5

37. Click OK to close the Zone configuration window.

Modify the Acquisition-Allow-All Security Policy Rule

You will now change the set of applications that Acquisition users are allowed to access by

modifying the existing Acquisition-Allow-All rule.
38. Select Policies > Security.
39. Edit the entry for Acquisition-Allow-All.

40. Under the General tab, change the Name of this rule to A11low-Corp-Apps.
41. For Description, change the entry to Allows only approved apps for

Acquisition users.

Security Policy Rule

General Source Destination Application

Mame Allow-Corp-Apps

Rule Type  universal (default)

Description | Allows only approved apps for Acquisition users.

42. Select the Application tab.
43. Uncheck the option for Any.

Service/URL Category

44. Click Add and enter the first few letters of the A1lowed-Corp-Apps to display the

Application Groups available:
45. Select Allowed-Corp-Apps.
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Security Policy Rule

General Source Destination Application Service/U

Any

]| APPLICATIONS

[ Allowe

Allowed-Corp-Apps
Allowed-MKIg-Apps

New E' Application Filter L= Application Group

46. Click OK to close this Security Policy Rule window.

Create Marketing Apps Rule

Create a new Security Policy rule to allow only Marketing users to access the Allowed-Mktg-
Applications.
47. In Policies > Security, click Add.
48. Under the General tab, enter Allow-Mktg-Apps for the Name.
49. For Description, enter Al1lows only users of marketing group to access
Mktg apps.

Security Policy Rule

General Source Destination Application Service/URL Category Act

Mame & Allow-Mktg-Apps

Rule Type | universal (default)

Description  Allows only users of marketing group access to Mktg apps.

Taes

50. Select the Source tab.

51. Under Source Zone, click Add.

52. Select Acquisition.

53. Under the Source User column, click Add and enter marketing.
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Security Policy Rule

General Source

[] Any

O | SOURCE ZONE ~

& Ay

r
A Acquisition

54. Select the Destination tab.
55. Use the drop-down list at the top to select any.

Security Policy Rule
General Source Destination
any

L] | DESTINATION ZONE ~

56. Select the Application tab.
57. Uncheck the option for Any.

Destination Application Service/URL Category Actions

select v

| [ | source ADDRESS ~ O |souncz USER ~

"-_Q'-LE‘market'ing

Application
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58. Click Add and enter the first few letters of the Allowed-Mktg-Apps to display the
Application Groups available:

Security Policy Rule
General Source Destination Application Se
Any

[ | APPLICATIONS

B | Allow

Application Group
Allowed-Corp-Apps

Allowed-Mkteg-Apps

New [ Application Filter [ Application Group

59. Select Allowed-Mktg-Apps.

Security Policy Rule

General Source Destination Application Serv

| Any

[CJ | ApPLICATIONS ~

r-
' I@Allowed—Mktg—Apps
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60. In the right side of the Application window, place a check box beside DEPENDS ON:

Security Policy Rule

General Source Destination Application Service/URL Category Acti¢

D Any @
[] | APPLICATIONS ~ ’ DEPENDS ON
'f@AIIOch-Mktg-Apps apple-maps
google-base
google-maps
ssl
web-browsing
(I Add ‘:,: Delete Add To Current Rule Add To Existing Rule

This action will select all the individual applications under the DEPENDS ON column. Note that
the list of applications in the Depends On column may differ from the example here.

61. Click Add to Current Rule to add these applications to this Security Policy rule.

Add To Current Rule

62. Select the Action tab.
63. Verify that the Action is set to Allow.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

Action Setting

Action | Allow
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When you create a new Security Policy rule, the default setting for Action is Allow. However, it is

always a good practice to verify this setting before closing the window.

64. Click OK to close this Security Policy Rule window.

Create Deny Rule

Create a new Security Policy rule that will deny any other application traffic for users in the
Acquisition zone.
65. In the Security Policy table, click Add.
66. Select the tab for General.
67. For Name, enter Deny-All-Others.
68. For Description, enter Denies non-approved applications for users in
Acquisition zone.

Security Policy Rule

General Source Destination Application Service/URL Category Actions

Mame Deny-All-Others

Rule Type  universal (default)

Description Denies non-approved applications for users in the Acquisition zone.

69. Select the tab for Source.
70. Under the Source Zone column, click Add and select Acquisition.

Security Policy Rule
General Source IDesrir:_ﬂj:m Application Service/URL Category Actions
Any Any any
[C] | sOURCE ZONE [] | SOURCE ADDRESS ~ [] | SOURCE USER
=
] Acquisition

Note that you do not need to specify any users or user groups under the Source User column.
Because the drop-down list is set to any, this rule will deny traffic to any user, regardless of

group membership.
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71. Select the tab for Destination.
72. Use the drop-down list at the top to select any.

Security Policy Rule
General Source Destination
any

L] | DESTINATION ZONE

Application

73. Select the tab for Application and verify that Any is checked.

Security Policy Rule

General Source Destination | Application I Service/URL (

Any
]| APPLICATIONS

74. Select Service/lURL Category
75. Use the drop-down list at the top to select any

Security Policy Rule

General Source

Destination

| any

[] | service -~

76. Select the tab for Actions.
77. Change the Action to Deny.

Application Service/URL Category

Actions
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Security Policy Rule

General Source Destination Application Service/URL Category Actions

Action Setting

Action | Deny

78. Click OK to close this Security Policy Rule window.
79. Verify that the Deny-All-Others rule appears at the bottom of the Security Policy.

80. If the “Deny-All-Others” rule does not appear at the bottom of the ruleset, use the Move
Down button to place the rule just above the “intrazone-default” rule.

Commit the configuration
81. Click the Commit button at the upper right of the web interface.
82. Leave the settings unchanged and click Commit.
83. Wait until the Commit process is complete.
84. Click Close.

Generate Traffic from the Acquisition Zone
85. On the client workstation, select the window for the Remmina application.
86. Select the tab for Extranet-Server connection.
87. Use the up arrow key to retrieve the previous command:

./Appgenerator-2.sh

88. Press Enter to launch the script again.

89. While the script is running, move to the next section in which you will examine the
firewall logs.

Examine User-ID Logs
You can see information about User-1D through the firewall CLI or in the web interface. In this
section, you will use both tools to examine User-1D entries.

90. In the firewall web interface, select Monitor > Logs > User-ID.
91. The firewall should have numerous entries with username-to-ip-address mappings:
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GROUP
RECEIVE TIME IP USER TIMEQUT | FOUND DATA s0OUI

GHCNCNT
=
F

D P D
P 4

1Q-GA-GE 1 P48 1 4 i Fine PN

=
|

Note that the entries you see will differ from this example.

92. On the client desktop, locate the main window for the Remmina application.

93. Double-click the Firewall-A connection.

94. This action will open a connection to the firewall CLI.

95. In the firewall CLI, enter the following command to display entries for User-ID:

show user ip-user-mapping all <Enter>

96. The firewall will display User-ID information:

97. When you have finished examining the User-1D information, type exit <Enter> to
close the firewall SSH connection.

Examine Firewall Traffic Log

Create and apply filters in the Traffic log to answer the questions in this section.

98. In the firewall web interface, select Monitor > Logs > Traffic.
99. Write down your answers to the following questions in the space provided or on
notepaper:
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Question: Which rule does the firewall use when it encounters youtube-base traffic?
Hint: Use the filter ( app eq youtube-base )

Answer: Deny-All-Others

Question: Which rule does the firewall use when it encounters dns traffic?
Hint: Use the filter ( app eq dns )

Answer: Allow-Corp-Apps (in some cases, you may also see Users_to_Extranet)

Question: Which rule does the firewall use when it encounters facebook-base?
Hint: Use the filter ( app eq facebook-base )

Answer: Allow-Mktg-Apps and Deny-All-Others (depending on the Source User)

Question: Which users are allowed access to facebook-base?
Hint: Use the filter ( app eq facebook-base ) and ( action eq allow )

Answer: chicago\hpoirot; chicago\sholmes; chicago\vhelsing

Question: Is the user sholmes allowed to access instagram-base?

Hint: Use the filter ( app eq instagram-base ) and ( user.src eq ‘chicago\sholmes’ )

Answer: Yes

Question: Is the user bbart allowed to access instagram-base?

Hint: Use the filter ( app eq instagram-base ) and ( user.src eq ‘chicago\bbart )
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Answer: No

Clean Up the Desktop
100. In the Traffic log window on the firewall, clear any filters you have in place.

101. In the Remmina window on the client workstation, select the tab for the Server-
Extranet.

102. Close the SSH connection by typing exit <Enter>.
103. Close the main Remmina application window.

Stop. This is the end of the lab.
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Lab 13: Using Decryption to Block Threats in
Encrypted Traffic

As an astute network security professional, you have noticed the dramatic increase of HTTPS
secure traffic over the past few years. Correspondingly, you have noticed that very few websites
even use unencrypted HTTP traffic anymore. Virtually all network traffic is now encrypted.

You know that HTTPS protects privacy and sensitive data in transit between hosts, but you have
begun to realize that HTTPS also hides potentially damaging data as well. Encrypted traffic into
and out of your network might contain viruses, spyware, vulnerability exploits and other
damaging types of data.

You need to make certain that the Palo Alto Networks firewall can inspect even encrypted
traffic, so you have decided to implement decryption. This process will allow the firewall to
decrypt HTTPS traffic, inspect it and then block any sessions that contain malicious content.

Internet
Zone

0

¥— ¥ Server
2= R4| Certificate

Encryptio

Firewall-A

™| Forward Trust
Certificate

Encryption

3

Users_Net
Zone

Right now, you do not have budget funds available to build a corporate PKI infrastructure to
generate a decryption certificate from a CA (certificate authority). However, you can generate a
self-signed CA certificate on the Palo Alto Networks firewall and deploy that for decryption
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HR has also told you that there are certain types of traffic from employees that should not be
decrypted because those transactions might contain personally identifiable information (PI1).
You need to exclude certain categories of websites (such as finance and healthcare) from
decryption. You will create a No-Decrypt rule to prevent the firewall from decrypting traffic to
and from these kinds of websites.

Lab Objectives

e Load a lab configuration

e Test the firewall without decryption

e Create a self-signed certificate for trusted connections

e Create a self-signed certificate for untrusted connections

e Create and test a Decryption Policy rule for outbound traffic

e Test outbound Decryption Policy rule

e Export the firewall certificate and import it to the Firefox browser
e Test outbound Decryption Policy again

e Review firewall logs

e Exclude URL categories from decryption using a No-Decrypt rule
e Test the No-Decrypt rule

The lab instructions show you how to import a certificate to the Firefox browser, so
for this lab, use Firefox for testing and Chromium to configure the firewall.
O Although the concept of using a firewall-issued certificate for decryption in any
— client browser is the same, the actual steps to carry out the import process are
- different.

High-Level Lab Steps

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-13.xml - to the Firewall

Test the Firewall Behavior Without Decryption

e On the client-A host, use the Firefox browser and browse to the following URI:
http://192.168.50.80/eicar.com

* Note the block page that the firewall presents

Your Antivirus Security Profile is in place and has blocked this file

e Use Firefox to browse to www.eicar.org.
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e In the Eicar website, navigate to Download Anti Malware Testfile > Download
area using the secure, SSL enabled protocol HTTPS

e Download the eicar.com file

e When prompted to save the file, click Cancel.

e Close the configuration browser.

Create a Self-Signed Certificate for Trusted Connections

Use the information in the table below to create a self-signed certificate to use as a Forward
Trust Certificate.

Parameter Value

Certificate Name Type trusted-cert

Common Name Type 192.168.1.1

Certificate Authority Select the Certificate Authority check box
Forward Trust Certificate Checked

Create a Decryption Policy Rule for Outbound Traffic

Use the information below to create a Decryption Policy rule that will decrypt HTTPS traffic
from the Users_Net security zone to the Internet security zone.

Parameter Value
Name Decrypt_Users_Traffic
Description Decrypts web traffic from Users_Net.
Source Zone Users_Net
Source Address Any
Source User Any
Destination Zone Internet
Extranet
Destination Address Any
Service any
URL Category Any
Action Decrypt
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Parameter Value

Type SSL Forward Proxy

Decryption Profile None

Commit the configuration

e Commit the changes before proceeding.

Test Outbound Decryption Policy

e Use Firefox to browse to https://www.bing.com.

e Use the Advanced > View Certificate buttons to note that the Issuer Name section
contains 192.168.1.1

e Close Firefox.

Export the Firewall Certificate

e From the firewall web interface, export the trusted-cert as a Base64 Encoded Certificate
(PEM)
e Save the file to the Downloads folder of the Client-A host

Import the Firewall Certificate to configuration browser

e Use the Certificate Manager in Firefox to Import the cert_trusted-cert.crt to the
Authorities section.

e Set Firefox to Trust this CA to identify websites and Trust this CA to identify email
users

Test Outbound Decryption Policy Again

e In Firefox, browse to https://www.eicar.org

* Navigate to Download Anti Malware Testfile > Download

e Attempt to download the eicar.com file

e You will receive a warning page from the firewall indicating that it has detected and
blocked the malicious file download

e Close Firefox.

Review Firewall Logs

e Add the Decrypted column to the Traffic Log
e Drag and drop the Session End Reason column from the right side of the table to the
beginning of the table.
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e Create and apply a filter to display entries that have been decrypted from the client
workstation and that have been terminated because of a detected threat in the traffic

e Examine the Detailed Log View of a matching entry to see details about the session

e Use the Threat Log to locate entries about the eicar.com test file that the firewall
detected and blocked

Exclude URL Categories from Decryption

e Use the information below to create an entry in the Decryption Policy that will exclude
certain URL categories from decryption

Parameter Value

Name No-Decryption

Description Do not decrypt URLs in gov, shopping and finance
Source Zone Users_Net

Destination Zone Internet

Service any

URL Category government

financial-services

shopping
Action No Decrypt
Type SSL Forward Proxy

Note that in a production environment, the URL Categories which you exclude from decryption
will depend on many factors. Company policy, national privacy laws, HR concerns, destination
country — all of these can dictate what types of traffic you should or should not decrypt. The
examples we use here simple ones to illustrate how to exclude URL categories from decryption.

e Place this rule at the top of the Decryption Policy

Commit the configuration

e Commit the changes before proceeding

Test the No-Decryption Rule

e Use Firefox to browse to a website that falls into one of the excluded categories.
e Connect to https://texas.gov

e Examine the certificate issued to the texas.gov website

e Note that the Issuer Name is not 192.168.1.1 (the firewall)
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Detailed Lab Steps

Apply a Baseline configuration to the Firewall

To start this lab exercise, load a preconfigured firewall configuration file.
1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot.
3. Click the drop-down list next to the Name text box and select edu-210-11.1a-13.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Click OK.

A window should open that confirms that the configuration is being loaded.
Click Close.

Click the Commit link at the upper right of the web interface:

Click Commit again and wait until the commit process is complete.

Click Close to continue.

© N s

Test the Firewall Behavior Without Decryption

For this lab, use Firefox to test and Chromium to configure. The instructions for this lab will
walk you through the process of installing a Trusted certificate from the firewall in Firefox. You
can install a Trusted certificate in the other browsers as well; however, the lab will only show
you how to do so in Firefox to illustrate the process and in order to make sure you have time to
complete the tasks.

10. On the client desktop, open Firefox and browse to
http://192.168.50.80/eicar.com

11. You should get a page indicating that the connection was reset:
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(@ Problem loading page x|+

C @ @ 192.168.50.80/eicar.com

% Firewall-A % Firewall-B 4% Panorama [JExtranet & Quizzes 4% Palo Alto Networks

The connection was reset

The connection to the server was reset while the page was loading.

« The site could be temporarily unavailable or too busy. Try again in a few moments.
« If you are unable to load any pages, check your computer's network connection.

« If your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to
access the Web.

Try Again

12. In the firewall web interface, navigate to Monitor > Logs > Threat.

13. You should see one or more entries for vulnerability indicating that the firewall blocked
the Eicar file download:

FROM DESTINATION
RECEIVE TIME TYPE THREAT ID/NAME ZONE TO ZONE | SOURCE ADDRESS | SOURCE USER ADDRESS
E 03/07 17:36:13 | vulnerability Eicar File Detected Users_Net | Extranet 192.168.1.20 192.168.50.80

Because the connection between the client and the server is not encrypted, the firewall is able
to examine the traffic and block malicious content.
14. In Firefox, open a new tab and browse to https://192.168.50.80/eicar.com.
15. If the browser presents a Warning window, click the Advanced button.

% firewall-a X A Warning: Potential Securit. X -+

& C @ G Not Secure  https://192.168.1.80

& Quizzes % Palo Alto Networks % Firewall-A % Firewall-B 4% Panorama [J Extranet

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.1.80. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for
assistance. You can also notify the website's administrator about the problem.

Go Back (Recommended) Advanced...

Learn more...
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16. Click Accept the Risk and Continue.

Someone could be trying to impersonate the site and you should not continue.

Websites prove their identity via certificates. Firefox does not trust 192.168.1.80 because its
certificate issuer is unknown, the certificate is self-signed, or the server is not sending the
correct intermediate certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

Go Back (Recommended) Accept the Risk and Continue

The web server is using a self-signed SSL certificate, which is why Firefox presents this warning.

View Certificate

17. When you are prompted to save the file, click Cancel.

Cancel Name [e|car.com J Q m
A Home <« & lab-user » B

v Size Type Modifi¢

B Desktop Name

B Documents

4 Downloads

B thinclient_drives A

I Music
B Pictures

I Videos
*com w

Notice that the download is not blocked because the connection is encrypted, and the virus is
hidden. This exercise proves that without Decryption, the firewall is unable to examine the
contents of a secure connection and cannot scan for malicious content.

18. Close Firefox.

Create Certificate for Trusted Connections

In this section, you will generate a certificate on the firewall that will be used when clients
connect to HTTPS websites that have certificates issued by trusted certificate authorities.
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The firewall will use this certificate as part of the decryption process between clients and
trusted HTTPS websites.

19. In the web interface, select Device > Certificate Management > Certificates.
20. Click Generate at the bottom of the page to create a new CA certificate:

5 Generate

21. Configure the following:

Parameter Value
Certificate Name trusted-cert
Common Name 192.168.1.1
Certificate Authority Select the Certificate Authority check box
Generate Certificate ©)
Certificate Type o Local SCEP

Certificate Name | trusted-cert

Common Name | 192.168.1.1

Signed By

Certificate Authority

| | Block Private Key Export
OCSP Responder

Cryptographic Settings

Algorithm | RSA

22. Leave the remaining settings unchanged and click Generate to create the certificate.

A Generate Certificate status window should open that confirms that the certificate and key
pair were generated successfully.

23. Click OK to close the Generate Certificate success window.
24. You should have a new entry in the Device Certificates table:

Device Certificates Default Trusted Certificate Authori

D NAME SUBJECT ISSUER CcA KEY EXPIRES STATUS ALGORITHM USAGE
[J §ITisvi3 Default C=US.ST=CAL=SantaCla.. C=US ST=CA L=SantaCla.. Aug 14 15:40:00 2033 GMT valid Elliptic Curve DSA
[ Ptrusted-cert CN=192168.1.1 CN=192.168.1.1 Oct 2517:14:25 2024 GMT valid RSA
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25. Edit the entry for trusted-cert by clicking it.
26. Place a check in the box for Forward Trust Certificate.
27. Leave the remaining settings unchanged.

Certificate information @

Name | trusted-cert
Subject
Issuer
Not Valid Before
Not Valid After

Algorithm

[ Forward Trust Certificate ]
| Forward Untrust Certificate

| Trusted Root CA

This action instructs the firewall to use this certificate to decrypt traffic between clients and
sites which have a trusted HTTPS certificate.

Note that the dates for Not Valid Before and Not Valid After will be different for your certificate.
28. Click OK.

Create a Certificate for Untrusted Connections

In this section, you will generate a certificate on the firewall that will be used when clients
connect to HTTPS websites that do not have certificates issued by trusted certificate
authorities.

The firewall will use this certificate as part of the decryption process between clients and
untrusted HTTPS websites.

29. In the web interface, select Device > Certificate Management > Certificates.
30. Click Generate at the bottom of the page to create a new CA certificate:

5 Generate

31. Configure the following:

Parameter Value

Certificate Name untrusted-cert
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Parameter Value

Common Name DO NOT TRUST
Certificate Authority Select the Certificate Authority check box
Generate Certificate @
Certificate Type @) Local SCEP
Certificate Name | untrusted-cert

Common Name | DO NOT TRUST

Certificate Authority

| Block Private Key Export
OCSP Responder

Cryptographic Settings

Algorithm | RSA

32. Leave the remaining settings unchanged and click Generate to create the certificate.
A Generate Certificate status window should open that confirms that the certificate and key
pair were generated successfully.

33. Click OK to close the Generate Certificate success window.

34. You should have a new entry in the Device Certificates table.

35. Edit the entry for untrusted-cert by clicking it.

36. Place a check in the box for Forward Untrust Certificate.
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37. Leave the remaining settings unchanged.

Certificate information @

Name | untrusted-cert
Subject
Issuer
Not Valid Before
Not Valid After
Algorithm
[ ] Forward Trust Certificate

[ Forward Untrust Certificate ]
[ ] Trusted Root CA

This action instructs the firewall to use this certificate when it encounters a site that is not
trusted — one that has a self-signed certificate, for example.

Note that the dates for Not Valid Before and Not Valid After will be different for your certificate.
38. Click OK.

39. You should now have two new entries in the Device Certificates table:

Device Certificates Default Trusted Certificate Authorities
Q
L
D ‘ NAME SUBJECT [ ISSUER | CA KEY EXPIRES STATUS ALGORITHM USAGE
L Slncu s nert  C=US ST=CA | =SantaCla, C=US ST=CA | =SantaCla Aug 14 13:40:00 2033 GMT. alid Elliptic Curve DSA
O §Ftrusted-cert CN=192.168.1.1 CN=192.168.1.1 Oct 25 17:14:25 2024 GMT valid RSA

Forward Trust Certificate
O Puntrusted-cert CM = DO NOT TRUST CN = DO NOT TRUST Oct 25 17:18:02 2024 GMT

valid RSA Forward Untrust Certificate

Note that the dates for Expires will be different for your certificates.

Create a Decryption Policy Rule for Outbound Traffic
In this section, you will create a Decryption Policy to decrypt HTTPS traffic from the
Users_Net security zone to the Internet and Extranet security zones.

40. In the firewall web interface, select Policies > Decryption.
41. Click Add to create a decryption Policy rule.

A Decryption Policy Rule window should open.

42. Configure the following:
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Parameter Value

Name Decrypt_Users_Traffic

Description Decrypts web traffic from Users_Net

Decryption Policy Rule

General Source Destination Service/URL Category Optio
Name  Decrypt_Users_Traffic
Description  Decrypts web traffic from Users_Net

43. Click the Source tab and configure the following:

Parameter Value

Source Zone Users_Net

Source Address Verify that the Any check box is selected
Source User Verify that any is selected

Source Device Verify that any is selected

Decryption Policy Rule

General Source Destination Service/URL Categc

Any Any
[] source zoNE [C] | SOURCE ADDRESS

[ 'm - .. r\r-. ]

44. Click the Destination tab and configure the following:

Parameter Value
Destination Zone Internet
Extranet
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Parameter

Value

Destination Address

Verify that the Any check box is selected

Destination Device

Verify that the Any check box is selected

Decryption Policy Rule

General Source Destination Service/URL Category Options

] Any

[:] DESTINATION ZONE

r

] B& Internet
"

= Extranet

Any

(] | DESTINATION ADDRESS

45. Click the Service/URL Category tab and verify that the Service is set to Any and that
the box for Any above URL Category is checked:

Decryption Policy Rule

General Source Destimtion[ Service/URL Category ]Opn‘ons

any

[ | servicE

Any
L) | URL CATEGORY

Note that the Any setting for URL category instructs the firewall to decrypt all HTTPS traffic,
regardless of the type of website users are accessing. Decrypting traffic from users to website

categories such as Health and Medicine, Shopping or Government can expose Personally

Identifiable Information (Pll). In a production environment, you will need to make sure you only

decrypt traffic that is appropriate.

Later in this lab, you will exclude several categories of websites as an illustration.

46. Click the Options tab and configure the following:

Parameter Value
Action Decrypt
Type Verify that SSL Forward Proxy is selected
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Parameter Value

Decryption Profile Select default

Decryption Policy Rule @

General Source Destination Service/URL C.qttgorv

| Type | SSL Forward Proxy I

Decryption Profile | default

Log Settings

|| Log Successful SSL Handshake
Log Unsuccessful SSL Handshake

Log Forwarding | None

47. Leave the remaining settings unchanged.
48. Click OK to close the Decryption Policy Rule configuration window.
49. Verify that your configuration matches the following:

Source Destination
URL
NAME ZONE ZONE CATEGORY | SERVICE | ACTION TYPE
1  Decrypt_Users_Traffic,, = pm Users_Net PR Extranet any any decrypt ssl-forward-proxy
BA Internet

Note that several columns have been hidden or rearranged in the example shown here.

Commit the configuration
50. Click the Commit button at the upper right of the web interface.
51. Leave the settings unchanged and click Commit.
52. Wait until the Commit process is complete.
53. Click Close.

Test Outbound Decryption Policy
54. Open Firefox and browse to https://www.paloaltonetworks.com.
55. The browser presents a Caution message.
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A Software is Preventing Firefox From Safely
Connecting to This Site

www.paloaltonetworks.com is most likely a safe site, but a secure connection could not be established. This
issue is caused by 192.168.1.1, which is either software on your computer or your network.

What can you do about it?

« If your antivirus software includes a feature that scans encrypted connections (often called “web
scanning” or "https scanning”), you can disable that feature. If that doesn't work, you can remove and
reinstall the antivirus software.

« If you are on a corporate network, you can contact your IT department.

« If you are not familiar with 192.168.1.1, then this could be an attack and you should not continue to the
site.

Learn more...

Go Back (Recommended) Advanced...

Note: The configuration browser on the client workstation does not trust the certificate
generated by the firewall (192.168.1.1).

56. Click the button for Advanced.

57. Click the link for View Certificate.

Websites prove their identity via certificates, which are issued by certificate authorities.

Firefox is backed by the non-profit Mozilla, which administers a completely open certificate authority
(CA) store. The CA store helps ensure that certificate authorities are following best practices for user
security.

Firefox uses the Mozilla CA store to verify that a connection is secure, rather than certificates supplied
by the user's operating system. So, if an antivirus program or a network is intercepting a connection
with a security certificate issued by a CA that is not in the Mozilla CA store, the connection is
considered unsafe.

Error code: MOZILLA_PKIX_ERROR_MITM_DETECTED

View Certificate

Go Back (Recommended) Accept the Risk and Continue
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58. Under the section for *paloaltonetworks.com, note the Issuer Name section contains

192.168.1.1:

Certificate

* paloaltonetworks.com

Subject Name
Country

State/Province
Locality
Organization

Common Name

Issuer Name
Common Name

validity

Nt Rafrra

192.168.1.1

us

California

Santa Clara

Palo Alto Networks, Inc.

* paloaltonetworks.com

192.168.1.1

Q222021 2:-NN-NN DA (Eactarn Standard Timal

This certificate has been issued on behalf of *.paloaltonetworks.com by the firewall

(192.168.1.1) using the Trusted Certificate you created earlier. Firefox does not trust this

certificate because it is “self-signed” by the firewall. In the next section, you will fix this issue so

that Firefox trusts certificates issued by the firewall.

59. Close the Firefox browser.

Export the Firewall Certificate

To make users” web browsing experience seamless while implementing decryption, you will
export the trusted certificate from the firewall and import the certificate into Firefox on the

Client host.
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60. In the firewall web interface, select Device > Certificate Management > Certificates.
61. Highlight but do not open trusted-cert.

62. At the bottom of the window, click Export Certificate to open the Export Certificate
configuration window.

63. Use the drop-down list for File Format to verify that Base64 Encoded Certificate
(PEM) is selected.

64. Leave the box for Export Private Key unchecked.
65. Leave all settings unchanged and click OK to export the trusted-cert CA certificate.

Export Certificate - trusted-cert @

File Format Base64 Encoded Certificate (PEM) v
[T] Export Private Key

Passphrase

Confirm Passphrase

66. Save the file to the workstation’s Downloads folder:
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-

Cancel Name cert_trusted-cert.crt Q m
#A Home 4 & lab-user » (+]

B Desktop Name ~ Size Type Modifie

B Documents

% Downloads

B thinclient_drives &

I Music
I Pictures

I Videos

plain text document «

Import the Firewall Certificate
67. Open the Firefox browser.
68. In the upper right corner of the browser window, click the “hamburger” button and
choose Settings:
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120% <7 @ %

Sync and save data Sign In
New tab Ctrl+T
New window Ctri+N
New private window Ctri+Shift+P
Bookmarks
History
i Downloads Ctri+Shift+Y
1 Passwords
Add-ons and themes Ctri+Shift+A
Print... Ctri+P
Save page as... Ctri+S
Find in page... Ctri+F
Zoom - 120% +
Settings
More tools >
Help
Quit Ctri+Q

69. On the left side of the screen, select Privacy & Security:
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¥ General

{2 Home

Q, search

[ & Privacy & Security

23 Sync

70. Scroll to the bottom of the screen and locate the Certificates section.
71. Click the button for View Certificates.

Certificates

Z Query OCSP responder servers to confirm the current validity of View Certificates...
" o1
certificates
Security Devices...
72. Under the Authorities tab, click Import.
Certificate Manager X
Your Certificates Authentication Decisions People Servers Authorities
You have certificates on file that identify these certificate authorities
Certificate Name | Security Device B

~ AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~ AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce R... Builtin Object Token

Camerfirma Global Chambersign Root  Builtin Object Token

P v AW

View Edit Trust.. Import... Export Delete or Distrust
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73. Select the Downloads folder.
74. Highlight the entry for cert_trusted-cert.crt.

75. Click Open.
Cancel Select File containing CA certificate(s) to import
® Recent 4 M lab-user 3
A Home Name -
E cert_trusted-cert.crt
Bl Desktop

B Documents

4 Downloads

76. In the Downloading Certificate window, place checks in both boxes for Trust this CA
to ...

Downloading Certificate x

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "192.168.1.1” for the following purposes?
Trust this CA to identify websites.
¥ Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Cancel OK

77. Click OK.
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78. The firewall trusted-cert entry appears in the list of certificate authorities:

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name | Security Device ®
~ 19216811
19216811 Software Security Device

v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~ AC Camerfirma SA CIF A82743287

~ ra ~ ! PPN ~ T PR VR

Edit Trust Import...

Note — if you do not see the entry for 192.168.1.1 at the top of the list, click OK and
then click View Certificates again.

The Firefox browser will trust any certificate issued by the entities in this Authorities list. By
adding the firewall certificate to this list, Firefox will trust any certificates issued by the firewall.
Note that the process of importing certificates to client workstations varies based on the
browser type and the operating system. This lab shows you how to add a certificate to Firefox,
but the process is similar for other browsers.

79. Click OK to close the Certificate Manager window.

80. Close Firefox.

81. Open Firefox and browse to https://www.paloaltonetworks.com.
82. Notice that you do not get any warning messages about certificates.

Test Forward Untrust Certificate

When a web browser connects to a site that has a self-signed or untrusted certificate, the firewall
will present the Forward Untrust Certificate. The web server in the Extranet zone has a self-
signed certificate; in this section, you will see how the firewall presents the DO NOT TRUST
certificate you created.
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83. In Firefox, connect to https://192.168.50.80.
84. Note the Warning message that configuration browser presents:

I Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.50.80. If you visit this site, attackers could
try to steal information like your passwords, emails, or credit card details.

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more..

Go Back (Recommended) Advanced...

85. Click Advanced.
86. Click View Certificate.

Someone could be trying to impersonate the site and you should not continue.

Websites prove their identity via certificates. Firefox does not trust 192.168.50.80 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate
certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

View Certificate

Go Back (Recommended) Accept the Risk and Continue

87. Note the information in the certificate:

Certificate

192.168.50.80 [ DO NOT TRUST ]

Subject Name

Country AU
State/Province New South Wales
Common Name 192.168.50.80

Issuer Name ]
Common Name DO NOT TRUST J

Validity

Not Before 9/14/2020, 2:58:48 AM (Eastern Daylight Time)
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You can tell that the firewall has intervened in this connection and presented the Forward
Untrust certificate you created.

88. Close the tab for Certificate for 192.168.50.80.

Test Outbound Decryption Policy Again
89. In the Firefox browser warning window, click Accept the Risk and Continue:

Someone could be trying to impersonate the site and you should not continue.

Websites prove their identity via certificates. Firefox does not trust 192.168.50.80 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate
certificates.

Error code: SEC_ERROR_UNKNOWN_ISSUER

View Certificate

Go Back (Recommended) Accept the Risk and Continue

90. You will see the default page for the web server in the Extranet:

File Edit View History Bookmarks Tools Help

Extranet Lab Server b <+

« 5> C O G https//192.168.50.80

O epu-210 OEpu-220 [JEDU-330 [JExtranet %% Palo Alto Networks & Quizzes

Hello World !

My name is www.panw.lab.
My address is 192.168.50.80.

91. Attempt to download the virus file by appending eicar.com to the end of the link
https://192.168.50.80/eicar.com <ENTER>
92. The connection will not succeed, and you will receive a message from the browser:
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A Problem loading page X +

<« C & Not Secure 192.168.50.80

Oepbu-210 (OEDU-220 [(JEDU-330 [DJExtranet 4 Palo Alto Networks & Quizzes

, By \ ' N i @ 1

Secure Connection Failed

An error occurred during a connection to 192.168.50.80. PR_.CONNECT_RESET_ERROR

« The page you are trying to view cannot be shown because the authenticity of the received data could not

be verified.

« Please contact the website owners to inform them of this problem.

Learn more...

Try Again

Note that the kind of message a client receives will vary depending on the browser.

93. Close Firefox.

Review Firewall Logs

In this section, you will examine information in the firewall Logs to see more details about the
decryption process.

94. In the firewall web interface, select Monitor > Logs > Traffic.

95. Click the small triangle to the right of the Threat ID/Name column header.

96. Add the Decrypted column to the table by selecting Columns > Decrypted.

App Subcategory
App Technology
THREAT ID/NAME ;g?;h: Tozo|  Captive Portal
. . Content Version
Eicar File Detected [T] Columns > Count
Eicar File Detected Adjust Columns Decrypted

Destination Country
Destination Device Category

Destination Device Host

97. Drag and drop the Session End Reason column from the right side of the table to the
beginning of the table:

© 2024 Palo Alto Networks, Inc. Page 302



| SESSION END ||

)

‘ TO ZONE | SOURCE DECRYPTED SOURCE U
‘ Internet l 192.168.1.254 - no .

Internet 192.168.1.254 no

Extranet 192.168.1.254 no

This is not a requirement, but placing this column at the beginning of the table will make it

easier for you to locate entries that have ended because of unusual actions taken by the firewall

REASON RECEIVE TIME FROM ZONE
E' ‘ . aged-out = 07/09 15:20:48 . Users_Net
T aged-out 07/09 15:20:48 Users_Net
= aged-out 07/09 15:20:48 | Users_Net
(such as detecting a threat).
98.

Create and apply a filter to display entries that have been decrypted from the client

workstation and that have been terminated because of a detected threat in the traffic:
( flags has proxy )

The filter syntax “flags has proxy” displays entries that have been decrypted (the value will show

as yes in the Decrypted column). Entries that match the filter indicate that the firewall carried

out a proxy connection for decryption.

99. Click the magnifying glass next to the most recent entry listed to see details about the

session.

100. Scroll down in the upper section of the window until you see the Flags section in the
right column.

101. Note the Decrypted box is checked, indicating that the firewall decrypted this session.

Detailed Log View

Session End Reason
Category

Device SN

IP Protocol

Log Action
Generated Time
Start Time

Receive Time
Elapsed Time(sec)
Tunnel Type

Flow Type

Cluster Name
BPCAP RECEIVE TIME

2022/09/12

threat

private-ip-addresses

tcp

2022/09/12 17:44:53
2022/09/12 17:43:20
2022/09/12 17:44:53
0

N/A

NonProxyTraffic
TYPE APPLICAT...
end weh-

Details

Type

Bytes

Bytes Received
Bytes Sent
Repeat Count
Packets

Packets Received
Packets Sent
Source UUID.

ACTION | RULE

allow Users

end

3800
2140
1660

13

RULE
uuIiD

deddd4a5-7ack-4712-997F-aR770c3cd9c3d

@8

Captive Portal

Proxy Transaction
Decrypted ]

Packet Capture

Client to Server
Server to Client
Symmetric Return
Mirrored

Tunnel Inspected

URL
CATEG...
LIST

FILE

BY.. | SEVERIL.. | CATEG.. VERDI... | URL NAME

The details you see will differ from the example shown, but you should see similar information.

102.Click Close in the Detailed Log View window.
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103. Select Monitor > Logs > Threat.
104. Add the Decrypted column to the table.
105. Create and apply a filter in the Threat Log to show decrypted session:

(flags has proxy )

I:_ ( flags has proxy )

RECEIVE TIME

E’ 09/12 17:43:28

TYPE

DECRYPTED

vulnerability yes

THREAT ID/NAME

Eicar File Detected

106. Click the magnifying glass icon next to the entry for vulnerability.
107.In the top portion of the window, scroll down until you can see the Details section in the

middle column.

108. You can see information about the file that the firewall detected and blocked:

FROM
ZONE

Users,

Detailed Log View

IP Protocol tcp
Log Action
Generated Time 2022/09/12 17:43:28
Receive Time 2022/09/12 17:43:28
Tunnel Type N/A

Cluster Name

ﬂetails

Threat Type
Threat ID/Name

ID

Category
Content Version

Severity

Repeat Count
File Name

\

Eicar File Detected

39040 (View in Threat
Vault)

vulnerability

code-execution
AppThreat-8601-7487
medium

10

eicar.com

J

Partial Hash

0

Flags

Captive Portal
Proxy Transaction
Decrypted
Packet Capture
Client to Server
Server to Client

Tunnel Inspected

DevicelD

Casiwen Nosdcn

URrt

Note the ID number 39040 and the link View in Threat Vault. The ID number is a unique value

assigned to each threat by Palo Alto Networks. Threat Vault is an online database maintained by

Palo Alto Networks with extensive information about each threat. Access to Threat Vault

requires a support account.

109. In the bottom of the window, highlight an entry with Type vulnerability to see more

information about why the firewall terminated this connection.
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Detailed Log View

General Source Destination
Session D 26004 Source User Destination User
Action reset-both Source 192.168.1.20 Destination 192.168.50.80
Host ID Source DAG Destination DAG
Application web-browsing Country 192.168.0.0-192.168.255.255 Country 192.168.0.0-192.168.255.255
Rule Users_to_Extranet Port 53964 Port 443
Rule UUID ded4d44a5-7acé-471a-997f-a8770c3d9c3d Zone Users_Net Zone Extranet
Device SN 007051000055975 Interface ethernet1/2 Interface  ethernet1/3
IP Protocol tcp X-Forwarded-For IP
Log Action
i Flags
Generated Time 2022/09/12 17:43:28 Details
Receive Time 2022/09/12 17:43:28 Captive Portal
Threat Type wvulnerability
Tunnel Type N/A Proxy Transaction
Threat ID/Name  Eicar File Detected
Cluster Name Decrypted
ID 39040 (View in Threat Vault)
Packet Capture
Category code-execution
Client to Server
Content Version _AppThreat-8601-7487
PCAP | RECEIVE TIME TYPE APPLICATION ACTION RULE SEVERITY CATEGORY FILE NAME
2022/09/12 17:43:28 vulnerability web-browsing reset-both Users_to_Extranet  medium private-ip- eicar.com
addresses
2022/09/12 17:43:28 vulnerability web-browsing reset-both Users_to_Extranet  medium private-ip- eicar.com
addresses
3022/00/12 17:45:28 vulnerabﬂl'tv reset-both Users_to_Extranet medium private-ip- eicar.com
addresses

Highlight entry for vulnerability

Note that when you select the row, the information in the top half of the window changes.

110.Click Close in the Detailed Log View.

111. Clear the filter you have in place in the Threat log by clicking the X in the upper right
corner of the window.

¥iganugn

o U

Clear Filter

(V] ASTIMAKL CEEAMMERITA

Exclude URL Categories from Decryption

The existing Decryption Policy rule you created instructs the firewall to decrypt all traffic,
regardless of the URL category. In this section, you will configure a No-Decrypt rule that
instructs the firewall to exclude sensitive categories of web traffic from decryption in order to
avoid exposing PII (Personally Identifiable Information).
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PII
Shopping
Websites All Other Websites
Health Care Financial
Websites Websites

Users Net
Zone

Note that in a production environment, the URL Categories which you exclude from decryption
will depend on many factors. Company policy, national privacy laws, HR concerns, destination
country — all of these can dictate what types of traffic you should or should not decrypt. The
examples we use here are simple ones to illustrate how to exclude URL categories from
decryption.

112.1n the firewall web browser, select Policies > Decryption.
113.Click Add.
114.Under the General tab, enter No-Decryption for Name.
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115.For Description, enter Do not decrypt URLs in gov, shopping and
finance.

Decryption Policy Rule

General Source Destination Service/URL Category Optic

Mame  No-Decryption
Description | Do not decrypt URLs in gov, shopping and finance.

116. Select the tab for Source.
117.Under the Source Zone section, click Add and select Users_Net.

Decryption Policy Rule

General Source Destination Service/URL

Any Any
SOURCE ZONE [7] | source aD

C]
r
B Users_Net

118. Select the Destination tab.
119.Under the Destination Zone section, click Add and select Internet.

Decryption Policy Rule

General Source Destination Service/URL Category 0
Any Any

[]| DESTINATION ZONE ~ [C] | DESTINATION A
r

] Internet

120. Select the tab for Service/lURL Category.
121.Leave the Service set to any.
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122.Under the URL Category, use the Add button to add government, financial-services,
and shopping.

Decryption Policy Rule

General Source Destination Service/URL Category Options
any [ ] Any
[7] | servicE (] | URL CATEGORY
r
[] government

r . .
| | financial-services

r .
| | shopping

i

(+) Add (+) Add

123. Select the tab for Options.
124. Verify that the Action is set to No Decrypt.
125. Set the Decryption Profile to default.

Decryption Policy Rule

General Source Destination Service/URL Category g

Action @ No Decrypt Decrypt

Type SSL Forward Proxy

Decryption Profile ' default

Log Settings

| 1 og Successful SSI Handshake

126. Leave the remaining settings unchanged.
127.Click OK to create this entry.
128.You should have two entries in the Decryption Policy.
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Source Destination
NAME ZONE ZONE URL CATEGORY | SERVICE | ACTION
1 | Decrypt_Users_Traffic P® Users_Net P& Extranet any any decrypt
ER Internet
2 | No-Decryption = Users_Net BA Internet financial-services = any no-decrypt
government
shopping

129. Before you proceed, answer the following question:

Is there anything wrong with these Decryption Policy rules?

The answer is yes. They are in the wrong order. All traffic will match the first rule
Decrypt_Users_Traffic because the URL category is set to any. The firewall will therefore never
proceed beyond the first rule to implement the second rule, which instructs the firewall to

exclude financial-services, government and shopping websites from decryption.

130. Highlight the No-Decryption rule entry (but do not open it).
131. At the bottom of the window, click Move > Move Top.

Source Destination
NAME ZONE ZONE URL CATEGORY SERVICE ACTION
1  Decrypt_User_Traffic BA Users_Net BA Extranet any any decrypt
ER Internet
2  No-Decryption BA Users_Net BA Internet financial-services  any no-decrypt
government
shopping
T Move Top
T Move Up
J Move Down
J: Move Bottom
. . Move To Position
@Add (=) Delete Clone () Enable () Disable] Move ~ | (@ PDF/CSV [ ] Highlight Unused Rules [
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132. The rules now should be in the correct order:

Source Destination
NAME ZONE ZONE URL CATEGORY | SERVICE | ACTION
1 No-Decryption = Users_Net P Internet financial-services  any no-decrypt
government
shopping
2 | Decrypt_Users_Traffic ER Users_Net P& Extranet any any decrypt
B Internet

Always place no-decrypt rules at the beginning of the Decryption Policy table.

Commit the configuration
133.Click the Commit button at the upper right of the web interface.
134. Leave the settings unchanged and click Commit.
135. Wait until the Commit process is complete.
136.Click Close.

Test the No-Decryption Rule

With your No-Decryption rule in place, browse to a website that falls into one of the excluded
categories.

137.0pen Firefox.
138. Connect to https://texas.gov.
139. Click the padlock icon just in front of the URL.:

© Texas.gov | The Official W X

+
C O texas.gov

O epbu-210 (DEDU-220 [(DEDU-330 [DExtranet % Palo Alto Networks & Quizzes

o texas.gov Find Services Explore Texas Resident Busi Government Te)

140. Click the arrow next to Connection secure:
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’ 8 https://www.texas.gov

Site information for www.texas.gov

8 connection secure

Clear cookies and site data...

141.Click More information.

‘ 6 https://www.texas.gov

< Connection security for www.texas.gov

8 You are securely connected to this site.

Verified by: Amazon

More information

The Certificate details you see may vary from this example because we are testing with live

websites that may change.

142.Click View Certificate:

ok B

General Media Permissions ESEEY

Website Identity
Website: www.texas.gov

Verified by: Amazon

Privacy & History
Have | visited this website prior to today?

Is this website storing information on my
computer?

Technical Details

across the network.

Owner: This website does not supply ownership information.

Have | saved any passwords for this website? No

Page Info — https://www.texas.gov/ -

View Certificate

No

Yes,

Clear Cookies and Site Data
cookies =

View Saved Passwords

Connection Encrypted (TLS_AES_128_GCM_SHA256, 128 bit keys, TLS 1.3)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling
between computers. It is therefore unlikely that anyone read this page as it traveled

Help

143. Note that the Issuer Name is not 192.168.1.1.
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Certificate

www.texas.gov

Subject Name

Common Name

Amazon RSA 2048 M02

www.texas.gov

Issuer Name

Country
Organization

us
Amazon

Common Name

Amazon RSA 2048 M0O2

Amazon Root CA 1

If the firewall had decrypted this website, the Issuer Name would be displayed as 192.168.1.1.
Because you excluded government websites from Decryption, the firewall has not decrypted

this site.

The issuer name you see may be different from the example shown here.

144.Close Firefox and any certificate windows.

Stop. This is the end of the lab.
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Lab 14: Locating Valuable Information Using
Logs and Reports

Having worked with the new Palo Alto Networks firewall for almost a week, you have
discovered how much information the device provides about traffic that it processes. You have
already worked with the Traffic, Threat, URL and System log files and learned how to create
filters to locate specific information. But before you roll the firewall into production, you want to
spend some time looking at some of the other resources, graphs, reports and tools that are
available.

You will also need to show your colleagues where to find different kinds of information in the
firewall web interface so that they can assist you in keeping your network as secure as possible.

Lab Objectives

e View threat information using the Dashboard

e View application information using the Dashboard

e View threat information using the ACC

e View application information using the ACC

e View threat information using the Threat log

e View application information using the Traffic log

e View threat information using App Scope reports

e View threat information using predefined reports

e View application information using predefined reports

e View threat and application information using custom reports

High-Level Lab Steps

Apply a Baseline configuration to the Firewall

e Load and commit the configuration file - edu-210-11.1a-1ab-14.xml - to the
Firewall

Generate Traffic

e Use the Remmina application to connect to the Server-Extranet host
* Run the traffic generating script by entering the following commands:
cd ~ <ENTER>

./UsinglLogs-V1.sh <Enter>

e Allow the script to run uninterrupted
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Display Recent Threat Information in the Dashboard

e Add the Threat Logs widget to the Dashboard

e Use the Threat Log widget to determine what threats the firewall has detected within the
last hour

e Add the URL Filtering Logs widget to the Dashboard

e Use the URL Filtering Logs widget to examine URL Filtering entries written by the
firewall within the last hour

e Add the Data Filtering Logs widget to the Dashboard

e Use the Data Filtering Logs widget to examine Data Filtering entries written by the
firewall within the last hour

Display Recent Application Information in the Dashboard

e Add the Top Applications widget to the Dashboard

» Note which applications the firewall has detected within the last hour

e Add the Top High Risk Applications to the Dashboard

» Note which applications the firewall has detected that are considered high-risk
Applications with a risk level of 4 are shown in orange. Applications with a risk level of 5 are

shown in red. These rankings come from Palo Alto Networks.

View Threat Information in the ACC

e Inthe ACC, use the Threat Activity tab to view information for the Last 7 Days

e In the Threat Activity widget’s table below the graph, click the small arrow icon next to
one of the critical severity level entries to add critical severity level as a Global filter for
the ACC

Note that the widget’s table changes to display only threats that have a critical severity level

e Inthe Global Filters area, click Clear all to remove the global filter
e On the Threat Activity tab, determine what widgets you would use to see which hosts
have either visited or resolved a malicious DNS domain

View Application Information in the ACC

e In the Network Activity tab of the ACC, hide the sidebar to make more room for the
widgets

e In the top section of the Application Usage widget, hover your mouse pointer over the
web-browsing section in the graph

Note the summary window that appears with information about web-browsing
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e In the table below the graph, hover your pointer over the web-browsing application until
the global filter Left arrow appears. Then click the Left arrow to promote the web-
browsing application to a global filter

e Unhide the sidebar

e Inthe Network Activity tab, locate the Rule Usage widget and change the display to
Bytes
Use the information displayed to determine which Security Policy rules have allowed web-

browsing traffic

e Inthe Rule Usage widget, use the Jump to Logs button to open the Traffic Log
Note the log filters that have been applied automatically to the Traffic log

o Clear the filter in the Traffic log
e In the Global Filters section of the ACC tab, clear all filters
View Threat Information in the Threat Log

e Inthe Threat Log, clear any filters you may have in place
e Use the Add Log Filter button to build a filter with the following characteristics:

Parameter Value

Connector and

Attribute Severity

Operator greater than or equal
Value high

This configuration filters the log to display only critical-severity and high-severity threats

e Apply the filter to the Threat Log

e Use the information from the Action column to determine how these threats have been
handled by the firewall.

e Clear the existing filter

e Use the Add Log Filter button to build a filter with the following characteristics:

Parameter Value

Connector and

Attribute Source User
Operator equal

Value chicago\escrooge

This configuration filters the log to display threats coming from only this user.
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Apply the filter to the Threat log
Note what Threats this user has generated

You may need to add the Source User column to the Threat Log display if it is not already
present
Clear the existing filter

Note: URL Filtering, WildFire Submissions, and Data Filtering logs are available to display traffic
and threats detected by the firewall but are not shown in this section. You also can use filters to
view these logs.

View Application Information in the Traffic Log

In the Traffic Log, remove any existing log filters
Use the Add Log Filter button to build a filter with the following characteristics:

Parameter Value
Connector and

Attribute Source Zone
Operator equal

Value Acquisition

This configuration filters the log to display only application traffic that is sourced from the
Acquisition zone.

Apply the filter to the Traffic Log

Note that the Traffic log been filtered to display only traffic sourced from the Acquisition zone
Use the Add Log Filter to modify the existing source zone filter to filter on the

Users_Net zone instead of the Acquisition zone.
Use the Add Log Filter to update the filter to include the following information:

Parameter Value
Connector and

Attribute Application
Operator equal

Value web-browsing

Apply the filter to the Traffic Log

Note that the Traffic log been filtered to display only web-browsing traffic sourced from the
Users_Net zone

© 2024 Palo Alto Networks, Inc. Page 316




View Threats Using App Scope Reports

Select App Scope > Threat Monitor

Set the time frame to Last 7 days

Set the list of entries to Top 25

Filter the list by Source User

Set the display to Show all threat types

Hover your pointer over the top section of any bar on the bar chart and note the popup
window that shows the threat name and number of detections

View Threat Information Using Predefined Reports

Under Monitor > Reports, expand the list of Traffic Reports

Select the entry for Sources

Note the Sources report that is displayed in the web interface

In the calendar below the report column, click various dates from the past week to see
information about traffic logged by the firewall on other days

Note that days that are grayed out do not have any data available

View Application Information Using Predefined Reports

Under Monitor > Reports, expand the list of Application Reports
Select the entry for Applications

Note the Applications report that is displayed in the web interface

Expand the list of URL Filtering Reports and select the entry for Web Sites

Note that you may need to click different dates until you see a report with data

View Threat and Application Information Using Custom Reports

a Custom Report:

Select Monitor > Manage Custom Reports, and use the following information to create

Parameter Value

Name Apps Used by Internal Zones
Database Traffic Summary

Scheduled check box Select it

Time Frame Last 7 Days

Sort By Select Sessions and Top 100
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Parameter Value

Group By Select Source Zone and 5 Groups

Selected Columns In top-down order, select Source Zone, Application, Bytes, and Action

The report will list each internal zone along with the applications seen coming from each zone.
Because only four zones are available in the lab environment, grouping of the data into a
maximum of five groups is enough to display all zones. Sorting the applications list in each zone
by the top 100 sessions should display all applications associated with a source zone.

e Use the Filter Builder button to create a filter with the following characteristics:

Parameter Value
Connector and
Attribute Source Zone
Operator not equal
Value Internet

e Apply the filter

e Click OK to close the Custom Report window and to see a new entry in the list of
custom reports

e Open the custom report and use Run Now to see report information

Note that the report provides details for applications used by the Extranet and the Acquisition
zones

© 2024 Palo Alto Networks, Inc. Page 318




Detailed Lab Steps

Apply a Baseline configuration to the Firewall

To start this lab exercise, load a preconfigured firewall configuration file.

1. Open configuration browser and connect to firewall-a.

2. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
3. Click Load named configuration snapshot.
4

Click the drop-down list next to the Name text box and select edu-210-11.1a-
14.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

5. Click OK.

A window should open that confirms that the configuration is being loaded.
6. Click Close.
7. Click the Commit link at the upper right of the web interface:
8. Click Commit again and wait until the commit process is complete.
9. Click Close to continue.

Generate Traffic

In this section, you will generate simulated attacks, web browsing and application traffic to
populate firewall logs.

10. On the client workstation, open the Remmina application.

11. Double-click the entry for Server-Extranet.

12. At the prompt, enter the following command:

./UsinglLogs-V1.sh <Enter>

13. Press Enter again to begin the process.

14. Allow the script to run uninterrupted.

15. Minimize the Remmina application window.

Display Recent Threat Information in the Dashboard

You will use the Dashboard to view threats detected by the firewall in the last hour. Because
you can configure the Dashboard to periodically refresh, the displayed threats will change,
depending on the most recent information available. The Dashboard information is sourced
from the Threat, URL Filtering, and Data Filtering logs.

16. In the web interface, click the Dashboard tab.

17. Click Widgets and select Logs > Threat Logs:
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POLICIES

Layout | 3 Columns v | [:: Widgets V] Last updated 10n54:07

£ Application >

General Information = System S R
I firewall-a Logs > Em
MGT IP Add 192.168.1.2534 @ LIRL Filtering Logs
MGT Metma 255.255.295.0 Data Filtering Logs
MGT Default Gateway  192.168.1.1 [
MGT IPvE Add unknown 2

Note that if Threat Logs is grayed out, it means that the widget is already displayed on the
Dashboard.

18. Are any threats displayed in the Threats Logs widget? It can display the 10 most recent
threats detected by the firewall in the last hour.

Depending on activity in your lab environment in the last hour, you might not see threat entries.
This widget is useful for viewing only the most recent threats detected by the firewall. Here is an

example:
Threat Logs Ea

MName Severity Time

Eicar File Detected medium 09/19 10:32:24
Eicar File Detected medium 09/19 1010019
Suspicious Domain medium 09/19 0%:58:5%
Suspicious Domain medium 09/19 0%:58:59
Suspicious Domain medium 09/19 0%:58:2%
Suspicious Domain medium 09/19 0%:58:29
Suspicious Domain medium 09/19 0%:58:04
Suspicious Domain medium 09/19 0%:58:04
Suspicious Domain medium 09/19 095749
Suspicious Domain medium 09/19 05749

You can use the refresh button in the upper right corner of any widget to update the displayed
items. The entries you see will differ from the examples shown here.
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19. Click Widgets and select Logs > URL Filtering Logs.

A URL Filtering Logs widget should appear on the Dashboard. Note that if URL Filtering Logs is

grayed out, it means that the widget is already displayed on the Dashboard.

URL Filtering Logs

URL

wwowolj2pojack3m.coms
wiw.glb?8p0d2b.com/

wwnw dBo3hk29m3l3f3ages.com/
wwww.Inid3pkbn?j670def1.com/
wiww. 1557 14gah0%blo.com/
wiww.0938g0la%ih4074h.com/
wwnw_eonOphacSamOlah.coms
www.g7h335z0nc.com/

wwnw Oimok B0e049ci2.coms
www.efoj41d3hepncla.coms

Category
high-risk
high-risk
high-risk
high-risk
high-risk
high-risk
high-risk
high-risk
high-risk
high-risk

S
Tirne
0%/19 10:59:09
0%/1% 10:5%.09
0%/19 10:59:09
0%/19 10:59:09
0%/19 10:59:09
0%/19 10:59:09
0%/19 10:59:09
0%/19 10:59:09
0%/19 10:59:09
0%/19 10:59:09

You can use the refresh button in the upper right corner of any widget to update the displayed

items. The threats you see will differ from the examples shown here.

20. Are any URLs displayed in the URL Filtering Logs widget? It can display the 10 most

recent URLSs seen by the firewall in the last hour.

Depending on activity in your lab environment in the last hour, you might see URL entries. This

widget is useful for viewing only the most recent URLs seen by the firewall.
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21. Click Widgets and select Logs > Data Filtering Logs.
A Data Logs widget should appear on the Dashboard. Note that if Data Filtering Logs is grayed
out, it means that the widget is already displayed on the Dashboard.

Data Logs o
File Name Mame Time

[ US-55Ms 09/19 1004529
application2 js LJ5-55Ms 09719 10:45:29
tiles US-55Ms 0919 10:45:14
threatListUpdatesfetch Unknown Binary File 09719 1004 5:14
tiles US-55Ms 09/19 10:32:49
segmentl.ts US-55Ms 09/19 10:31:09
segmentl.ts US-55Ms 09/19 10:30:59
segmentl.ts US-55Ms 09/19 10:30:49
segmentl.is U5-55Ms 0919 10:30:39
segmentl.ts US-55Ms 09719 10:30:34

The entries you see will differ from the examples shown here.

22. Are any files displayed in the Data Logs widget? It can display the 10 most recent files
detected by the firewall in the last hour.

Depending on activity in your lab environment in the last hour, you might not see file entries.
This widget is useful for viewing only the most recent file transfers seen by the firewall.
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Display Recent Application Information in the Dashboard

In this section, you will display the Dashboard and view applications identified by the
firewall in the last hour. Because you can configure the Dashboard to periodically refresh,
the displayed applications will change depending on the most recent information available.
You also will use the Dashboard to display those applications identified by the firewall in the
last hour that have the most risk associated with them.

23. In the web interface, click the Dashboard tab.
24. Click Widgets and select Application > Top Applications.
A Top Applications widget should appear on the Dashboard.
25. Look at the applications displayed in the Top Applications widget. It displays the

applications seen by the firewall in the last hour.
Some applications should be listed because some “housekeeping” traffic nearly always traverses

the network, even in the lab environment. This widget is useful for viewing only the recent
application traffic seen in the last hour by the firewall. Here is an example:

Top Applications i

PEIGE]GR

insufficient-

The information you see will differ from the examples shown here.

26. Click Widgets and select Application > Top High Risk Applications.
A Top High Risk Applications widget should appear on the Dashboard.

© 2024 Palo Alto Networks, Inc. Page 323



27. Notice the applications displayed in the Top High Risk Applications widget. It displays
the high-risk applications seen by the firewall in the last hour.
Some applications should be listed because some “housekeeping” traffic nearly always traverses
the network. This widget is useful for quickly viewing only the recent application traffic seen by
the firewall in the last hour. Here is an example:

Top High Risk Applications a9 X

web-browsing

[ _e<h |

Applications with a risk level of 4 are shown in orange. Applications with a risk level of 5 are
shown in red. These rankings come from Palo Alto Networks. The information you see will differ

from the examples shown here.

View Threat Information in the ACC

In this section, you will view a few ACC widgets on the Threat Activity tab to become
familiar with widgets that display threats against your environment. Spend time examining
each widget so that you can determine which information is presented that might be most

useful to you back in your environment.
28. In the web interface, click the ACC tab.
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29. On the left side of the ACC page, look at Global Filters for any configured global
filters. If there are filters, click Clear all:

Global Filters
@v @ Clear all

30. Click the Threat Activity tab:

Network Activity] | Threat Activity . Blocked Activity | Tunnel Activity = GlobalProtect Activity | SSL Activity | 4=

31. On the left side of the ACC window, click the Time drop-down menu and select Last 7

Days. This value configures all the widgets to display threat information for the last
seven days:

Time

Last 7 Days v

32. Do you see any threats listed in the Threat Activity widget?
You should see some combination of flood, scan, spyware, packet, vulnerability, and virus
threats displayed in a graph. Next to each entry should be the number of occurrences of these

threat types that the firewall has seen in the last seven days. More detail about the threats
should be displayed in a table below the graph:

Threat Activity
© threats

BYED

virus - 6
ml-virus IZ

0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150 160 170 180 190 200

The entries you see will differ from the examples shown here.
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33. Inthe Threat Activity widget’s table below the graph, click the small arrow icon next to
one of the critical severity level entries.

THREAT NAME ID SEVERITY THREAT TYPE
Eicar File Detected 39040 vulnerability
TrickBot TLS Fingerprint Detection 85331 m v spyware
Trojan.yakes:afroamericanec.bit 209627145

Add Global
malicious-domains-edl| 12000000 Filter

generic:31.smokemenowhhalala.bit 188290431 spyware
Eicar Test File 100000 virus

Malicious Windows Executable 599800 ml-virus
generic:mustardcafeonline.com 318388689 spyware
generic:click.clickanalytics208.com 295864113 spyware
Bredolab.Gen Command and Control Traffic 13024 spyware

This action adds the critical severity level as a Global filter for the ACC. Global filters are applied
to every widget on the ACC. Global filters are useful for quickly pivoting your search on a specific
piece of information, thus causing all widgets to display only information that is relevant to a
specific object or threat.

34. Did the widget’s table change to display only threats that have a critical severity level?

The widget should have changed to display only critical severity level threats. The graph will also
change to display only threats that match the filter.

35. Find the global filter on the left side of the ACC window.
36. Was critical added as a global filter condition?

Global Filters

Severity (1) @

| | critical

(+)v (=] Clear all

You should see a global filter for critical.
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37. Note that the Threat Activity graph and the table of Threat Names are updated to reflect
only items with a Severity level of Critical.

Threat Activity
© threats

vulnerability I 1

0 5 10 15 20 25 30 35 40 45
THREAT NAME ID SEVERITY THR
TrickBot TLS Fingerprint Detection 85331 spyv
Bredolab.Gen Command and Control Traffic 13024 Spyv
Terror Exploit Kit Detection 38661 vuln

The entries you see will differ from the examples shown here.

38. In the Global Filters area, click Clear all to remove the global filter.
The global filter should be removed, and all widgets should be refreshed to include all threats
detected in the last seven days.

39. On the Threat Activity tab, which widgets would you use to see which hosts have either
visited or resolved a malicious DNS domain? Make a guess based on the widget names.

The answer is: Hosts Visiting Malicious URLs and Hosts Resolving Malicious Domains.

View Application Information in the ACC

In this section, you will view two widgets on the Network Activity tab. The goal is for you to
gain familiarity with some of the widgets available for viewing application and traffic
information.

40. In the web interface, click the ACC tab and then the Network Activity tab.
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41. Hide the sidebar to make more room for the widgets by clicking the very small arrow

shown:

Time

Last 7 Days

07/02 21:15:00-07/09 21:14

Global Filters

Severity (1)

[] critical

(+)v (—

Application View

© Risk Sanctioned State

Show system events

42. Resize the Application column to display the entries:

APPLICATION

not-applicable
dns

55
web-browsing

smip

[_:‘ﬂ Export

Network Activity

Application Usage

°'1,n,

Application Categories
unknown _' I

unknown |
not-applicable

B ciccrere

RISK BYTES S5ESS
0

37.0M| 357

B 179.0M 1.2

B 50.0M 15
23.0k
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43. The top section of the Application Usage widget is a graph that illustrates how much of
the traffic a specific application represents:

Application Usage BYEBEEZ

@ bytes () sessions () threats () content (T)URLs () users () profiles B

Application Categories

business-systems lgeneral-internet networking

Think of this as a sort of square pie-chart. The entries you see will differ from the examples
shown here.

44. Hover your pointer over the section for web-browsing.

lgeneral-internet Inetworking

i

This action displays a summary window with information about that application. The
information you see will differ from the examples shown here.
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45. In the table below the graph, hover your pointer over the web-browsing application
until the global filter Left arrow appears. Then click the Left arrow to promote the
web-browsing application to a global filter:

Fﬂlul
auth:
APPLICATION RISK BYT
paloalto-updates 172

46. Unhide the sidebar by clicking the tiny arrow again:

o

business-systeis —

DUS

software-update
paloalto-updates
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47. Scroll down in the Network Activity tab until you reach the Rule Usage widget.
48. Select the radio button at the top for Bytes.

Rule Usage YEE
© bytes (O sessions () threats () content () URLs Fa
100.00M

50.00M
0
22 22 23 23 23
o~ bytes_sent  -#- bytes_received

RULE BYTES SESSIONS THREATS CONTENT URLS APPS SOURCE ...

Acquisition-Allow-All 1305M I 1.1 N 15BN 125 B 504 BN 0 DN 1 D

Users_to_Internet 343M1 73208 40 131 15 1 I 1

Users_to_Extranet 2.0M 636 Il 0 211 0 1 I 1

The entries you see will differ from the examples shown here.

49. Which Security Policy rules have allowed web-browsing traffic?

The widget should display only those rules that have allowed web-browsing traffic in the last

seven days because the widget is filtered by the web-browsing application in the global filter
and the ACC time range setting.
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50. In the upper right corner of the Rule Usage widget, click the Jump to Logs button and

select Traffic Log icon to open the logs menu.

Rule Usage

o bytes Se5510ns threats content

60.00M

40.00M

20.00M

URLs

A 5
=

B

o

iZ Traffic Log

R Threat Log

@ URLFiltering Log
EJ Data Filtering Log
2 HIP Match Log
3_-| GlobalProtect Log

& WildFire Submission Log

[z2 Configuration Log
@ System Log

Authentication Log

A Decryption Log
0]

06 o7 08 08 08

E_'—_ Tunnel Inspection

e = Unified Log

bytes _sent -4 bytes received

Log

51. Which log is displayed in the web interface?

It should be the Traffic log.

52. Which log filters have been applied automatically to the Traffic log?

Q (receive_time geq '2024/09/12 11:00:00°) AMD (receive_time leq '2024/0%/1% 10:5%:39") AND ((app eq web-browsing))

There should be a time range filter and an application filter for web-browsing. The time range
filter is derived from the time specified in the ACC. The entry you see will differ from the

example shown here.

53. Note that the entries displayed in the Traffic log match the filter:
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(receive_time geq '2020/07/02 21:15:00°) AND (receive_time leq '2020/07/09 21:14:59') AND ((app eq web-browsing))

SESSION END

REASON RECEIVE TIME FROM ZONE | TO ZONE SOURCE SOURCE USER DESTINATION TO

|:___. tep-fin 07/09 21:05:51  Acquisition Acquisition = 192.168.1.22  chicago\hpoirot 104.92.118.21 80

£ tcp-rs 07/09 21:05:51 | Acquisition Acquisition | 192.168.1.22 | chicago\hpoirot 06.17.134.15 D
) WET

|:___. tcp-rst-from 07/09 21:05:50 Acquisition Acquisition 192.168.1.22  chicago\hpoirot 96.17.134.15 80
erver

E® tcp-rst ( 05 Acquisition Acquisition | 192.168.1.22 | chicago\hpoirot 76.17.134.15 0
erver

= ten-rst-from 07/09 21-05:50 | Acauisition | Acauisition | 192148122 | chicaeohhnoirt | 9641713416 | 80

Note that several columns have been hidden or rearranged in the example shown here.
54. Clear the filter in the Traffic log.

55. Click the ACC tab.
56. In the Global Filters area, click Clear all to remove the global filter:

Global Filters

- Clear all

View Threat Information in the Threat Log

In this section, you will apply different filters to the Threat log. You will use the filters to
determine whether all critical-severity and high-severity threats detected by the firewall have
been blocked. You also will use a log filter to determine which detected threats come from a
specific security zone.

57. In the web interface, select Monitor > Logs > Threat.

58. In the upper right corner of the window, click the X icon in the filter area to remove any
existing log filter:

Clear Filter

59. Click the + icon in the filter area to open the Add Log Filter window:
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The Add Log Filter window should open.

Add Filter

60. Inthe Add Log Filter window, select the following:

Parameter Value

Connector and

Attribute Severity

Operator greater than or equal
Value high

This configuration filters the log to display only critical- and high-severity threats.

Add Log Filter

Connector Attribute

Session ID

Session Owner

Operator
" equal

not equal

—-{ greater than or equal

Severity

ource Address
Source Category

| | Negate Source Country

less than or equal

@B
Value
informational
low
medium
critical
L]
Add Apply Close

61. Click Add to add the in-progress filter to the top pane of the Add Log Filter’s window:
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Add Log Filter

(severity geq high)

62. Click Apply to add the filter to the Threat log filter text box.
The Add Log Filter window should close.

(severity geq high)

As you become more familiar with filter syntax, you can simply type the filter directly into the
filter field and forego using the filter builder.

63. With the filter string in the log filter text box, click the right arrow icon to apply the
filter to the Threat log:

64. Has the Threat log been filtered to display only threats of high severity or greater?

It should be filtered. You can scan the Action column to determine how the threats have been
handled by the firewall. You could, for example, use this information to help you determine the
Security Profile configuration required to control threats found in legitimate traffic.
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(severity geq high)

RECEIVE TIME SEVERITY

07/09 21:05:38 gl

07/09 21:05:37

07/09 21:05:35

07/09 21:05:31  [HEl

TYPE

spyware

spyware

vulnerabil...

THREAT
ID/NAME

aq
-
o
pu= |
g

DeepPanda.Gen
Command And

Control Traffic

Terror Exploit Kit

TO ZONE

Acqu

Acqu

Acqu

AcCau

sition

lisition

sition

isition

sition

DESTINATION
ADDRESS

144.168.95.105

172.21.16%9.77

172.21.16%.7;

172.17.124.171

.
7 20

7

3.185.4

ACTION

drop
packet

packet

resel-

both

reset

Note that several columns have been hidden or rearranged in the example shown here. The

entries you see will differ from the ones shown here.

65. Click the X icon in the filter area to remove any existing log filter:

| Manual

66. Click the + icon in the filter area to re-open the Add Log Filter window.

67. Inthe Add Log Filter window, select the following:

Parameter Value

Connector and

Attribute Source User
Operator equal

Value chicago\escrooge

This configuration filters the log to display threats coming from only this user.
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Add Log Filter

@8

Attribute
S0Urce U3 version

Source Port

Value

chicago\escrooge

Connector

Operator

© is present

Source Profile
Source UUID

Source User

ource Vendor

D Negate

Crriwmm Tamm

Add Apply

Close

68. Click Add and then click Apply to add the filter to the Threat log filter text box.

The Add Log Filter window should close, and the filter should have been added to the Threat

log’s filter text box.

() (lusersrc eq 'chicago\escrooge')

69. With the filter string in the log filter text box, click the right arrow icon to apply the

filter to the Threat log.

70. Has the Threat log been filtered to display only threats coming from the specified user?
You may need to add the Source User column to the Threat Log display if it is not already

present.

{:'-_ (user.src eq 'chicago\escrooge')

THREAT DESTINATION
RECEIVE TIME | SEVERITY TYPE ID/NAME TO ZONE | SOURCE USER ADDRESS ACTION
07/09 21:05:09 vulnerabil... = Non-RFC Acquisition = chicago\escrooge 66.218.85.52 alert

Compliant SMTP

raffic on Port 25

07/09 21:05:06 [ED spyware  generic:3l.smok..  Acquisition chicago\escrooge 107.161.16.236 drop
07/09 21:05:06 spyware generic:31.smok... | Acqguisition = chicago\escrooge 10.11.11 drop
07/09 21:04:53 spyware generic:31.smok...  Acquisition = chicago\escrooge 107.161.16.236 drop
07/09 21:04:53 m spyware generic:31.smok.. | Acquisition = chicago\escrooge 10.11.11 drop
07/09 21:04:49 spyware Lethic.Gen Acquisition = chicago‘\escrooge 89.248.174.17 reset-

Command And both

Control Traffic
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71.

Note that several columns have been hidden or rearranged in the example shown here. If you
do not see any entries, wait a few moments and click the refresh button to update the Threat
Log table.

Click the X icon to clear the filter from the log filter text box.
Note: URL Filtering, WildFire Submissions, and Data Filtering logs are available to display traffic
and threats detected by the firewall but are not shown in this section. You can also use filters to
view these logs.

View Application Information in the Traffic Log

In this section, you will apply different filters to the Traffic log. You will use a filter to
determine which applications are being seen in a specific zone.

72.
73.
74.

In the web interface, select Monitor > Logs > Traffic.

Click the X icon in the filter area to remove any existing log filter

Click the + icon in the filter area to open the Add Log Filter window:
The Add Log Filter window should open.

75. Inthe Add Log Filter window, select the following:
Parameter Value
Connector and
Attribute Source Zone
Operator equal
Value Acquisition

This configuration filters the log to display only application traffic that is sourced from the
Acquisition zone. You could use this information, for example, to help you to determine how to
configure your Security Policy rules. You easily could modify the filter to display application
traffic sourced from any zone and use that information to help you improve your Security Policy
configuration.
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Add Log Filter (O]

Connector Attribute Operator Value

Acquisition

Source User

or not equal

Source Vendor

Source Zone

Time Generated
Tunnel ID
[] Negate Tunnel Type T4 b

Add Apply Close

76. Click Add and then click Apply to add the filter to the Traffic log filter text box.
The Add Log Filter window should close.

() ((zone.src eq Acquisition)

77. With the filter string in the log filter text box, click the right arrow icon to apply the
filter to the Traffic log

78. Has the Traffic log been filtered to display only traffic sourced from the Acquisition
zone?

It should be. You could use this information to help you determine the Security Policy rules
required to control legitimate traffic sourced from devices in the Acquisition zone.

() | (zone.src eq Acquisition)

SESSION END
REASON RECEIVETIME | FROM ZONE | SOURCE SOURCE USER DESTINATION
=4 aged-out 07/09 21:38:07 | Acquisition 10.0.0.10 10.0.0.255
T aged-out 07/09 21:30:42  Acquisition 10.2.3.101 chicago\aoakley 10.9.3.8
" aged-out 07/09 21:30:42 | Acquisition 10.9.3.101 chicagoh\aoakley 10.9.3.8
= aged-out 07/09 21:30:41  Acquisition 10.9.3.101 chicago\aoakley 10.9.3.8
= aged-out 07/09 21:26:07 | Acquisition 10.0.0.10 10.0.0.255
= aeed-out 07/09 21:14:07 | Acauisition 10.0.0.10 10.0.0.255
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Note that several columns have been hidden or rearranged in the example shown here.

79. Click the + icon in the filter area to again open the Add Log Filter window.

The Acquisition source zone filter still should appear in the open Add Log Filter window.

80. Inthe Add Log Filter window in the top pane, modify the existing source zone filter to
filter on the Users_Net zone instead of the Acquisition zone. The completed filter should
read (zone.src eq Users_Net):

Add Log Filter

(zone.src eq Users_Net)

81. Inthe Add Log Filter window, also add the following selections:

Parameter Value
Connector and
Attribute Application
Operator equal
Value web-browsing
Add Log Filter @B

(zone.src eq Users_Net)

Connector Attribute Operator Value

Action is present

equal

not equal

Action Source
Address

Application

[ ] Negate Application Characteristic

Add Apply Close

82. Click Add and then click Apply to add the filter to the Traffic log filter text box.
The Add Log Filter window should close.
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(") ( (zone.src eq Users_Net) and (app eq web-browsing)

83. With the filter string in the log filter text box, click the right arrow icon to apply the
filter to the Traffic log.

84. Has the Traffic log been filtered to display only web-browsing traffic sourced from the
Users_Net zone?

It should be filtered.

(zone.src eq Users_Net) and (app eq web-browsing)

RECEIVETIME | FROM ZONE | SOURCE SOURCE USER | DESTINATION | TO PORT | APPLICATIO... | ACTION
07/09 21:47:14 | Users_Net 192.168.1.254 192.168.50.80 @ 80 web-browsing | allow
07/09 21:47:14  Users_Net 192.168.1.254 192.168.50.80 | 80 web-browsing = allow
07/09 21:42:13 | Users_Net 192.168.1.254 192.168.50.80 80 web-browsing | allow
07/09 21:42:13  Users_Net 192.168.1.254 192.168.50.80 80 web-browsing = allow
07/09 21:37:12  Users_Net 192.168.1.254 192.168.50.80 80 web-browsing = allow
07/09 21:37:12  Users_Net 192.168.1.254 192.168.50.80 | 80 web-browsing = allow
07/09 21:35:11 | Users_Net 192.168.1.254 199.147.52.141 443 web-browsing | allow

Note that several columns have been hidden or rearranged in the example shown here.

85. Click the X icon to clear the filter from the log filter text box.

View Threats Using App Scope Reports

In this section, you will view threat information using App Scope’s Threat Monitor and Threat
Map reports.

86. In the web interface, select Monitor > App Scope > Threat Monitor.

e rq'j App Scope
@ Summary
E Change Monitor
[;L@ Threat Monitor ]
% Threat Map
Metwork Monitor

@ Traffic Map
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87. At the bottom of the window, click Last 7 days:

Last & hours Last 12 hours days Last 90 days

88. The window should update to display the top 10 threats detected by the firewall in the
last seven days.

Top 10 Threat Filter Export:
1000
g
k=
@ 500
@
w
0
Sat Sun Mon Tue Wed Thu Fri
I Trojan.yakes:afroamericanec.bit generic:31.smokemenowhhalala.bit
Ursnif.Trojan Command and Control Traffic Trojan.yakes:hellobro.bit
new:driftcdn.com Il malicious-domains-ed| Trojan.bokbot:poperitte.host
M DGA:wodjfdhhenindhd.online Lethic.Gen Command And Control Traffic

Microsoft Office File with Macros Detected

7 A

Last 6 hours Last 12 hours Last 24 hours Last 7 days Last 30days Lasté0days Last 90 days

Note that the image you see will differ from the example shown here.

89. At the top of the window, click Top 10 and select Top 25 from the menu:

s Top 25~ E

Top 10
@& Top25

This configuration enables you to see the top 25 threats within the selected time range.

90. At the top of the window, click Threat and choose Source User:
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J¥) Threat v

® Threat
Threat Category

Source Address

Source User

Destination Address

Destination User

91. At the top of the window, hover your pointer over each Filter icon to see how to display
specific types of threats:

Fiter ) @& 5\ (D g

92. Select Show all threat types.

93. Hover your pointer over the top section of any bar on the bar chart. What appears on the
page?

You should see a popup window that shows the threat name and number of detections.

ln Top 25~ [JF| Source User v Filter (<) @) Y (D (4 Export: [fh [ Lul [z=
400
300
L)
S
@ 200 &
@
n Thu
chicago\tsawyer: 140
Total: 341
100
[E—
-
0
Fri Sat sun Mon Tue Wed Thu
I chicagol\tsawyer chicago\escrooge chicago\mrhyde chicago\wearp

I chicagoldrjekyll B chicagolrcrusoe B chicagoljcaesar [ chicagolsholmes
chicagolaoakley

The information you see may differ from the example here.

View Threat Information Using Predefined Reports

In this section, you will open and view three of the more than 40 predefined reports available
on the firewall. Your efficient use of the predefined reports depends on your spending time
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with each report, discovering and determining which information might be useful to you in
your own environment. Your familiarity with the reports will help you to find the reports that

are most useful to you.

94. In the web interface, select Monitor > Reports.
95. Click Traffic Reports to expand the list of available Traffic Reports:

Application Reports
Traffic Reports

[ Security Rules

(@] Sources

[@) Source Countries

() Destinations

[] Destination Countries
[@) Connections

[@) Source Zones

[{i] Destination Zones

[ Ingress Interfaces

[{] Egress Interfaces

(@) Denied Sources

[ Denied Destinations
[@) Unknown TCP Sessions
[ Unknown UDP Sessions
(@) Risky Users

Threat Reports
URL Filtering Reports
PDF Summary Reports

96. Click Sources to view a report.
A Sources report should be displayed in the web interface. The report displays which source IP

addresses were detected by your firewall on the previous day. It should have a format like the

following example, but your data may be different.

Note: Reports are generated by the firewall each morning at 2 am. Your lab firewall might not

show any reports because it was not running at this time. This also applies to the next step 97.
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SOURCE

DYNAMIC

SOURCE SOURCE HOST S0U.. | 50... | ADDRESS

ADDRESS NAME EDL USER | GROUP BYTES SESSIONS
1]192.168.50.1 192.168.50.100 10.8M @ EE T —
2 192168.50.150  192168.50.150C7 143M @ 114k [
31 192168.1.20 192.168.1.200) 12.6M [@ 9.3k =
4 192168125 192.168.1.2500 25M 1 54k 3
51192.168.1.254 192.168.1.254C7 l41.2M C— 1.4k [
6 | 192.168.50.14 192.168.50.14C 59.7k | 110 1
7 192.168.50.53 192.168.50.5307 59.7k 1 110 1
8 192 14R 5025 ann 4120 cn Al o7 0 110 1

97. In the calendar below the report column, click various dates from the past week to see
information about traffic logged by the firewall on other days:

4 December 2022 - p
s M T W T F s

5 &6 7 8 9 10

11 12@

Note that days that are grayed out do not have any data available.

View Application Information Using Predefined Reports

In this section, you will view reports related to Applications.
98. In the web interface, select Monitor > Reports.
99. Click Application Reports to expand the list of available application reports:
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Application Reports —

(1) New Applications

(@) Applications

() Application Categories
[} Technology Categories
(] HTTP Applications

[{] SaaS Application Usage
[l Denied Applications

100.Click Applications to view the Applications report.
An Applications report should be displayed in the web interface. The report displays the
applications that were detected by your firewall on the previous day. It should have a format
like the following example, but your application data will be different. You can use this
information to update your Security Policy rules, as necessary.
Note: Reports are generated by the firewall each morning at 2 am. Your lab firewall might not
show any reports because it was not running at this time. This also applies to the next step 97.

101. Click URL Filtering Reports to expand the list of available URL Filtering reports:
URL Filtering Reports —

(] URL Categories

() URL Users

(i) URL User Behavior

[} Web Sites

(i} Blocked Categories

(] Blocked Users

[ii) Blocked User Behavior
(i) Blocked Sites

(i) Credential Post Detected

102.Click Web Sites to view the report. Click each date until you see a report with data.
A Web Sites report should be displayed in the web interface. The report displays the websites
that were seen by your firewall on a given day. It should have a format like the following
example, but your data will be different. You can use this information to update your Security
Policy rules or a URL Filtering Profile, as necessary.
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Note: Reports are generated by the firewall each morning at 2 am. Your lab firewall might not

show any reports because it was not running at this time. This also applies to the next step 97.

URL DOMAIN

1 WWwW.amazon.com

2 www.hackthissite.org
3 | www.taobao.com

4 www.tmall.com

3  global.jd.com

&  www.aliexpress.com
7 | shodan.io

8 www.shutterfly.com

View Threat and Application Information Using Custom Reports

CATEGORY
shopping
hacking
shopping
shopping
shopping
shopping
hacking

shopping

29
28
20
20
20
20
1
10

COUNT

(|
(|
[
(|
o
s
[
(-

In this section, you will create a custom report. The custom reports feature enables you to
build reports that include only the information that you consider useful in your environment.
The first custom report will list the applications that the firewall has detected in each of your
internal security zones. The second custom report will list the applications that the firewall has
detected in the outside zone, which in the lab environment is associated with the internet.

Such information can help you to improve the configuration of your Security policies and
ultimately improve your security stance.

103.In the web interface, select Monitor > Manage Custom Reports.

104.Click Add and configure the following in the Custom Report window:

Parameter Value

Name Apps Used by Internal Zones
Database Traffic Summary

Scheduled box Checked

Time Frame Last 7 Days

Sort By Select Sessions and Top 100

Group By Select Source Zone and 5 Groups

Selected Columns

In top-down order, select Source Zone, Application, Bytes, and Action

The report will list each internal zone along with the applications seen coming from each zone.

Because only four zones are available in the lab environment, grouping of the data into a
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maximum of five groups is enough to display all zones. Sorting the applications list in each zone
by the top 100 sessions should display all applications associated with a source zone.

Custom Report @

Report Setting

I Load Template — Run Now

Name | Apps Used by Internal Zones Available Columns Selected Columns
Description App Category = Source Zone
Database | Traffic Summary ~ | App Container ©) Application
Scheduled App Sub Category (©) Bytes
Time Frame | Last 7 Days _ | | App Technology Action
Sort By | Sessions v Top 100 y Apps ~

Group By Source Zone v 5 Groups ey g sy e ey

105. In the bottom right corner of the Custom Report window, click the Filter Builder link:

Filter Builder

The Add Log Filter window should open.

106. Configure the following:

Parameter Value
Connector and
Attribute Source Zone
Operator not equal
Value Internet
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Add Log Filter @

Connector Attribute QOperator Value

“ Source Vendor 1 _equal Internet
or Source Zone not equal

Technology
Tunnel ID
Tunnel Type
[] Negate Zone ‘ ’

Add Apply Close

107.In the Add Log Filter window, click Add and then Apply.

A filter should be added to the custom report. The Internet zone is outside of your network, and
this filter ensures that the custom report does not include applications that are coming from
outside your network.

Query Builder

(zone.src neq Internet)

108.Click OK to close the Custom Report window.
The new custom report should be added to the list of custom reports in the web interface.

D [ NAME DESCRIPTION ‘ DATABASE ‘ TIME FRAME ‘ ROWS ‘ SORT BY [ GROUP BY SCHEDULED
] %pp% Used by Internal Traffic Summary  Last 7 Days 100 Sessions from
ones

109.Click Apps Used by Internal Zones to open the custom report.
110.Click Run Now to run the custom report:

Custom Report

Report Setting

) Load Template —» Run Now

Name Apps Used by Internal Zones

~

The report should run, and the results should be displayed in a tab that is added and opened in
the Custom Report window.
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111.View the results of the custom report.
You can scroll down through the report to see information about the Extranet and the
Acquisition zones along with details about the applications that the firewall processed in each
one. Note that the entries you see in the report may differ from the example shown here.

Custom Report

Report Setting | Apps Used by Internal Zones (100%) -,

SOURCE ZOMNE | APPLICATION ACTION BYTES
1 Acquisition ssl allow 1221M 0
2 web-browsing allow 50.4M 1
3 google-base allow 3.8M |
4 dns allow 644.0k |
5 twitter-base allow 48M |
6 web-browsing block-url 01
7 netbios-dg allow 190.7k |
8 facebook-base allow 21M |
? ssl block-url ol

Ensure that you explore all pages of the report, as other zones may be listed on subsequent
pages.

112.When you are finished viewing the report, close it by clicking the X on the Apps Used
by Internal Zones (100%o) tab:

Custom Report

Report Setting Apps Used by Internal Zones (100%) -,

I SOURCE ZONE | APPLICATION ACTION

1 | Acquisition ssl allow

113.Click Cancel to close the Custom Report window.
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Stop. This is the end of the lab.

© 2024 Palo Alto Networks, Inc. Page 351



Lab 15: Capstone

This comprehensive lab is meant to provide you with additional hands-on firewall experience
and to enable you to test your new knowledge and skills. You can refer to your student guide and
previous lab exercises.

In this scenario, you are a network administrator and recently received a new Palo Alto Networks
VM-Series firewall. The firewall’s management IP address is 192.168.1.254. You can log in with
the username admin and Pal@Alt@! as the password. Take special care to use the exact
spelling and capitalization for the items you are asked to configure.

You are being asked to meet multiple configuration objectives. These objectives are listed in the
lab exercise sections that follow.

L~

203.0.113.1

203.0.113.20/24

i 192.168.1.254 192.168.1.1/24 i i 192.168.50.1/24 i
| i |  Extranet Zone | |
i Workstation S i i i
192.168.1.20 i UsersZone | | | | WebServer DNSServer | |
\ T /% | 192.168.50.80 | |192.168.50.53 | /
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Load a Lab configuration

In the web interface, select Device > Setup > Operations.
Click Load named configuration snapshot:

Select edu-210-11.1a-Capstone-start.xml and click OK.
Click Close.

Commit all changes.

ok e

Configure Networking

Complete the following objectives:

e Configure three firewall interfaces using the following values:
e Ethernet 1/1: 203.0.113.20/24 - Layer 3
e Ethernet1/2: 192.168.1.1/24 - Layer 3
e Ethernet 1/3:192.168.50.1/24 - Layer 3

» Create a logical router called LR-1 for all configured firewall interfaces.
e Create a default route for the firewall called Default-Route

e Create an Interface Management Profile called A11low-ping that allows ping

e Assign the Allow-ping Interface Management Profile to ethernet1/2

Configure Security Zones

Complete the following objectives:
e Create a Security Zone called Internet and assign ethernetl/1 to the zone
e Create a Security Zone called Users and assign ethernet1/2 to the zone:
e Configure the Users zone for User-1D

e Create a Security Zone called Extranet and assign ethernet1/3 to the zone
Verify network connectivity from the firewall to other hosts.

e Your internal host can ping 192.168.1.1 and receive a response
e From the firewall CLI, the following commands are successful:

e ping source 203.0.113.20 host 203.0.113.1

e ping source 203.0.113.20 host 8.8.8.8

e ping source 192.168.1.1 host 192.168.1.20

e ping source 192.168.50.1 host 192.168.50.150
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Configure NAT Policy Rules

Create Source NAT rules to meet the following requirements:

¢ Rule Name =Users_to_Internet

e From Source Zone Users to Destination Zone Internet

e Use ethernetl/1 on the firewall as the source translation address
¢ Rule Name = Extranet_to_Internet

e From Source Zone Extranet to Destination Zone Internet

e Use ethernetl/1 on the firewall as the source translation address

e All NAT rules must include a helpful Description

Configure Security Policy Rules

Create Security Policy rules to meet the following requirements:

For all Security Policy rules, enter a helpful Description.

e Modify the interzone-default Security Policy rule so that traffic is logged at session end.
e Create a Security Policy rule called Block_Bad_URLs with the following characteristics:

e For all outbound traffic, the URL categories hacking, phishing, malware, and
unknown must be blocked by a Security Policy rule match criterion.

e From the User zone to the Extranet zone, create a Security Policy rule called
Users_to_Extranet to allow the following applications:

* ping
e ssl
e ssh
e dns

e web-browsing

e From the User zone to the Internet zone, create a Security Policy rule called
Users_to_Internet to allow the following applications:

* ping

e dns

e web-browsing
e ssl

e From the Extranet zone to the Internet zone, create a Security Policy rule called
Extranet_to_Internet to allow the following applications:
* ping
e dns
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e web-browsing
e ssl

You can consider this objective complete when the following tests are successful:

The client host can ping 8.8.8.8 and google.com

The client host can access www.paloaltonetworks.com

The client host can browse to the Extranet web server at http://192.168.50.80

The client host can use SSH to access the Extranet host at 192.168.50.150 using the login
name paloalto42 and the password PaleAlte!

The Extranet host can ping 8.8.8.8 and google.com

The internal host cannot access hacker9.com

The firewall blocks attempts to download a test virus file using the URL:
http://192.168.50.80/eicar.com

Create and Apply Security Profiles

Create Security Profiles and a Security Profile Group to meet the following requirements:

A Corporate URL Filtering Security Profile called Corp-URL to log access to all web
categories

You can use the existing default Profile as the basis for your own

A Corporate File Blocking Security Profile called Corp-FB to block dangerous file
types

You can use the existing strict Profile as the basis for your own

A Corporate Antivirus Security Profile called Corp-AV to block virues

You can use the existing default Profile as the basis for your own

A Corporate Anti-Spyware Security Profile called Corp-AS to block spyware

You can use the existing strict Profile as the basis for your own

A Corporate Vulnerability Protection Security Profile called Corp-Vuln to block
vulnerabilities

You can use the existing strict Profile as the basis for your own

A Corporate WildFire Profile called Corp-WF to send all file types to the public cloud
for inspection

You can use the existing default Profile as the basis for your own
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e Create a Security Profile Group called Corp-Profiles and assign the appropriate
Security Profiles to it

Note: You can leave the Data Filtering Profile set to None.

e Apply the Corp-Profiles Group to all applicable Security Policy rules
You can consider this objective complete when the following tests are successful:

e The internal host cannot download a test virus file from
http://192.168.50.80/eicar.com using HTTP.

e The internal host cannot download the badtarfile.tar from
http://192.168.50.80/badtarfile.tar

e A URL log file entry appears when the client host browses to
https://www.paloaltonetworks.com
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Solutions

You can use the following screenshots to determine how to accomplish the requirements for this
lab. You are encouraged to attempt meeting the requirements BEFORE you use these

screenshots.

Firewall Interfaces

Network > Interfaces > Ethernet

Ethernet VLAN Loopback Tunnel SD-WAN
MANAGEMENT

INTERFACE INTERFACE TYPE | PROFILE

=Jethernetl/1 Layer3

(=g ethernet1/2 Layer3

(=g ethernet1/3 Layer3

Logical Router

Network > Routing > Logical Routers

Logical Router - LR-1

e Mame | LR-1
Static o _ _
Interface Administrative Distances
OS5PF
e (] | INTERFACE ~
o [ | ethemet1/1
[ | ethemetl/2
BGP
[ | ethemeti/3
mMulticast

LINK
STATE

IP ADDRESS
203.0.113.20/24

192168.1.1/24

192.168.50.1/24
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Firewall Default Route

Network > Routing > Logical Routers > LR-1 > Static

Logical Router - LR-1

General
1Pv4 IPwé
Static
OSPF Q
OSPFv3 Next Hop ‘
RIPvZ2
ADMIN
BGP D MAME DESTINATION INTERFACE TYPE VALUE DISTAR
Multicast [] Default-Route-ipv4-unicast 0.0,0.0/0 ethernet1/1 ip-address  203.0.113.1
Allow-ping Interface Management Profile
Network > Network Profiles > Interface Mgmt
(] | NAME PING TELNET SSH H
[ | Allow-ping
Allow-ping Interface Management Profile Assigned to ethernetl/2
Network > Interfaces > Ethernet > ethernetl/2 > Advanced
Ethernet VLAN Loopback Tunnel SD-WAN
L'—'I
MANAGEMENT LINK
INTERFACE INTERFACE TYPE | PROFILE STATE | IP ADDRESS
£ ethernet1/1 Layer3 203.0.113.20/24
& ethernet1/2 Layer3 Allow-ping 192.168.1.1/24
& ethernet1/3 Layer3 192.168.50.1/24
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Security Zones

Network > Zones

User-ID
INTERFACES / | ZONE PACKET
VIRTUAL PROTECTION | BUFFER INCLUDED
D NAME TYPE SYSTEMS PROFILE PROTECTION LOG SETTING ENABLED NETWORKS
D Extranet layer3 ethernetl/3 any
[]  Internet layer3 ethernet1/1 any
|:| Users layer3 ethernetl/2 any
NAT Policy Rules
Policies > NAT
Original Packet Translated Packet
DESTINATION | SOURCE DESTINATION DESTINATION
NAME SOURCE ZONE ZONE ADDRESS ADDRESS SOURCE TRANSLATION TRANSLATION
1  Users_to_Internet P& Users P& Internet any any dynamic-ip-and-port none
ethernet1/1
203.0.113.20/24
2  Extranet_to_Internet A Extranet B3 Internet any any dynamic-ip-and-port none

ethernet1/1

203.0.113.20/24
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Security Policy Rules

Policies > Security

Source Destination
NAME ACTION | ZONE ZONE URL CATEGORY | APPLICATION PROFILE
1 Block_Bad_URLs Deny [ Extranet PR Internet hacking any none
B3 Users malware
phishing
unknown
2 Users_to_Extranet @ Allow = Users B Extranet any 3 dns ]
| E3 ping
ssh
ssl
[E3) web-browsing
3  Users_to_Internet @ Allow [ Users 3 Internet any dns @
E3) ping
ssl
[E5) web-browsing
4  Extranet_to_Intemet @) Allow [ Extranet [ Internet any 3 dns =
‘ E3 ping
ssl
web-browsing
5 intrazone-default @ Allow any (intrazone) any any none
@
6 interzone-default Deny any any any any none
Source Destination
NAME ACTION | ZONE ZONE URL CATEGORY | APPLICATION | PROFILE | OPTIONS
5 intrazone-default @ Allow  any (intrazone) any any none none
4« 6 interzone-default Deny any any any any none a' o
| Traffic log sent at session end
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Security Profiles
Objects > Security Profiles
e Corporate URL Filtering Profile

D MAME SITE ACCESS
[]  Corp-URL Allow Categories (0)
Alert Catepories (77)

Continue Categaries (0)
Block Categories ()
Owerride Catepories (0)

e Corporate File Blocking Profile

I NAME ‘ RULE NAME APPLICATIONS ' FILE TYPES DIRECTION | ACTION

Corp-FB Block all risky file types  any 7z, bat, cab, chm, class, cpl, dll, exe, flash, hlp,  both block
hta, jar, msi, Multi-Level-Encoding, ocx, PE,
pif, rar, scr, tar, torrent, vbe, wsf
Block encrypted files any encrypted-rar, encrypted-zip both block

Log all other file types any any both alert

e Corporate Antivirus Profile

| ‘ ‘ Decoders

WILDFIRE WILDFIRE

PACKET SIGNATURE SIGNATURE INLINE ML
D NAME LOCATION CAPTURE | PROTOCOL ACTION ACTION ACTION
[j Corp-AV http default (reset- default (reset- default (reset-
both) both) both)
http2 default (reset- default (reset- default (reset-
both) both) both)
smitp default (alert) default (alert) default (alert)
imap default (alert) default (alert) default (alert)
pop3 default (alert) default (alert) default (alert)
ftp default (reset- default (reset- default (reset-
both) both) both)
smb default (reset- default (reset- default (reset-
both) both) both)
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e Corporate Anti-Spyware Profile

PACKET
[J | NnaME COUNT POLICY NAME THREAT NAME SEVERITY ACTION CAPTURE
|:| Corp-AS Policies: 5 simple-critical any critical reset-both disable
simple-high any high reset-both disable
simple-medium any medium reset-both disable
simple- any informational default disable
informational
simple-low any low default disable
e Corporate Vulnerability Profile
HOST PACKET
D NAME COUNT RULE NAME THREAT NAME TYPE SEVERITY ACTION CAPTURE
4|:| Corp- Rules: 10 simple-client- any client critical reset-both  disable
Vuln critical
simple-client-high  any client high reset-both  disable
sirgglc-client- any client medium reset-both  disable
medium
simple-client- any client informational  default disable
informational
simple-client-low  any client low default disable
simple-server- any server critical reset-both  disable
critical
simple-server-high any server high reset-both  disable
more...
e Corporate WildFire Profile
D NAME RULE NAME APPLICATIONS | FILE TYPES | DIRECTION AMNALYSIS
(] Corp-Wildfire default any any both public-cloud
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e Security Profile Group

Security Profile Group ©)

Mame  Corp-Profiles
Antivirus Profile | Corp-AV

Anti-Spyware Profile | Corp-AS
Vulnerability Protection Profile | Corp-Vuln
URL Filtering Profile | Corp-URL
File Blocking Profile | Corp-FB
Data Filtering Profile | None

WildFire Analysis Profile | Corp-Wildfire

e Security Policy rules with Profile Group
Policies > Security > [Rule] > Actions
Profile Setting
Profile Type | Group

Group Profile | Corp-Profile-Group

Stop. This is the end of the lab.
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Bonus Lab

In this lab, you will create a new API certificate on the firewall. This certificate can then be used
to eliminate the APl KeyGen warning message you receive when committing a configuration.

Lab Objectives
e Modify the firewall Authentication Settings to use a new APl Key Certificate

Detailed Lab Steps

Apply a Baseline configuration to the Firewall
To start this lab exercise, load a preconfigured firewall configuration file.

Open configuration browser and connect to firewall-a.

2. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
3. Click Load named configuration snapshot.
4. Click the drop-down list next to the Name text box and select edu-210-11.1a-

Capstone-end.xml.

Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

o

Click OK.
A window should open that confirms that the configuration is being loaded.
Click Close.
Click the Commit link at the upper right of the web interface:
Click Commit again and wait until the commit process is complete.
Note the error message you receive regarding the API KeyGen algorithm:

© o N
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Commit Status @

Operation Commit

Status Active

Result Pending

Progress 55%

Details

Commit

The latest APl KeyGen was executed on Mon Oct 16 13:44:22 2023 with the deprecated algorithm. You are advised to configure the
more secure APl key infrastructure by web interface: Setup -> Management -> Authentiation Settings -> AP| Key Certificate, or by CLI:
set deviceconfig setting management api key certificate

Cancel Close

10. Click Close to continue.

Modify Authentication Settings
In this section, you will create a certificate that the firewall will use to generate API Keys.
Doing so will remove the error message you see when you commit a configuration. With this
certificate in place, you will not see the error message when committing any configuration
files you save from this point forward. If you load an older configuration file (one you
created before applying the API Key certificate), you will receive the error message.

11.
12.
13.
14.

Go to Device > Setup > Management.

Scroll down and locate the section for Authentication Settings.

Click the gear icon to edit this section.

In the field labeled API Key Certificate, use the dropdown box to select Generate.
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15.
16.
17.
18.
19.

Authentication Settings

Authentication Profile | None

Authentication profile to use for non-local ad

SAML methods are supportec

Authentication Profile(Mon-UI)

Certificate Profile | None
Idle Timeout (min) | O
API Key Lifetime (min) | O (default)

API Keys Last Expired

Expire All AP| Keys

nins. Only RADIUS, TACACS+ and

APl Key Certificate | Mone

Failed Attempts = None

Lockout Time (min) | New é imporl| &3 Generate

Max Session Count (number) | 0

Max Session Time (min) | O

Cancel

In the Generate Certificate window, enter API-KEY-GEN for Certificate Name.

For Common name, also enter API-KEY-GEN.
Check the box for Certificate Authority.

Under Cryptographic Settings, change the Number of Bits to 4096.

Leave the remaining settings unchanged.

© 2024 Palo Alto Networks, Inc.

Page 366



Generate Certificate @

Certificate Type o Local SCEP

»

Certificate Name | API-KEY-GEN

Common Name | API-KEY-GEMN
™

P or FQDN to appear on the certificate

Signed By L

Certificate Authority

[_] Block Private Key Export
OCSP Responder v

~ Cryptographic Settings

Algorithm | RSA v
Number of Bits | 4096 v
Digest  sha256 v

Expiration (days) | 345

Certificate Attributes

] | TYee VALUE

(HAdd (=) Delete

Generate Cancel

20. Click Generate.
21. Click OK on the Generate Certificate message box.

Generate Certificate

o Successfully generated certificate and key pair : API-KEY-GEM
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22. Your Authentication Settings window should now display the API-KEY-GEN certificate
in the API Key Certificate field.

Authentication Settings @

Authentication Profile | None

thentication orofile to use for non-lo imins. Only RADIUS. TACACS+ a
SAML methods are supporte

Authentication Profile(Non-Ul)

Certificate Profile | None
Idle Timeout (min) | O
AP| Key Lifetime (min) | O (default)

API Keys Last Expired Expire All APl Keys

I API Key Certificate | API-KEY-GEN l

Failed Attempts | O
Lockout Time (min) | O
Max Session Count (number) | O

Max Session Time (min) | O

23. Leave the remaining settings unchanged.
24. Click OK to close the Authentication Settings window.
25. Select YES on the warning message:

API Key Certificate Change

Changes to the APl Key Certificate value will invalidate all existing API
keys. Would you like to proceed?

26. Click the Commit link at the upper right of the web interface:
27. Click Commit again and wait until the commit process is complete.
28. Click Close to continue.
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Save the Configuration

29. Under Device > Setup > Operations > Configuration Management, click Save
named configuration snapshot.
30. In the Save Named Configuration window, enter API-Key-Config.xml for Name.

Save Named Configuration Q)

MName | API-Key-Config.xml| ’

31. Click OK.

32. Click Close on the Save Named Configuration message window.

33. Under Device > Setup > Operations, click Load named configuration snapshot.
34. For Name, use the drop-down list to select the API-Key-Config.xml file.

35. Click OK to close the Load Named Configuration window.

36. Click OK to close the Loading Configuration message box.

Commit Your Changes and Verify Fix
37. Click the Commit link at the upper right of the web interface:
38. Click Commit again and wait until the commit process is complete.

39. Note that you no longer receive any error messages regarding the APl KeyGen
algorithm.

Commit Status

Operation Commit
Status Active
Result Pending

Progress 55%

Details

Commit

Cancel Close

40. Click Close when the Commit Status is complete.
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Any configuration files you save on this firewall will now use the updated API Key
Certificate.
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Appendix A - GlobalProtect
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Lab Objectives

* Create and configure a Loopback interface.

* Create certificates for the GlobalProtect Portal, internal gateway, and external gateway.

* Attach certificates to an SSL/TLS Service Profile.

» Configure the Server Profile and Authentication Profile to be used when authenticating
users.

» Create and configure the tunnel interface to be used with the external gateway.

* Configure the internal gateway, external gateway, and portal.

* Host the GlobalProtect agent on the portal for download.

* Create a No-NAT policy rule to ensure that portal traffic is not subjected to network
address translation.

* Test the external gateway and internal gateway.

11.0 Load the Lab Configuration

To start this lab exercise, you will load a preconfigured firewall configuration file.
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1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot:

Configuration Management

Revert Revert to last saved configuration
Revert to running configuration
Save Save named configuration snapshot
Save candidate configuration

1.4 oad named configuration snapshod]

Load configuration version

Export Export named configuration snapshot
Export configuration version
Export device state

Import  Import named configuration snapshot

Import device state

A Load Named Configuration dialog box opens.

3. Click the drop-down arrow next to the Name field and select FW-A-11.1a-
InternetAccess.xml

Load Named Configuration

Name | FW-A-11.1a-InternetAccess.xml

|:| Regenerate Rule UUIDs for selected named configuration
[] skip Validation

4. Click OK to close the Load Named Configuration window.

A window should open that confirms that the configuration is being loaded.
5. Click Close to close the Loading Configuration window.
6. Click the Commit link at the upper right of the web interface:

A Commit window should open.

7. Click Commit and wait until the commit process is complete.
A Commit Status window should open that confirms the configuration was committed
successfully.

8. Click Close to continue.
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11.1 Configure a Loopback interface

This Loopback interface will be used for the internal GlobalProtect Gateway.
9. Inthe web interface, select Network > Interfaces > Loopback.

10. Click Add.

The Loopback Interface configuration window should open.

11. Configure the following:

Parameter

Value

Interface Name

Interface Name loopback

Comment

Type Internal gateway

Logical Router

Select LR-1 from the drop-down list

Security Zone

Select Users_Net from the drop-down list

Loopback Interface

Interface Name

Comment | Internal Gateway

Netflow Profile | None

JETTIOW

Config Pvd

Assign Interface To

Logical Router | LR-1

Security Zone | Users_Net

12. Click the 1Pv4 tab and configure the following:

Parameter

Value

IP

Click Add and type 192.168.2.1/32
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Config IPv4 IPvé Advanced

O

7192168.2.1/32

(+) Add Delete

13. Click the Advanced tab and select Allow-Ping for the Management Profile:

Config P 1P Advanced

Other Info
Management Profile | Allow-Ping

MTU | [57¢

Addition of a Management Profile is not a requirement for GlobalProtect but can make
troubleshooting easier if you need to verify that the IP address on the loopback interface is
available.

14. Click OK to close the Layer3 Subinterface configuration window.

A new loopback interface should display in the web interface.

15. Verify that your configuration looks like the following:

MANAGEMENT LOGICAL SECURITY
INTERFACE PROFILE IP ADDRESS ROUTER ZONE FEATURES COMMENT
loopback none none none
loopback.1 Allow-ping 192.168.2.1/32 LR-1 Users_Net Internal

Gateway

11.2 Generate Self-Signed Certificates

GlobalProtect needs three certificates, one each for the portal, external gateway, and internal
gateway. These certificates typically are signed by a common CA certificate. This lab creates
a CA certificate and internal gateway certificate but combines the portal and external gateway
certificates because these GlobalProtect functions are combined on the same IP address. The
common CA certificate will be exported and installed on the lab client to make all certificates
trusted. In a production environment it is recommended to use a public SSL certificate for the
GlobalProtect Portal.
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16. In the web interface, select Device > Certificate Management > Certificates.

17. Click Generate to create a certificate.

& Generate

The Generate Certificate window should open.

18. Configure the following:

Parameter Value

Certificate Name GlobalProtect
Common Name GlobalProtect
Signed By Leave blank
Certificate Authority Select the check box

Generate Certificate

Certificate Type o Local SCEP

Certificate Name | GlobalProtect

Common Name | GlobalProtect

Signed By

Certificate Authority
|| Block Private Key Export

OCSP Responder

You will use this certificate to sign the external and internal gateway certificates.

19. Click Generate.

A status window should open that shows that the GlobalProtect certificate and key pair were

generated successfully.

20. Click OK to close the status window.
A new certificate should display in the web interface.

Generate Certificate

o Successfully generated certificate and key pair : GlobalProtect
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21. Click Generate and create a certificate for the GlobalProtect external gateway.
The Generate Certificate window should open.

22. Configure the following:

Parameter Value
Certificate Name external-gw-portal
Common Name 203.0.113.20

In a production environment it is recommended to use a public
SSL certificate with a public DNS name as the common name

Signed By Select GlobalProtect from the drop-down list
Generate Certificate ©)
Certificate Type o Local SCEP

Certificate Name | external-gw-portal

Commeon Name | 203.0.113.20

Signed By | GlobalProtect
[ ] Certificate Authority

[ ] Block Private Key Export

OCSP Responder

Note that you are signing this new certificate with the GlobalProtect certificate.

23. Click Generate.
A status window should open that shows the external-gw-portal certificate and key pair were
generated successfully.

24. Click OK to close the status window.
A new certificate should open in the web interface.

25. Click Generate and create a certificate for the GlobalProtect internal gateway.
The Generate Certificate window should open.

26. Configure the following:
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Parameter Value

Certificate Name internal-gw
Common Name 192.168.2.1 (the IP address previously assigned to the
Loopback interface)
Signed By Select GlobalProtect from the drop-down list
Generate Certificate ®
Certificate Type ﬂ Local SCEP

Certificate Mame | internal-gw

Common Mame | 192.168.2.1

Signed By | GlobalProtect N
[ ] Certificate Autharity

Again, you are signing this new certificate with the GlobalProtect certificate you created earlier.

27. Click Generate.

A status window should open that shows the internal-gw certificate and key pair were
generated successfully.

28. Click OK to close the status window.

A new certificate should display in the web interface.

29. Verify that your configuration looks like the following:

NAME SUBJECT ISSUER CA | KEY  EXPIRES STATUS | ALGORITH.

§3TL5v1.3 Default C =US, ST=CA, L=SantaClara, O = Palo Alto Networks, CN =... C =US, ST = CA, L= Santa Clara, O = Palo Alto Networks, CN = ... Aug 31 11:19:52 2034 GMT valid Elliptic Cur...
9 GlobalProtect CN = GlobalProtect CN = GlobalProtect Sep 21 11:50:53 2025 GMT vald ~ RSA
CN=2030.113.20 CN = GlobalProtect Sep 21 11:53:34 2025 GMT valid RSA
CN=192.168.21 CN = GlobalProtect Sep 21 11:54:57 2025 GMT valid RSA

11.3 Configure the SSL/TLS Service Profile

30. In the web interface, select Device > Certificate Management > SSL/TLS Service
Profile.

31. Click Add to create a profile.

The SSL/TLS Service Profile configuration window should open.
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32. Configure the following:

Parameter Value

Name Type external-gw-portal

Certificate Select external-gw-portal from the drop-down list
Min Version Select TLSv1.2 from the drop-down list

Max Version Select TLSv1.3 or the maximum available TLS version

SSL/TLS Service Profile

Mame | external-gw-portal

Certificate | external-gw-portal

Protocol Settings

Min Versio TLSv1.2

r-1 AN II'L'I' rsiQ TLS‘UI-E

This SSL/TLS Service Profile defines the certificate to present to the GlobalProtect client agent
when the agent initially connects to the GlobalProtect Portal. The firewall will present this same
certificate when the agent software connects to an external gateway.

33. Click OK to close the SSL/TLS Service Profile configuration window.

A new SSL/TLS profile should display in the web interface.
34. Click Add to create a second SSL/TLS Service Profile.

The SSL/TLS Service Profile configuration window should open.

35. Configure the following:

Parameter Value

Name Type internal-gw

Certificate Select internal-gw from the drop-down list

Min Version Select TLSv1.2 from the drop-down list

Max Version Select TLSv1.3 or the maximum available TLS version
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SSL/TLS Service Profile

Mame | internal-gw
Certificate | internal-gw
Protocol Settings
Min Version | TLSv1.2

Max Version | TLSv1.3

This SSL/TLS Service Profile defines the certificate to present to the GlobalProtect client agent
when the agent connects to an internal GlobalProtect Gateway.

36. Click OK to close the SSL/TLS Service Profile configuration window.
A new SSL/TLS profile should display in the web interface.

37. Verify that your configuration looks like the following:

external-gw-portal external-gw-portal RSA Min Version: TLSv1.2
DHE Max Version: TLSv1.3
ECDHE

internal-gw internal-gw RSA Min Version: TLSv1.2
DHE Max Version: TLSv1.3

ECDHE

These entries instruct the firewall to use the appropriate certificate when communicating with
the GlobalProtect agent software. You have one certificate to use when the client connects to
the portal or to an external gateway; and a second certificate to use when the client connects to
an internal gateway.

11.4 LDAP Server Profile Configuration

When the GlobalProtect agent connects to the portal, the firewall must authenticate the user. In
this section, you define the service that the firewall will use to authenticate users when they
invoke the GlobalProtect agent. Separately, when the GlobalProtect agent connects to a gateway
to establish a VPN, the firewall must authenticate the user.

You should have created an LDAP Server Profile for authentication.
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In the web interface, select Device > Server Profiles > LDAP.

38.

39

40.
41.

42.

Select Add.
. Configure the following parameters:
Parameter Value
Profile Name LDAP_Servers

Locate the Server list on the left side of the window.

Configure the following:

Parameter Value

Name LDAP1

LDAP Server 192.168.50.89
Port 389

Locate Server Settings on

the right side of the window and configure the following:

Parameter Value

Type other

Base DN dc=panw,dc=1ab

Bind DN cn=admin,dc=panw,dc=lab
Password PaloAlto!

Require SSL/TLS
secured connection

Deselected check box
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LDAP Server Profile

Profile Name | LDAP_Servers

[] Administrator Use Only

Server List Server Settings
HNAME LDAP SERVER PORT Type other w
LDAP1 192.168.50.89 389 Base DM | de=panw,dc=lab w

Bind DM | cn=admin dc=panw,dc=lab
Password  sssssses

Confirm Password |ssssssas
®hdd Bind Timeout | 32
: Search Timeout | 30
Retry Interval | 60

D Require 55L/TLS secured connection

43. Click OK to close the LDAP Server Profile configuration window.

11.5 Authentication Profile Configuration

You should have create an Authentication Profile that contains the LDAP Server Profile. You
will create this profile and authenticate the users accessing the GlobalProtect Portal or the
Gateway via it.

44. In the web interface, select Device > Authentication Profile.

45. Click Add.

An Authentication Profile configuration window should open.

46. Configure the following parameters:

Parameter Value

Name LDAP_Auth
Type LDAP

Server Profile LDAP_Servers
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Authentication Profile ®

Mame | LOWP_suth

Authentication Factors Advanced

Type | LDAP W
Server Profile | LDAP_Servers e
Login Attribute

Password Expiry Warning | 7

User Domain

Usemame Modifier | %8USERINPUTS o

47. Select the Advanced tab then Add under Allow List and configure the following:

Parameter Value
Allow List all
Authentication Profile @

Mame | LDWP_Auth
Authentication Factors Advanced

Allow List

[ | ALLOw LIST -~

L) &Bal

48. Click OK to close the Authentication Profile configuration window.

A new Authentication Profile should display in the web interface.

Lockout

NAME LOCATION FAILED ATTEMPTS (#) LOCKOUT TIME (MIN) ALLOW LIST AUTHENTICATION SERVER PROFILE

LDAP_Auth 0 g all LDAP LDAP_Servers
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11.6 Configure the Tunnel Interface

The GlobalProtect client agent software uses a VPN tunnel to establish a secure connection to
an external gateway. The firewall uses a tunnel interface to encrypt and decrypt traffic with

the client.

49. In the web interface, select Network > Interfaces > Tunnel.
50. Click Add to create a new tunnel interface.

A Tunnel Interface configuration window should open.

51. Configure the following:

Parameter

Value

Interface Name

Interface Name .11

Comment

Type VPN Tunnel Interface

Logical Router

Select LR-1 from the drop-down list

Security Zone

Select Users_Net from the drop-down list

Tunnel Interface

11

Comment | VPN_Tunnel_lnterface
Netflow Profile | None
Config IPva4 IPvé Ad d

Assign Interface To

Logical Router | LR-1

Security Zone | Users_Net

The logical tunnel interface is connected to a logical router and assigned to a security zone just

as are other interfaces.

52. Click OK to close the Tunnel Interface configuration window.

A new tunnel interface should display in the web interface.
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MANAGEMENT LOGICAL

INTERFACE | PROFILE IP ADDRESS ROUTER SECURITY ZONE FEATURES COMMENT
tunnel none none none
tunnel.11 none LR-1 Users_Net VPN _Tunnel_Interface

11.7 Configure the Internal Gateway

Internal gateways can be used for User-1D deployment and host information profile (HIP)
enforcement. They also can be used to encrypt traffic from the client to sensitive internal
resources through a VPN gateway.

53. In the web interface, select Network > GlobalProtect > Gateways.

54. Click Add to create a gateway.

The GlobalProtect Gateway Configuration window should open.

55. Configure the following:

Parameter Value

Name Type gp-int-gateway

Interface Select loopback.1 from the drop-down list
IPv4 Address Select 192.168.2.1/32 from the drop-down list

GlobalProtect Gateway Configuration

General Mame | pp-int-gateway
Authentication Network Settings

Agent Interface | loopback.1
Satellite IP Address Type | IPva Only

IPv4 Address | 192.168.2.1/32

Log Settings

|:| Log Successful 551 Handshake
Log Unsuccessful 551 Handshake
Log Forwarding | default

56. Select the Authentication tab and configure the following:
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Parameter Value
SSL/TLS Service Select internal-gw from the drop-down list
Profile

GlobalProtect Gateway Configuration

General

Server Authentication

Authentication SSL/TLS Service Profile | internal-gw

57. Locate the Client Authentication list box.
58. Click Add to configure client authentication settings.
The Client Authentication configuration window should open.

59. Configure the following:

Parameter Value
Name Type lab-ldap
(ON) Verify that Any is selected

Authentication Profile

Select LDAP_Auth from the drop-down list
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Client Authentication

Mame | lab-ldap
05 | Any

Authentication Profile | LDAP_Auth

E] Automatically retrieve passcode from SoftToken application
GlobalProtect App Login Screen

Username Label | Username
Password Label = Password

Authentication Message = Enter login credentials

Allow Authentication with User | Mo (User Credentials AND Client Certificate Required)
Credentials OR Client Certificate - ;

This area lets you configure different authentication methods for different sets of users based

on the operating system in use for the GlobalProtect client agent software.

60. Click OK to close the Client Authentication configuration window.

Cancel
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GlobalProtect Gateway Configuration

General Server Authentication

Authentication

Apent
Client Authentication
Satellite

SSL/TLS Service Profile | internal-gw

ALLOW

AUTHENTIC...
WITH USER
AUTO CREDENTIALS
AUTHENTICAT.. | RETRIEVE USERNAME PASSWORD AUTHENTIC... OR CLIENT
O | namEe os PROFILE PASSCODE LABEL LABEL MESSAGE CERTIFICATE
] lab-ldap Any LDAP_Auth Username Password Enter login No
credentials
(F) Add

Certificate Profile | None

Block legin for quarantined devices

61. Click OK to close the GlobalProtect Gateway Configuration window.

A new GlobalProtect Gateway

should display in the web interface.

11.8 Configure the External Gateway

In this section you will create the GlobalProtect external gateway.

62. Click Add to create a second gateway.

The GlobalProtect Gateway Configuration window should open. The external gateway is the

VPN gateway that GlobalProtect clients connect to when they are outside the local network.

63. Configure the following:

Parameter Value

Name Type gp-ext-gateway

Interface Select ethernetl1/1 from the drop-down list
IPv4 Address Select 203.0.113.20/24 from the drop-down list
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GlobalProtect Gateway Configuration

ral MName gp-ext-gateway
Authentication Network Settings
Agent Interface | ethernetl/1
Satellite IP Address Type | IPvd Only

IPv4 Address | 203.0.113.20/24

64. Select the Authentication tab and configure the following:

65.
66.

67.

Parameter Value
SSL/TLS Service Select external-gw-portal from the drop-down list
Profile

GlobalProtect Gateway Configuration

General Server Authentication
Authentication SSL/TLS Service Profile | external-gw-portal
Agent

Client Authentication

This setting defines the certificates to present to the client when it connects to the gateway.
Remember that you created a single SSL/TLS Service Profile for the portal and for the external
gateway.

Locate the Client Authentication list box.

Click Add to configure client authentication settings.

The Client Authentication configuration window should open.

Configure the following:

Parameter Value

Name Type 1lab-1dap

(ON] Verify that Any is selected

Authentication Profile | Select LDAP_Auth from the drop-down list
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Client Authentication

Mame | lab-Idap
05 | Any

Authentication Profile | LDAP_Auth

This section allows you to select different authentication methods (Authentication Profiles)
based on the operating system of client hosts.

68. Click OK to close the Client Authentication window:

GlobalProtect Gateway Configuration

General

Server Authentication
Authentication 55L/TLS Service Profile | external-gw-portal e
Agent
Client Authentication
Satellite
ALLOW
AUTHENTIC...
WITH USER
AUTO CREDENTIALS
AUTHENTICAT... | RETRIEVE USERMAME PASSWORD AUTHENTIC... | OR CLIENT
[ | NAME [+13 PROFILE PASSCODE LABEL LABEL MESSAGE CERTIFICATE
[] lab-ldap Any LDAP_Auth Username Password Enter login Mo
credentials
() add
Certificate Profile | Mone w
Block login for quarantined devices
69. Click the Agent tab and configure the following:
Parameter Value
Tunnel Mode Select the check box
Tunnel Interface Select tunnel.11 from the drop-down list
Enable IPSec Verify that the Enable IPSec check box is selected
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GlobalProtect Gateway Configuration

General
Tunnel Settings Client Settings Client IP Pool
Authen[‘i(aﬁon ————————.
Tunnel Mode
Agent
Tunnel Interface | tunnel.11
Satellite

Max User
Enable IPSec
GlobalProtect IPSec Crypto | default

| | Enable X-Auth Support

This section tells the firewall how to establish a tunnel with a client and which interface to use.

70. Click the Client Settings subtab.
71. Click Add to configure client settings.
The Configs configuration window should open.

72. Click the Config Selection Criteria tab and configure the following:

Parameter Value
Name Type gp-client-config
Configs

Config Selection Criteria Authentication Override IP Pools

Mame gp-client-config

After a client has been authenticated to establish a VPN with the gateway, these settings define

which IP address and other network elements the GlobalProtect client adapter will use.

73. Click the IP Pools subtab and configure the following:

Parameter Value
IP Pools Click Add and type 192.168.100.200-
192.168.100.210
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Configs

Config Selection Criteria Authentication Override IP Pools Split Tunnel Network Services
_J Retrieve Framed-IP-Address attribute from authentication server

JTHENTICATION SERVEF O D IP POOL

B4 "192.168.100.200-192.168.100.210

(H)Add (=) Delete

The firewall will assign an IP address to each GlobalProtect client from this range of addresses.

74. Click OK to close the Configs window.
The GlobalProtect Gateway configuration window still should be open on the Client Settings
subtab.

75. Click the Network Services subtab and configure the following:

Parameter Value
Primary DNS Type 1.1.1.1
Secondary DNS Type 8.8.8.8
GlobalProtect Gateway Configuration @
General
Tunnel Settings Client Settings Client IP Pool Network Services Connection Settings Video Traffic HIP Notification
Authentication .
Agent Inheritance Source | None
Satellite [':)‘ Check inheritance source status

Primary DNS | 1.1.1.1
Secondary DNS | 8.8.8.8
Primary WINS | None
Secondary WINS | None
[] Inherit DNS Suffixes
DNS Suffix | Enter comma arated C

The servers used in the lab are public, but in many cases the DNS servers that are assigned to
the GlobalProtect client adapter will be private, internal DNS hosts. This setting will enable the
client to resolve internal hostnames while connected to the VPN.

76. Click OK to close the GlobalProtect Gateway Configuration window.

A new GlobalProtect Gateway should display in the web interface.

77. Verify that your configuration looks like the following:
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D NAME LOCATION LOCAL INTERFACE | LOCAL IP TUNMNEL MAX USER INFO
® | | ep-int-gateway loopback.1 192.168.2.1/32
= gn-ext-gateway ethernetl/1 203.0113.20/24 tunnel.11 Remote Users

11.9 Configure the Portal

The GlobalProtect Portal provides the management functions for the GlobalProtect
infrastructure. Every endpoint that participates in the GlobalProtect network receives its
configuration from the portal, including information about the available GlobalProtect
Gateways and any optional client certificates that might be necessary for the client to connect
to a gateway.
78. In the web interface, select Network > GlobalProtect > Portals.
79. Click Add to create a new portal.

The GlobalProtect Portal Configuration window opens.

80. Configure the following:

Parameter Value

Name Type gp-portal

Interface Select ethernet1/1 from the drop-down list
IPv4 Address Select 203.0.113.20/24 from the drop-down list

GlobalProtect Portal Configuration

General

Name | gp-portal
Authentication Network Settings
Portal Data Collection Interface  ethernet1/1
Agent IP Address Type | IPv4 Only
Clientless VPN IPv4 Address  203.0.113.20/24

81. Click the Authentication tab and configure the following:

Parameter Value
SSL/TLS Service Select external-gw-portal from the drop-down list
Profile

82. Locate the Client Authentication list box.
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83. Click Add to configure client authentication settings.

The Client Authentication configuration window should open.

84. Configure the following:

Parameter Value

Name Type lab-1ldap

(ON] Verify that Any is selected

Authentication Profile | Select LDAP_Auth from the drop-down list

Client Authentication

Mame | lab-Idap
05 | Any

Authentication Profile | LDAP_Auth

In this section, the portal is being configured to authenticate users against the LDAP_Auth
Profile that contains your LDAP server.

85. Click OK to close the Client Authentication list box.

86. Click the Agent tab.

87. Locate Trusted Root CA in the lower-left corner.

88. Click Add and select the GlobalProtect certificate from the drop-down list.
89. Check Install in Local Root Certificate Store

IMSTALL IN LOCAL ROOT

D TRUSTED ROOT CA CERTIFICATE 5TORE
| | cGlobalProtect
() Add

This is the certificate you used to sign the portal certificate and the gateway certificate. By
placing it in this section, you can push this signing certificate down to the client’s trusted
certificate store through the GlobalProtect connection. This CA is at the top of the chain of trust,
so the client host will trust any certificate signed by this one, including the portal and gateway
certificates.

90. Locate the Agent list box:
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GlobalProtect Portal Configuration

General Agent
Authentication CLIENT
Portal Data Collaction [] | conries USER/USER GROUP os EXTERNAL GATEWAYS CERTIFICATE
Agent
Clientless VPN
Satellite
(F)add O Delete (@)Clone T MoveUp | Move Down
INSTALL IN LOCAL ROOT Agent User Override Key
[J | TRUSTED ROOT CA CERTIFICATE STORE Confirm Agent User Override Key
] " GlobalProtect r
() Add
91. Click Add to configure Agent.
The Configs configuration window should open.
92. Click the Authentication tab and configure the following:
Parameter Value
Name Type portal-agent-config
Configs
Authentication Config Selection Criteria nternal External App HIP Data Collection
Mame portal-agent-config

Client Certificate = None

93. Click the Internal tab.

94. Select the Internal Host Detection 1Pv4 check box.

95. Configure the following:

Parameter Value
IP Address Type 192.168.2.1
Hostname Type gp-int-gw
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Configs

Authentication Config Selection Criteria Internal External

B internal Host Detection IPv4
IP Address | 192.168.2.1

Hostmame | gp-int-gw

When the client is inside the network, a reverse DNS lookup for 192.168.2.1 will resolve to gp-in-
gw. If that lookup is successful, the GlobalProtect client will connect to an internal gateway. If
that reverse lookup fails (or returns a name other than gp-in-gw), the GlobalProtect client will
connect to an external gateway.

96. Locate the Internal Gateways list box and click Add to configure:

Configs

Authentication Config Selection Criteria Internal External App HIP Data Collection

B internal Host Detection IPv4 [ ]internal Host Detection IPvé

IP Address | 192.168.2.1

Hostname | gp-int-gw

Internal Gateways
DHCP OPTION 43 CODE

D | MAME ADDRESS SOURCE IP
Specify one or maore sub-
option codes (in decimal).
( Protect Agent wil
read the gateway
address from values
defined by the sub-option
codes.

) add Delets Move U 1 () Add

The Internal Gateway configuration window should open.
97. Configure the following:
Page 396
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Parameter Value

Name Type int-gw-1

Address Select the IP radio button

IPv4 Type 192.168.2.1

Internal Gateway @

Name | int-gw-1 |

Address FQDN °|p
IPv4 | 192.168.2.1

IPvé

98. Click OK to close the Internal Gateway configuration window.
99. Click the External tab.
100. Locate the External Gateways list box and click Add to configure.

The External Gateway configuration window should open.

101. Configure the following:

Parameter Value

Name Type ext-gw-1

Address Select the IP radio button

IPv4 Type 203.0.113.20

External Gateway @

Name | ext-gw-1
Address FQDN @ IP
IPv4 | 203.0.113.20
IPvé

102. Locate the Source Region list box and click Add to configure the following:

Parameter Value
Source Region Select Any from the drop-down list
Priority Verify that Highest is selected
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External Gateway @

Name | ext-gw-1
Address FQDN 0|p

IPv4 | 203.0.113.20

IPvé
u:_:gl Litem | 5 %
[[] | source rReGION PRIORITY
| | Any Highest

The Source Region options allow you to prioritize that the external gateway that a client
connects to be based on the geographic assignment of a client’s IP address. You have only a
single external gateway, so you are setting Source Region to Any so that all clients connect to
this gateway, regardless of their IP address.

103.Click OK to close the External Gateway configuration window.

104.Click OK to close the Configs configuration window.

105. Click OK to close the GlobalProtect Portal Configuration window.

A new GlobalProtect Gateway should display in the web interface. Click the Plus icon to expand
the entry and verify that your configuration looks like the following screenshot:

NAME LOCATION INTERFACE P SSL/TLS SERVICE PROFILE  AUTHENTICATION PROFILE | CERTIFICATE PROFILE INFO
gp-portal ethemnet1/1 203.0.113.20/24 external-gw-portal LDAP_Auth
AGENT CONFIGURATION USERS os OPTIONS EXTERMNAL GWS | INTERNAL GWS CONNECT METHOD

portal-agent-config any any Internal Host Detection: gp-int-gw,192.168.2.1 | ext-gw-1 int-gw-1 User-logon (Always On)

11.10 Host the GlobalProtect Agent on the Portal

To make the process of obtaining and installing the GlobalProtect agent software easier for users,
you will download a specific version and activate it on the portal. Activation of the GlobalProtect
Agent software allows users to connect to a webpage on the portal and download the appropriate
version of the client software for their host operating system.

106. In the web interface, select Device > GlobalProtect Client.

107.Click Check Now at the bottom of the page.

The Palo Alto Networks firewall checks for the latest version of the GlobalProtect agent.

108. Search for the 6.1.0 version of GlobalProtect.

Even if there is a newer version of the client software, be sure to use the 6.1.0 version.

© 2024 Palo Alto Networks, Inc. Page 398



109. Click Download in the Action column:

VERSION

| RELEASE DATE

| DOWNLOADED | CURRENTLY ACTIVATED | ACTION

6.1.0

124 MB

2022/09/01 14:06:1%

Validate
Download

Release Motes

A Download GlobalProtect Client status window should open. Do not continue until the
download has completed successfully. After a new version of the GlobalProtect client software
is released, you can download it through this interface and activate it. Any users currently
running an older version of the GlobalProtect software will be upgraded to the new version

when they connect to the portal.

[ Download GlobalProtect Client

} Operation Download

Status Completed

Result Successful

Details Successfully downloaded
Preloading into software manager
Successfully loaded into software manager

| Warnings

110.Clock Close to close the status window.
111.Click Activate in the Action column.

CURRENTLY
VERSION SIZE RELEASE DATE DOWNLOADED | ACTIVATED ACTION
6.1.0 124 MB 2022/09/01 14:06:19 J Validate  Release Motes
Export
Achivate

112.Click the Yes button to close the Activate GlobalProtect Client version message:

Activate GlobalProtect Client version 6.1.0

on GlobalProtect user's computer when they connect the next time. Do you want to continue?

o This will activate a new version of GlobalProtect Client software that will be downloaded
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An Activate GlobalProtect Client message should display that shows that the client package was
activated successfully.

Activate GlobalProtect Client version 6.1.0

Operation Software Install
Status Completed
Result Successful
Details client package activation successfully completed.

Warnings

113.Click Close to close the Activate GlobalProtect Client status message:
114. Verify:

VERSION SIZE RELEASE DATE DOWNLOADED CURRENTLY ACTIVATED ACTION DOCUMENTATION

6.1.0 124 MB 2022/09/01 14:06:19 v 7 Validate Release Notes
Export
Reactivate

11.11 Create a Security Policy Rule

115.In the web interface, select Policies > Security.

116. Select the “Users_to_Internet” rule without opening it.

117.Click Clone.

118.When the cloned security rule appears click on “Users_to_Internet-1” to edit it.

The Security Policy Rule configuration window should open.

119. Configure the following:

Parameter Value

Name Rename the security policy rule to inside-portal

Audit Comment Type - Created GlobalProtect inside portal
Security policy rule on <date> by <Your-
Role>
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Security Policy Rule

General sSource Destination Application Service/URL Category Actions Usage

Mame | inside-portal
Rule Type | universal (default)

Description | Allows hosts in Users_Net zone to access Internet zone.

Group Rules By Tag | None

Audit Comment | Created GlobalProtect inside portal Security policy rule on 21.09.2024 by Company/Admin

Audit Comment Archive

120. Click the Destination tab and configure the following:

Parameter Value

Destination Address Click Add and type 203.0.113.20

Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

select W [ ] Any

D DESTINATION ZOME -~ D DESTIMATION ADDRESS
F

[l =& internet B 203011320

121.Click the Service/URL Category tab and configure the following:

Parameter Value

Service Select any from the drop-down list
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Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

any Any

[ | service [J  URLCATEGORY ~
{ 1 ) Add (+) Add

122.Click the Actions tab and configure the following:

Parameter Value
Profile Type None
Security Policy Rule
General Source Destination Application Service/URL Category Actions LIs;
Action Setting
Action | Allow o
Profile Setting
Profile Type | Mone o

123.Click OK to close the Security Policy Rule configuration window.
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11.12 Create a NOo-NAT Rule

All traffic from the Users_Net zone to the Internet zone uses source NAT. In this section,
you will create a new NAT policy rule so that internal requests for the GlobalProtect Portal
(203.0.113.20) will not get their address translated by the “Users_to_Internet” rule. The new
NAT policy rule must be matched before the “Users_to_Internet” rule, so you will place it at
the top of the NAT policy.

124.In the web interface, select Policies > NAT.

125.Click Add to create a rule.

The NAT Policy Rule configuration window should open.

126. Configure the following:

Parameter Value

Name Type gp-portal-no-nat

NAT Type Verify that ipv4 is selected

Audit Comment Type Created GlobalProtect no NAT policy rule
on <date> by <Your-Role>

MNAT Policy Rule

General Original Packet Translated Packet

Mame | gp-portal-no-nat

Description

Tags
Group Rules By Tag | None

MAT Type | ipvd

Audit Comment | Created GlobalPatect no MAT policy rule on 26.01.2023 by CompanyAdmin|

Audit Comment Archive

127.Click the Original Packet tab and configure the following:
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Parameter Value

Source Zone Click Add and select Users_Netfrom the drop-down list

Destination Zone Select Internet from the drop-down list

Destination Interface Select ethernet1/1 from the drop-down list

Destination Address Click Add and type 203.0.113.20

NAT Policy Rule

General Original Packet Translated Packet

D Any Destination Zone Any D Any

[] | SOURCE ZONE ~ Internet ~ | [[] | SOURCE ADDRESS ~ [] | DESTINATION ADDRESS -~
F F

B = users et B = 203011320

Destination Interface

ethernet1,/1 r
Service
any w
P add O Delete ) Add P add O Delete

128. Select the Translated Packet tab and verify that the Translation Type for Source
Address Translation and Destination Address Translation are set to None.
This rule instructs the firewall to not perform network address translation of any kind for traffic
from the Users_Net zone that has a destination address of 203.0.113.20 in the Internet zone,
which is the IP address of the GlobalProtect Portal and of the external gateway.

NAT Policy Rule

General Original Packet Translated Packet
Source Address Translation Destination Address Translation
Translation Type | None Translation Type | None

“ Car‘cel

129.Click OK to close the NAT Policy Rule configuration window.
A new NAT policy rule should display in the web interface.
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130. Select but do not open gp-portal-no-nat.
131.Click Move and select Move Top:

Original Packet Translated Packet
DESTINATION DESTINATION DESTINATION
NAME TAGS SOURCE ZONE | ZONE INTERFACE SOURCE ADDRESS | ADDRESS SERVICE SOURCE TRANSLATION DESTINATION TRANSLATION
1 gp-portal-no-nat nane P24 Users_Met B2 Internet ethemet1/1 any 2208011320  any none none
2 Extranet_to_Internet  none P2 Extranet B2 Intemnet any any any any dynamic-ip-and-port none
ethemet1/1
203.0.113.20/24
3 Users_to_Internet none 2 Users_Net #2 Intemet any any any any dynamic-ip-and-port none
ethemet1/1
203.0.113.20/24
4 Extranet-to-UsersMet  none P2 Extranet 3 Users_Net any any any any dynamic-ip-and-port none

ethemet1/2

192.168.1.1/24

Traffic that is not destined for the portal IP address (203.0.113.20) will be translated by the
“Users_to_Internet” rule.

132. Commit all changes.
Note: A warning might display about IPv6 not being enabled on the tunnel interface. You can

safely ignore it.

Stop. This is the end of the GlobalProtect lab.
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Appendix B - Active/Passive High Availability

Lab Objectives

Please note that this is a configuration lab only as the lab has been designed with a single
FireWall.

* Display the Dashboard HA widget.

* Configure a dedicated HA interface.

* Configure active/passive HA.

* Configure HA monitoring.

e Observe behavior in the HA widget.

14.0 Load a Lab Configuration

To start this lab exercise, you will load a preconfigured firewall configuration file.
1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot:
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Configuration Management

Revert Rewvert to last saved configuration
Rewvert to running configuration
Save Save named configuration snapshot

Save candidate configuration

guration snapshot]
Load configuration version

Export Export named configuration snapshot
Export configuration version
Export device state

Import Import named configuration snapshot

Impart device state

A Load Named Configuration dialog box opens.

3. Click the drop-down arrow next to the Name field and select FW-A-11.1a-
InternetAccess.xml.

Load Named Configuration

Mame | FW-A-11.1a-InternetAccess.xml

Decryption | eeee

|:| Regenerate Rule UUIDs for selected named configuration
[] skip Validation

4. Click OK to close the Load Named Configuration window.

A window should open that confirms that the configuration is being loaded.

5. Click Close to close the Loading Configuration window.
6. Click the Commit link at the upper right of the web interface:

A Commit window should open.

7. Click Commit and wait until the commit process is complete.

A Commit Status window should open that confirms that the configuration was committed

successfully.

8. Click Close to continue.
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14.1 Display the HA Widget

If high availability (HA) is enabled, the High Availability widget on the Dashboard indicates
the HA status.

9. Inthe web interface, click the Dashboard tab to display current firewall information.
10. If the High Availability panel is not displayed, select Widgets > System > High
Availability to enable the display:
am Widgets v Lastupdated 14:38:34

[z Application »
@ System »
= Logs b3

# It mefamme

= High Availability

The High Availability widget now displays on the Dashboard:

High Awvailability

&)
X

HA not enabled

14.2 Configure the HA Interface

Each HA interface has a specific function: One interface is for configuration synchronization and
heartbeats, and the other interface is for state synchronization.

11. In the web interface, select Network > Interfaces > Ethernet.

12. Click ethernetl/6 to open the configuration window.

The Ethernet Interface configuration window should open.

13. Configure the following:

Parameter Value

Interface Type Select HA from the drop-down list

Comment HA1
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Ethernet Interface @

Interface Name | ethernet1/6
Comment | HA1

Interface Type | HA
Advanced

Link Settings

Link Speed Link Duplex Link State | auto

14. Click OK to close the Ethernet Interface configuration window.
15. Click ethernet1/7 to open the configuration window.

The Ethernet Interface configuration window should open.

16. Configure the following:

Parameter Value

Interface Type | Select HA from the drop-down list

Comment HA2

Ethernet Interface

Interface Mame | ethernet1/7
Comment | HA2
Interface Type | HA

Advanced

Link Settings

Link Speed Link Duplex Link State | auto

17. Click OK to close the Ethernet Interface configuration window.
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14.3 Configure Active/Passive HA

In this deployment, the active firewall continuously synchronizes its configuration and session
information with the passive firewall over two dedicated interfaces. If a hardware or software
disruption occurs on the active firewall, the passive firewall becomes active automatically
without loss of service. Active/passive HA deployments are supported by the interface modes

Virtual Wire, Layer 2, and Layer 3.

18. In the web interface, select Device > High Availability > General.

Al

19. Clickthe " icon of the Setup panel.

The Setup configuration window should open.

20. Configure the following:

Parameter Value

Enable HA Enable HA

Group ID Type 60 (This field is required, and must be unique, if
multiple HA pairs reside on the same broadcast domain.)

Mode Verify that the Active Passive radio button is selected

Enable Config Sync

Enable Config Sync (gelect this option to enable
synchronization of configuration settings between the
peers.)

Peer HA1 IP Address

Type 172.16.3.11

Backup Peer HA1 IP

Type 192.168.1.253

Address
Setup @
Enable HA
Group |D | &0
Description
Mode o Active Passive Active Active
Enable Config Sync
Peer HA1 IP Address | 172.16.3.11
Backup Peer HA1 IP Address | 192.168.1.253
21. Click OK to close the Setup configuration window.
. :’_‘:l- . . . .

22. Clickthe " icon of the Active/Passive Settings panel:

The Active/Passive Settings configuration window should open.
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23. Configure the following:

Parameter Value

Passive Link Select the Auto radio button

State

Active/Passive Settings @
Passive Link State Shutdown @ Auto

Monitor Fail Hold Down Time (min) | 1

When Auto is selected, the links that have physical connectivity remain physically up butin a

disabled state. They do not participate in ARP or packet forwarding. This configuration helps

reduce convergence times during failover because no time is required to activate the links. To

avoid network loops, do not select this option if the firewall has any Layer 2 interfaces

configured.

24. Click OK to close the Active/Passive Settings configuration window.

e

25. Click the ™' icon of the Election Settings panel to configure failover behavior:

Parameter

Value

Device Priority

Type 80

Enter a priority value (range is 0 to 255) to identify the
active firewall. The firewall with the lower value (higher
priority) becomes the active firewall when the preemptive
capability is enabled on both firewalls in the pair.)

Preemptive

Preemptive

Enables the higher priority firewall to resume active
operation after recovering from a failure. This parameter
must be enabled on both firewalls but is not always a
recommended practice.

Heartbeat Backup

[ ] Heartheat Backup

Uses the management ports on the HA firewalls to provide
a backup path for heartbeat and hello messages

26. Click OK to close the Election Settings configuration window.
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Election Settings @

Device Priority | 80
Preemptive
[ ] Heartbeat Backup

HA Timer Settings | Recommended

27. Open the HA Communication tab.

Genera HA Communications | Link and Path Monitoring

]

28. Click the ™' icon of the Control Link (HAL) configuration window to configure the
HAZ1 link. The firewalls in an HA pair use HA links to synchronize data and maintain
state information:

Parameter Value

Port Select ethernet1/6 from the drop-down list
IPv4/1Pv6 address Type 172.16.3.10

Netmask Type 255.255.255.0

HA1 )

Port | ethernetl/é&

IPva/ 1Py Address | 172.16.3.10

Metmask | 255.255.255.0

Gateway
|_ Encryption Enabled
Monitor Hold Time (ms) | 3000

29. Click OK to close the Control Link (HA1) configuration window.

30. Click the ' icon of the Control Link (HA1 Backup) configuration window to
configure the HA1 Backup link. The HA1 Backup link is important to avoid a split brain
condition in case the primary HA1 link goes down:

Parameter Value

Port Select management
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HA1 Backup @

Port | management (Mon-dedicated out of band MGT interface for ha -~

31. Click OK to close the Control Link (HA1 Backup) configuration window.
32. Clickthe " icon of the Data Link (HA2) configuration window.

33. to configure the HA2 link. The firewalls in an HA pair use HA2 links to synchronize
session state information:

Parameter Value
Port Select ethernet1/7 from the drop-down list
Transport Select ethernet

When using ethernet as the transport protocol, it is not
necessary to configure any IP addresses on the HA2 link as the
state information are transferred between the FireWalls at
Layer-2

HA2 Keep-alive Check and select Log Only

HA2 @

Enable Session Synchronization
Port | ethernet1/7

IPva/IPv6 Address
Metmask
Gateway
Transport | ethernet
HA2 Keep-alive
Action @ Log Only Split Datapath

Threshold (ms) | 10000

34. Click OK to close the Data Link (HA2) configuration window.

14.4 Configure HA Monitoring

35. In the web interface, select Device > High Availability > Link and Path Monitoring.

Sl
40p

36. Click the ™ icon of the Link Monitoring panel to configure link failure detection.
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The Link Monitoring configuration window should open.

Link monitoring enables failover to be triggered when a physical link or group of physical links
fails.

37. Configure the following:

Parameter Value
Enabled Enabled
Failure Condition Verify that the Any radio button is selected
Link Monitoring
Enabled
Failure Condition @) Any Al

38. Click OK to close the Link Monitoring configuration window.
39. Click Add in the Link Group panel to configure the traffic links to monitor.

The Link Group configuration window should open.

o icati Link and Path Monitoring Cluster C

Link Monitoring

Enabled

Failure Condition any

[:| NAME ENABLED GROUP FAILURE CONDITION
lIf Add
40. Configure the following:
Parameter Value
Name Type traffic-1links
Enabled 1 Enabled (Note: not supported on VM-Series firewalls
on ESXi)
Failure Condition Verify that the Any radio button is selected
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41.

42.

43.

44,

Parameter Value

Interface Click Add and select the following from the drop-down list:
ethernetl/1
ethernetl/2

Link Group @

MName | traffic-links

Enabled
Failure Condition o Any All

D INTERFACE
[] Methernet1/1

[] Fethernet1/2

(*) Add

Click OK to close the Link Group configuration window.

oy

Click the " icon of the Path Monitoring panel to configure path failure detection.
The Path Monitoring configuration window should open. Path monitoring enables the firewall
to monitor specified destination IP addresses by sending ICMP ping messages to ensure that
they are responsive.

Configure the following:

Parameter Value
Enabled Enabled
Failure Condition Verify that the Any radio button is selected

Click OK to close the Path Monitoring configuration window.

Path Monitoring

Enabled

Failure Condition any
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45. Find the Path Group panel and click Add Logical Router Path to configure the path

failure condition.

The HA Logical Router Path configuration window should open.

Note: Path Monitoring should only be used if both FireWalls have two independent network

routes were link-monitoring would not cover all failure conditions. In order to avoid HA flapping,

it is important to monitor multiple IP addresses and only trigger a failover if all IPs are not

reachable.

Path Group

[ namEe TYPE

PING

FAILURE INTERVAL PING
ENAB.. | CONDITION SOURCE IP DESTINATION IP GROUP {M5) COUNT

(¥) Add Virtual Wire Path  (+) Add VLAN Path | () Add Logical Router Path I

46. Configure the following:

Parameter Value
Name Select LR-1
Enabled Enabled

Failure Condition

Select the All radio button

Destination IP Group

Click Add and create reachable IPs destination IP
group

Destination IP

Click Add and type 8.8.8.8
Click Add and type 8.8.4.4
Click Add andtype 1.1.1.1
Click OK

Ping Interval

Change from 200 to 1000 as a ping every 200ms is quite
aggressive
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HA Path Group Logical Router

Mame | LR-1
Enabled
Failure Condition ) Any @ All
Ping Interval | 1000

Ping Count | 10

Q
DESTINATION 1P
[C] | crour DESTINATION IP
[ ] reachable IPs 8888
8844
1.1.1.1

EMABLED

litem ) 5 ¥

FAILURE
CONDITION

any

47. Click OK to close the HA Path Group Logical Router configuration window.

48. Commit all changes.

14.5 Observe the Behavior of the HA Widget
49. In the web interface, click the Dashboard tab and view the High Availability status

widget for the firewall.

Active/passive mode should be enabled, and the local firewall should be active (green). You may
need to refresh the High Availability pane if the local firewall still shows that it is initializing.
However, because there is no peer firewall, the status of most monitored items is unknown

(yellow). Because HA1 has no peer, its state is down (red):
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High Availability

Mode

Loca

Peer

Running Config
App Version
Threat Version
Antivirus Version
PAN-OS Version
GlobalProtect Version
HA1

HA1 Backup
HA2

Plugin vm_series

Plugin dip

S X
Active-passive
Active
Unknown
Unknown Li_g]
Unknown
Unknown
Unknown
Unknown
Unknown
Down
Down
Down
Unknown

Unknown

50. If a peer was configured and was operating in passive mode, the High Availability

widget on the Dashboard would display as follows:

High Availability

Made

Local

Peer 203.0.113.21
Running Config
App Version
Threat Version
Antivirus Version
PAN-0S5 Version
GlobalProtect Version
HAL

HA1 Backup

HA2

Plugin dip

e

A X
Active-passive
Active
Passive

Synchronized %]

Match
Match
Match
Match
Match
Up
Up
Up
Match

To avoid overwriting the wrong firewall configuration, the firewalls are not automatically

synchronized. You must manually synchronize a firewall to the firewall with the “valid”

configuration by clicking Sync to peer.
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Stop. This is the end of the Active/Passive High Availability lab.
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Appendix C - Site-to-Site VPN

A\

Ve
PRI
\o°® »\6%'
i

Phase 1: IKE

Phase 2: IPsec

7 P e‘

Lab Objectives

* Create and configure a tunnel interface to use in the site-to-site VPN connection.
* Configure the IKE gateway and IKE Crypto Profile.

* Configure the IPsec Crypto Profile and IPsec tunnel.

e Test connectivity.

12.0 Load a Lab Configuration

To start this lab exercise, you will load a preconfigured firewall configuration file.

1. Inthe Palo Alto Networks firewall web interface, select Device > Setup > Operations.
2. Click Load named configuration snapshot:
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Configuration Management

Revert Revert to last saved configuration
Revert to running configuration

Save Save named configuration snapshot

Save candidate configuration

=d conhguration snapshot]

Load configuration version

Export Export named configuration snapshot
Export configuration version
Export device state

Import Import named configuration snapshot

Import device state

A Load Named Configuration dialog box opens.

3. Click the drop-down arrow next to the Name field and select edu-210-11.1a-14.xml.
Note: Look for edu-210 in the filename because the drop-down list might contain lab
configuration files for other course numbers.

Load Named Configuration
Name | edu-210-11.1a-14.xml

|:| Regenerate Rule UUIDs for selected named configuration
[] skip validation

4. Click OK to close the Load Named Configuration window.

A window should open that confirms that the configuration is being loaded.
5. Click Close to close the Loading Configuration window.
6. Click the Commit link at the upper right of the web interface:

A Commit window should open.

7. Click Commit and wait until the commit process is complete.
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A Commit Status window should open that confirms that the configuration was committed

successfully.

8. Click Close to continue.

12.1 Configure the Tunnel Interface

9. Inthe web interface, select Network > Interfaces.

10. Click the Tunnel tab.

11. Click Add to configure a tunnel interface:

Parameter Value

Interface Name In the text box to the right of tunnel, type 15

Comment Type Tunnel to DMz

Logical Router Select LR-1 from the drop-down list

Security Zone Create and assign a new Layer 3 zone named VPN
New [ Zone

Tunnel Interface

ymment | Tunnel to DMZ
Netflow Profile | None
Config Pv4 IPvé Advancec
Assign Interface To
Logical Router | LR-1
Security Zone | VPN

12. Click OK to close the Tunnel Interface configuration window.

.15
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12.2 Configure the IKE Gateway

13. In the web interface, select Network > Network Profiles > IKE Gateways.
14. Click Add to create the gateway.

The IKE Gateway configuration window should open.

15. Configure the following:

Parameter Value

Name Type dmz-ike-gateway

Version Verify that IKEv1 only mode is selected
Interface Select ethernet1/3 from the drop-down list
Local IP Address Select 192.168.50.1/24 from the drop-down list

Peer IP Address Type | Verify that the IP radio button is selected

Peer Address Type 192.168.50.10
Pre-shared Key Type paloalto
IKE Gateway @

General Advanced Options

Mame | dmiz-ike-gateway|

Wersion | IKEv1 only mode
Address Type o 1Pva4 IPvé
Interface | ethernet1/3
Local IP Address | 192.168.50.1/24
Peer IP Address Type ) 1P FQDM Dynamic
Peer Address | 192.168.50.10
Authentication ) Pre-Shared Key Certificate
Pre-shared Key | wessssss
Confirm Pre-shared Key | sesesess
Local Identification | None

Peer Identification | Mone

Comment

16. Click the Advanced Options tab.
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17. On the IKEv1 subtab configure the following:

Parameter Value

IKE Crypto Profile Mew (5 IKE Crypto Profile

Select

The IKE Crypto Profile configuration window should open.

IKE Gateway

General Advanced Options

Common Options

[ ] Enable Passive Mode

[_] Enable NAT Traversal

IKEv1
Ex nange Mode | auto
IKE Crypto Profile | EEERD
default

Dead Peer Detectic ¢ 0 8.cCM-128

Interval | Syite-B-GCM-256

Retry EEW 2y IKE Crypto PFD@

18. Configure the following IKE Crypto Profile values:

Parameter Value

Name Type AES256-DH2-SHA256

DH Group Click Add and select group 2 from the drop-down list
Authentication Click Add and select sha256 from the drop-down list
Encryption Click Add and select aes-256-cbc from the drop-down list
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IKE Crypto Profile @

Mame | AES256-DH2-5HA254| |

[C] | oH crOUP [C] | EncrYPTION

[] groupz [] aes-258-cbc

@ Add (@ Add

[[] | AUTHENTICATION Timers

[] shazse Key Lifetime | Hours

a8

IKEv2 Authentication | O

() Add Multiple

19. Click OK to close the IKE Crypto Profile configuration window.
20. Click OK to close the IKE Gateway configuration window.

A new IKE gateway should display in the web interface.

Local Address Peer ID Local ID IKE Advanced Options
NAME PEER ADDRESS | INTERFACE P D TYPE 1] TYPE VERSION | MODE PASSIVE MODE | NAT TRAVERSAL | CRYPTO PROFILE DPD

192.168.50.10  ethemmet1/3  192.168.50.1/24 ikevl auto AES256-DH2-5SHA256  enabled/default/default

12.3 Create an IPSec Crypto Profile

21. Inthe web interface, select Network > Network Profiles > IPSec Crypto.
22. Click Add to open the configuration window.

The IPSec Crypto Profile configuration window should open.

23. Configure the following:

Parameter Value

Name Type AES256-DH2-SHA256

IPSec Protocol Verify that ESP is selected

Encryption Click Add and select aes-256-cbc from the drop-down list
Authentication Click Add and select sha256 from the drop-down list

DH Groups Verify that group? is selected
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O

<

IPSec Crypto Profile

Name | AE5256-DH2-5HA254|

IPSec Protocol | ESP

[C] | ENcrYPTION

| | aes-256-cbc

() Add
[ | AUTHENTICATION

[] shazse

(T) Add

DH Group | group2

Lifetime | Hours <11

|:I Enable

“ ca nCEI

24. Click OK to close the IPSec Crypto Profile configuration window.
A new IPsec Crypto Profile should display in the web interface.

MAME ESP/AH
default ESP
Suite-B-GCM-128 ESP
Suite-B-GCM-256 ESP
AE5256-DH2-5HAZ56 ESP

ENCRYPTION AUTHENTICATION | DH GROUP LIFETIME
aes-128-cbc, 3des chal group2 1 hours
aes-128-gcm none groupl?® 1 hours
aes-236-gcm none group20 1 hours
aes-236-chbc sha236 group? 1 hours

12.4 Configure the IPsec Tunnel

25. In the web interface, select Network > IPSec Tunnels.
26. Click Add to define a new tunnel.
The IPSec Tunnel configuration window should open.

27. On the General tab configure the following:

Parameter

Value

Name

Type dmz-tunnel

Tunnel Interface

Select tunnel.15 from the drop-down list

Type

Verify that the Auto Key radio button is selected
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Parameter Value

Address Type Verify that the 1Pv4 radio button is selected

IKE Gateway Select dmz-ike-gateway from the drop-down list
IPSec Crypto Profile Select AES256-DH2-SHA256 from the drop-down list

IPSec Tunnel
General Proxy 1Ds
Name | dmz-tunnel
Tunnel Interface | tunnel.15
Type @) Auto Key Manual Key
Address Type @) IPv4 IPvé
IKE Gateway | dmz-ike-gateway

¢ Crypto Profile | AES256-DH2-SHA256

[ Show Advanced Options

28. Click the Proxy IDs tab.

GlobalProtect Satellite

29. Click Add and configure the following:

Parameter Value

Proxy ID Type dmz—tunnel-network
Local Type 192.168.1.0/24
Remote Type 172.16.2.0/24
Protocol Verify that Any is selected
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Proxy ID @

Prowy 1D | dmz-tunnel-network

Local | 192.168.1.0/24
IP Address or IP/netmask, only needed when peer requires it.

Remote | 172.16.2.0/24
IP Address or IP/netmask, only needed when peer requires it

Protocol | Any o

30. Click OK to close the Proxy ID configuration window.
31. Click OK to close the IPSec Tunnel configuration window:

IKE Gateway/Satellite Tunnel Interface
LOGICAL
NAME STATUS TYPE INTERFACE LOCAL IP PEER ADDRESS | STATUS INTERFACE ROUTER VIRTUAL SYSTEM | SECURITY ZONE | STATUS
dmz-tunnel @ Tunnelinfo  Auto Key ethernet1/3 192.168.50.1/24  192.168.50.10 @ IKE Info tunnel.15 LR-1 (Show vsys1 VPN
Routes)

A new IPsec tunnel should display in the web interface.

32. Commit all changes.

12.5 Test the Connectivity

33. In the web interface, select Network > IPSec Tunnels:

IKE Gateway/ Satellite Tunnel Interface
LOGICAL
NAME STATUS TYPE INTERFACE LOCAL IP PEER ADDRESS | STATUS INTERFACE ROUTER VIRTUAL SYSTEM | SECURITY ZONE | STATUS
dmz-tunnel @ Tunnel Info Auto Key ethernet1/3 192.168.50.1/24  192.168.50.10 @ IKE Info tunnel.15 LR-1 (Sj'mv'.‘ wsys1 VPN
Routes|

A red Status column indicator on the VPN tunnel means that the VPN tunnel is not connected.

£
34. Refresh 7 the Network > IPSec Tunnels page.

The Status column indicators now are green, which means that the VPN tunnel is connected:

IKE Gateway/Satellite Tunnel Interface
LOGICAL
NAME STATUS TYPE INTERFACE LOCAL IP PEER ADDRESS | STATUS INTERFACE ROUTER VIRTUAL SYSTEM | SECURITY ZONE | STATUS
dmaz-tunnel @ Tunnelinfo  Auto Key ethernet1/3 192.168.50.1/24  192.168.50.10 @ KEinfo tunnel.15 LR—l(s)w.- vsysi VPN
Routes)

35. In the web interface, select Monitor > Logs > System.
36. Review the VPN log entries:

To display only VPN entries, you can click vpn in the Type column to add a filter:
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@ ( subtype eq 'vpn')

‘ SEVERITY RECEIVE TIME TYPE EVENT DESCRIPTION
| 09/2115:57:38 | vpn l ipsec-key-install IPSec key installed. Installed SA:
192.168.50.1[500]-192.168.50.10{500]
SPI:0xB4DDB92A/0xC3F33E80 lifetime 3600
Sec lifesize unlimited.
09/2115:57:38  vpn ike-nego-p2-succ IKE phase-2 negotiation is succeeded as
responder, quick mode. Established SA:
192.168.50.1[500]-192.168.50.10{500] message
id:0x697AF75C,
SPI:0xB4DDB92A/0xC3F33E80.
09/2115:57:38  vpn ike-nego-p2-start IKE ﬁhase-Z neigotiation is started as responder,
quick mode. Inihated SA:
192.168.50.1[500]-192.168.50.10{500] message
id:0x697AF75C.
09/2115:57:38  vpn ike-nego-p1-succ IKE phase-1 negotiation is succeeded as
responder, main mode. Established SA:
192.168.50.1[500]-192.168.50.10{500]
cookie:06e4ac57823e8d11:96d42d87707a07¢9
lifetime 28800 Sec.

N informational | 09/2115:57:38  vpn ike-nego-p1-start IKE phase-1 negotiation is started as responder,
main mode. Inifiated SA:
192.168.50.1[500]-192.168.50.10{500]
cookie:06e4ac57823e8d11:96d42d87707a07e9.

09/2115:56:44  vpn ike-config-p2-success  IKE daemon configuration load phase-2
succeeded.

09/2115:56:31  vpn ike-config-p1-success  IKE daemon configuration load phase-1
succeeded.

09/2115:38:34  vpn ike-config-p2-success  IKE daemon configuration load phase-2

succeeded.

37. On the client desktop, open the Remmina application.
38. Double-click the entry for Firewall-A:
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a Remmina Remote Desktop Client
Remote Desktop Clie

RDP =
Name v Group Server Plugin Last used
ﬂ Berlin-Client 192.168.1.25 SSH 2023-02-18 - 15:12:09
ﬂ BestPractice_Firewall-A 192.168.1.254 SSH 2023-01-14 - 15:04:51
ﬁ BestPractice_Panorama 192.168.1.252 SSH 2023-01-14 - 18:54:28
ﬂ Expedition 192.168.1.200 2023-02-18 - 14:54:37
T S N T I P
ﬁFlrewall-B 192.168.1.253 SSH 2024-08-31 - 15:03:28
ﬂ Panorama 192.168.1.252 SSH 2024-08-31 - 17:11:35
a Server-Extranet 192.168.50.10 SSH 2024-09-21 - 12:46:54

39. After the VPN tunnel is connected, type the following CLI commands and observe the
output:

show vpn ike-sa
show vpn ipsec-sa tunnel dmz-tunnel:dmz-tunnel-network
show vpn flow name dmz-tunnel:dmz-tunnel-network

show running tunnel flow

40. Type exit to close the Remmina connection to the firewall.
41. Close the Remmina desktop application window.

Stop. This is the end of the Site-to-Site VPN lab.
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